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Introduction

Experts in information, technology, and media, as well as practitioners, agree that media and
information literacy involves understanding the nature of content, its production and
distribution, and its creators. It examines how individuals utilize or ignore information, and
how they engage with or bypass libraries, media, and technological services. It delves into the
knowledge, skills, and attitudes needed to assess information and explores how one can
navigate interactions with information to enrich their social, political, economic, and cultural
experiences.

Media and information literacy enhances progress by increasing the public's awareness of their
access to information. It allows people to consider how the information they engage with might
influence their perceptions, beliefs, and attitudes, potentially leading to violence, conflict, or
radicalization. It highlights individuals' own power in communication, their basic freedoms,
and promotes a critical approach to information.

1. The Matrix for Addressing Disinformation and Improving Media Literacy by
S.HIL.E.L.D. vs Disinfo

In the creation of the matrix, we have been guided by the UNESCO Global Standards for Media
and Information Literacy Curricula Development Guidelines 2022, which recommend focusing
on the distribution of learning outcomes and competencies. As our aim is to provide as specific
guidelines as possible for enhancing media literacy, we have structured the matrix to include
subdivisions that summarize specific recommendations for developing toolkits to achieve the
set goals for outcomes and competencies.

The present matrix is based on two primary sources that were obtained within the
framework of the Erasmus + "Students’ of Higher Education Critical Digital Literacy
Development against Disinformation" project.



e Literature reviews (LR) conducted by partner institutions: Cy Cergy Paris Université
(France), Panepistimio Kritis (Greece), Tartu University (Estonia), Vrije Universiteit
Brussel (Belgium) and Gdanski Uniwersytet Medyczny (Poland). These reviews
encompassed a) EU initiatives in combating disinformation and b) the current state and
recommendations of combating disinformation in partner countries.

e Focus group (FG) interviews that involved representatives from various professional
sectors within society. These FG were conducted by partner institutions: Cy Cergy Paris
Université (France), Panepistimio Kritis (Greece), Tartu University (Estonia), Vrije
Universiteit Brussel (Belgium), Gdanski Uniwersytet Medyczny (Poland) and Athens
Technology Center Anonymi Biomichaniki Emporiki kai Techniki Etaireia Efarmogon
Ypsilis Technologias (Greece)

In the following, we provide an overview of the main outcomes, competencies, and potential
teaching strategies associated with digital literacy, as derived from our literature review and
analysis of focus group discussions. At the end of the report, we present our results in a matrix
where we show which competencies should be developed, taking into account age, cultural,
and sectoral differences.

1.1. General Outcome and Competencies for Addressing
Disinformation and Improving (Digital)Media Literacy

We start with overarching observations and outline the primary outcomes and competencies
identified from our literature review and focus group interviews with representatives across
various sectors.

Outcomes:

A. Develop a holistic approach to effectively counter disinformation and augment media
literacy.

B. Understand the multifaceted nature of misinformation and the need for a systemic
approach to media literacy.

C. Recognize the importance of age and region-specific media literacy education, taking
into account the evolving challenges over time and emphasizing the necessity for
consistent updates.

Associated Competencies:
1. Understand and address the gaps in current strategies against disinformation, especially
considering innovations like artificial intelligence (Bleyer-Simon et al., 2023).
2. Design and implement targeted interventions for vulnerable groups, such as the elderly,
young children, and students in vocational schools.
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Recognize the disparities in attention and resources these groups receive (Kalmus et al.,
2023; Kullamaa jt, 2022).

Equip individuals with the tools and knowledge to respond effectively during crises,
for instance during pandemics, financial downturns, or the Ukrainian war. This involves
enhancing content evaluation abilities and increasing awareness of common
disinformation tactics (Kullamaa et al., 2022).

Understand the differences and interactions between mainstream and alternative media
and produce an environment that minimizes stigmatization and promotes inclusivity.
Educate individuals on the characteristics of manipulative information, diving deep into
its psychological foundations and the motives behind such communications.

Work towards building strategies and interventions that bolster the cognitive resilience
of the general public.

Impart effective information retrieval techniques to learners, making them familiar with
credible online sources.

Integrate media competencies seamlessly across a range of academic disciplines,
supplying educators with actionable toolkits.

Anticipate the growth and impact of artificial intelligence, ensuring learners are
equipped to handle its consequences. Foster civic online engagement and activism.
Guarantee that media literacy instruction is tailored to fit various life stages, spanning
from children to the elderly.

Develop region-specific curricula and structures. This includes crafting content that
resonates with prevailing narratives and aligns with the sociocultural backdrop of
different regions.

1.2. General Challenges in existing Media Literacy in Education
System and proposed outcomes and competencies

In this subsection, we focus on the prevalent challenges within the education system pertaining

to media literacy. We delineate specific outcomes and competencies essential for surmounting

these issues. In our literature review and focus group, we addressed sectors beyond just

education, recognizing the intrinsic overlaps between them. Nevertheless, we deemed it

essential to present them separately, as the primary focus of this project is the development of
enhanced toolkits for the educational system.

In summary, primary issues in education system encompass

the scarcity of educational materials,

the lack of systematic integration of media literacy in school curricula,

an overly narrow conceptualization of (digital) media literacy and disinformation,

the need to cater to the unique attributes of target demographics, both age-wise,
culturally and linguistically.



Outcomes:
A. Understand the practical relevance of media literacy and the challenge of its vast scope.
This aligns with the proposal to enhance holistic digital media literacy education.
B. Recognize the importance of reaching higher education students both within and
outside formal education settings.

Associated Competencies:

1. Emphasize the real-world applicability of media literacy to student’s daily experiences.

2. Develop tailored digital literacy programs that account for age, cultural, and linguistic
differences within the target audience.

3. Develop a positive vision and systematic/holistic approach for media literacy, ensuring the
integration of the topic across diverse courses and subjects.

4. Tailor media literacy courses to specific studies, aligning with students' interests and
showing the topic's relevance. Reach students through youth movements, sports clubs, and
social media, leveraging platforms where they spend considerable time.

5. Develop engaging pedagogical tools that resonate with the interests of higher education
students.

6. Prioritize and enhance the teaching of content creation—encompassing articles, comments,
images, videos, etc.

7. Foster a comprehensive understanding among students of the broader implications of their
content, emphasizing the potential impact on others (Kullamaa jt, 2022).

8. Establish clear guidelines and benchmarks for media and information competencies across
different educational levels.

2. Concrete Educational Toolkits and Pedagogical Methodologies and The Table of
The Quality Criteria Matrix

Different reports of literature reviews (The European Commission (2022), Cooperative
Learning 2019, 1st EEAS Report on Foreign Information 2023 etc) and discussion of focus-
group interviews suggests the need for concrete educational toolkits for creating digitally
literate students, resistant to disinformation. These recommendations are geared towards the
development of toolkits that aid in achieving the established objectives related to outcomes and
competencies outlined in previous section.

First, we present proposals for improving digital literacy along with specific guidelines
for the preparation of instructional materials, and then we present it in matrix form indicating
sectoral differences. The specific guideline is divided into three parts, which indicate the
specificity level of the educational materials in the matrix. This helps to understand that the
toolkits possess varying levels of specificity. Thus, recommendations for pedagogical
methodology are more general than specific recommendations for techniques in detecting
disinformation.



2.1. Recommendations regarding pedagogical methodology
e Understand learner's information sources and social media usage in order to use them in

the educational tools, activities, material, etc.

o Develop tailored digital literacy programs that account for age, cultural, digital, and
linguistic differences within the target audience.

e To use collaborative approaching in combating disinformation and utilize interactive
methods to foster community learning:

o Silent discussion, opinion lines, active listening activities, fishbowl discussions,
role plays, and cooperative learning.

e Use personal experiences of disinformation as learning materials.

o Emphasize the real-world applicability of media literacy to student's daily
experiences.

e Teach multiperspectivity through multiple sources and conflicting narratives.

o Use historical events with multiple interpretations for students to explore different
narratives. Have them gather online sources, compare, and build arguments for a
conflict-related statement. Students create digital posters presenting their
arguments, which are then rated and discussed by the class. Facilitate discussions
for understanding the issue and reaching a consensus.

Clarify the terms disinformation/misinformation, fake news, urban myths.
Advocate for civic activism, encouraging immediate response to misleading content
encountered on social platforms.

o Underscore the significance of public diplomacy in message dissemination,
emphasizing the need for training on efficacious communication strategies.

2.2, Recommendations for better understanding the context of the
dissemination of disinformation
e Encourage group research on the motives behind disinformation.

o Insmall groups, students research why disinformation is spread about various topics
and discuss their findings.
o Encourage reflective activities based on the commonalities and differences.
e Discuss media responsibilities and societal efforts to curtail disinformation.
o Discuss roles and responsibilities of media, tech users, and social media companies
in spreading and curtailing disinformation.
o Explore students' awareness and opinions on societal efforts to counter
disinformation.
o Examine the government's role and actions in curtailing disinformation.
o Discuss the role of fact-checkers and students in addressing disinformation.
e Discuss the relation between media freedom, democracy and disinformation prevalence.
e Discuss ethical issues associated with disinformation, including human rights and
economic aspects.



o Discuss human rights issues related to media freedom and content curation on social
platforms.

o Explore economic aspects of disinformation, such as e-commerce deceptions,
phishing, and personalized online experiences.

o Explore ethical computational aspects of disinformation, like the introduction of
bias in data, the lack of transparency of Al process and the trust (or not) in
automated decision making (e.g. the use of autonomous vehicles or the use of
vaccines).

In groups or individually, ask students to identify cases of bias and lack of
transparency in modern tech-based applications and discuss how this facilitates
disinformation.
e Understand the scientific process in the related discipline(s) and the treatment of scientific
evidence.

o Understanding basic statistics and computing principles

o Explain what is the median, how to compare trends etc

e Discuss the diffusion of disinformation online (social media, web, etc.) and show
techniques and behaviors (bots, shadow users, etc.)

2.3. Suggestions for enhancing the identification of disinformation
e Help students differentiate between facts and opinions.

o Provide students with statements to distinguish between facts and opinions. Engage
them in a similar exercise with science versus pseudo-science. In small groups, have
students analyze online articles on a social issue, differentiating facts and opinions.

e Educate students about various types of deceptive content.

o False attribution: authentic images, videos or quotes are taken from other events.

o Fabricated content: content that is fabricated, sometimes combined with real
content.

o Imposter sources: for instance, websites blogs or Twitter accounts that pose as a
well-known brand or person or as a friend.

o False connection: the content does not match the headline.

o False context: the information conveyed is basically accurate but in an inaccurate
context.

o Doctored content: content, such as statistics, graphs, photos and videos have been
modified or doctored. This includes cheap fakes and deep fakes.

o Weaponised malinformation: exaggerated blown out of proportion facts.

o Conclusions based on rumours: hard conclusions based on information presented
as rumours.

e Make students aware of the characteristics of disinformation.

o It speaks to the emotions of the targeted person. This makes it harder for the person
to think logically and critically.

o It attacks the opponent — promoting ‘Us versus Them’ views of reality.

o It simplifies facts and excludes the context.



o It repeats an idea over and over again.
o It ignores the nuances of facts by presenting only one side of something.

o It manipulates images, videos and sound in various ways, such as retouching and
cropping.

o Ittakes pictures from their original contexts and combines them with other pictures,
music / sounds, and texts to create new meanings.

o It makes use of famous people and celebrities that the target group admires.
o It increasingly makes use of cheapfakes and deepfakes.

o Itis resistant to evidence that attempts to refute it.
e Allow students to judge the validity of information.
o Have students analyze selected texts containing disinformation, identify its
characteristics, and cross-verify using fact-checking sites.
o Understand how the “citizens” daily practices disseminate fake news (clicking
without checking, reposting/distributing).
Clarify the terms disinformation/misinformation, fake news, urban myths.
Encourage students to use digital tools and especially recognized educational tools (e.g.
SELFIE (https://education.ec.europa.eu/et/selfie)).
e Explore the technological aspects of disinformation creation and distribution.
o realize how Artificial Intelligence affects the phenomenon of disinformation
e Understand the scientific process in the related discipline(s) and the treatment of scientific
evidence
o Understanding basic statistics and computing principles
o Explain what is the median, how to compare trends etc
e Help students identify disinformation sources and spreading agents (e.g., bots, etc.).

2.4. Matrix of recommendations regarding pedagogical
methodology

NOTE: “+” signs indicate the importance of this skill in a specific sector. The assessment
scale is from 0 to 3 “+”’s

Grouping of | reccommendations Educators | Journalists | Medical | ICT Citizens?
educational professio | experts
toolkits nals

e materials

(e.g.
scenarios,




\

games,
activities)
M,
e Teaching
(practices,
teacher
competences
strategies)
T,
e students’
skills S
® assessment
A
S, T, M, A Understand students' | +++ +++ +++ +++ +++
information sources and
social media usage.
S, T,M To use collaborative | +++ ++ ++ ++ ++
approaching in combating
disinformation and utilize
interactive methods to foster
community learning
M, T Use personal experiences of | +++ +++ -+ +++
disinformation as learning
materials.
M, T Teach  multiperspectivity | +++ +++ -+ +++ +++
through multiple sources
and conflicting narratives.
M, T, S, A To clarify the terms | +++ +++ + + +
disinformation/misinformat
ion, fake news, urban myths
S, T Advocate for civic activism, | ++ + + + +

immediate
response to  misleading
content encountered on
social platforms

encouraging




2.5.

Matrix of recommendations for better understanding the
context of the dissemination of disinformation

Grouping of | Recommendations Educators | Journalists | Medical | ICT Citizens?
educational professi | experts
toolkits onals
S, T Encourage group research on the | ++ ++ ++ ++ ++
motives behind disinformation
S, T Discuss media responsibilities | ++ ++ + ++ ++
and societal efforts to curtail
disinformation
S, T Discuss the relation between | +++ +++ + ++ ++
media freedom, democracy and
disinformation prevalence
S, T Discuss ethical issues associated | +++ +++ + 4+ ++
with disinformation, including
human rights and economic
aspects and bias and
transparency in data and
automated decision making.
S, T Understand the scientific process | +++ +++ +++ ++ ++
in the related discipline(s) and
the treatment of scientific
evidence.
M, T, S, A Discuss the diffusion of | ++ +++ + +++ +++
disinformation online (social
media, web, etc.) and show
techniques and behaviors (bots,
shadow users, etc.)
2.6. Matrix of suggestions for enhancing the identification of
disinformation
Grouping of | Recommendations Educators | Journalists | Medical | ICT Citizens?
educational professi | experts
toolkits onals
M, S, T Help students differentiate | +++ o e ++ ++

between facts and opinions.
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M, S, T, A

Educate students about various
types of deceptive content.

+++

+++

++

e

e

M, S, T, A

Make students aware of the
characteristics of disinformation.

e

e

R

e

—

S, T, A

Allow students to judge the
validity of information

e

e

A

e

—

S, M

Encourage students to use digital
tools and especially recognized
educational tools (e.g. SELFIE)

++

T, S

Explore the technological aspects
of disinformation creation and
distribution.

++

++

T.S

Understand the scientific process
in the related discipline(s) and the
treatment of scientific evidence

+++

+++

+++

M, T, S, A

Help students identify
disinformation sources and
spreading agents (e.g., bots, etc.).

+++

++

-+

++
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