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The primary objective of this comprehensive report is to provide an overview of previous
reports addressing misinformation and its countermeasures in partner states Poland, Belgium,
Estonia, Greece, France and it based on reports conducted by Cergy Paris Université (France),
Panepistimio Kritis (Greece), Tartu University (Estonia), Vrije Universiteit Brussel (Belgium)
and Gdanski Uniwersytet Medyczny (Poland).The consolidated report provides an overview
of the principal issues related to misinformation, the current situation, and the countermeasures
proposed to combat misinformation.

Many European countries are grappling with two primary forms of disinformation:
e The emergence of alternative interpretive communities, which arise due to unaddressed
social needs such as the desire for belonging, understanding, and self-actualization.
These communities often disseminate misinformation.
e State-sponsored cyber operations, particularly from Russia, aimed at disrupting the
social fabric and fostering mistrust (Tiidenberg et al., 2023; Estonian Foreign
Intelligence Service, 2023; Terepik et al., 2022: 31).

Furthermore, there is a concerning trend in public communication. This is evident in the
increasing sway of populist messages, hate speech, and the polarization of views, leading to
the radicalization of specific groups within societies (Olechowska, 2022; Zukiewicz, Zimny,
2015).

The Polish report identified the predominant categories of fake news as politics, economy,
social news, religious topics, pseudoscience, and global events. Waszak et al.'s research
revealed a prevalence of health-related disinformation, specifically regarding vaccinations,
hypertension, and HIV/AIDS. The study underscored the considerable impact of medical myths
and conspiracy theories on societal behavior (2018; see also Rosifiska, 2019).

Both Poland and the Baltic states, including Estonia, have pointed out misinformation
pertaining to historical narratives that are contrary to Russian perspectives.
There are three main narratives for influencing the audience.

» Narrative on a nationalist basis are masked under the term 'Russia’'s compatriot policy.'

This includes not only people of Russian nationality and culture but also other former
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Soviet nationalities (this aspect especially important in Estonia and Latvia where does
a large Russian-speaking community live).

» The main religious pillar is the Russian Orthodox Church, which provides religious
justification for Russia's political and military choices when needed.

» The ideology relies on a combination of antifascism and traditionalism. Russia portrays
itself as a carrier and advocate of traditional values, depicting Western societies as
morally decayed and devoid of a future. The Kremlin aims to portray the West as
engulfed in Satanism, homosexuality, identity crisis, historical amnesia, lack of culture,
and anarchy; presenting Western nations and societies as incapable of reproducing a
thoughtful elite. (KAPO 2023: 11).

Three main narratives have been identified that recur in disinformation spreading in Belgium
(Alaphilippe, 2023). First, disinformation about migration has been exacerbated by several
events such as the terrorist attacks on Brussels in 2016 and the wave of migration from Syria
around the same time. Disinformation about identity, and more specifically targeting people of
different genders and sexual identities, is on the rise. Second, the Covid-19 pandemic has
caused an increase in disinformation around health and vaccinations. The initial focus was on
disseminating false claims about compulsory vaccination, but it later became evident that this
narrative was also strongly linked to technology scepticism such as the supposedly harmful
health effects of 5G. Third, and rather specific for the case of Belgium, disinformation is spread
regarding community tensions mainly between Dutch-speaking and French-speaking
communities. Disinformation usually exploits prejudice for political purposes.

In France, the main narratives are not so much different than what has been reported so far. We
can identify four (4) main areas where disinformation is concentrated:

Far Right and Conspiratorial Narratives: As in everywhere else in the world, some of the far-
right ideas have become synonymous with conspiracy theories, like those originating from the
camp of anti-vaxxers about the COVID-19 pandemic (Liberation, 2023). Another originates
from people connected with the QAnon movement in the US (RFI, 2023) and diffuses similar
ideas (Adler and Thakur, 2021).

The COVID-19 Narrative: An in everywhere else in the world, an important part of recurrent
disinformation narratives in French society has been the COVID-19 pandemic. Starting with
the sanitary measures (curfews; the vaccine/health pass; the vaccine itself, the connection to
5G technologies, etc.). The disinformation was mainly observed and polarised public discourse
even into the 2022 presidential election (Fourel et al, 2022).

Elections and Political Polarisation: The next disinformation narrative in French society feeds
on elections and political polarisation. Discussions during the 2022 presidential elections
included conspiracy theories behind which were far-right followers spread the idea of “great
replacement”, a conspiratorial and xenophobic replacement theory which feeds on immigration
(Galopin and LeMensec, 2022). In addition, “stop the steal” was another idea that sought to
undermine the integrity of the election (Plottu and Macé, 2022).

Economic and Energy Crises: In 2022, with the emergence of the war in Ukraine,
disinformation narratives started to include claims of continuous thriving of the Russian
economy despite numerous sanctions, in contrast to the plummeting of that of the West, so as
to condemn the West’s solidarity with and erode support for Ukraine. The Ukrainian-war-
linked narratives are then used to establish claims that France is being poorly managed, with



the worst inflation and social inequality, boosting anti-establishment ideas and institutional
distrust (Hénin, 2023).

To counter these challenges countries (Poland, Estonia, Greece, Belgium, France) with
support from the EU and its partners, has taken several measures. The key focal points have
been developing critical thinking by addressing cognitive biases and different factors that
influence decision-making and media use, focusing on the increasing complexity of the
information environment. (Kullamaa jt 2022: 11)

To combat misinformation in alternative communities, initiatives such as peaasi.ee and
Vaikuseminutid (websites addressing mental health issues) have been developed in
Estonia to promote science-based self-help and community support. Schools are now
encouraged to include skills such as self-awareness, self-regulation, and empathy in
their curricula so that future generations can recognize the authenticity of information.
Recent examples of combating disinformation include media literacy initiatives in
schools and awareness-raising activities in the media. Educational programs for
national security and defence, like the National Defence Course for schoolchildren and
Higher National Defence Courses, were also used to enhance societal understanding.
Additionally, ministries aimed to have counter-disinformation experts within their
subdivisions. (Terepik 2022: 21). In addition, the Estonian Defence Forces developed
a web-based platform for conscripts and students at the military academy to recognize
information influence techniques. The platform utilized learning design principles,
incorporating elements like learning through play and fostering dialogue through
feedback to enhance their learning experience (Ventsel et al 2023). To address state
cyber threats, Estonia has emphasized data sharing and secure storage of shared
information in a cyber-resilient environment. The intelligence service advises following
information warfare guidelines, practicing source criticism, and using up-to-date
software (Estonian Foreign Intelligence Service, 2023). The webpage for introducing
main cyberthreats are created: Itvaatlik.ee

In Poland the Draft law on freedom of speech on the Internet has been proposed by the
Ministry of Justice. In its description this regulation claims to effectively implement
the constitutional right to freedom of speech and serve to protect against false
information on the Internet (Ochrona wolnos$ci stowa...2023). However, human rights
organisations, business organisations and industry chambers are jointly opposing the
draft law on the protection of freedom of speech in online social networking sites
(Organizacje nie chcg...2022). In their view, it promotes a mechanism of arbitrary
political control over freedom of expression online and is incompatible with European
Union law (Organizacje nie chcg...2022).

NASK-PIB is a state research institute supervised by the Chancellery of the Prime
Minister of Poland. NASK-PIB recently released the Code of Good Practice (April 21,
2023), a guide developed by experts to combat disinformation (NASK 2023). It helps
understand disinformation processes, identifies their characteristics, and suggests ways
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to prevent the spread of harmful content. The Code covers topics such as defining
disinformation, identifying dissemination channels, monitoring and distinguishing
disinformation, and strategies to counteract it. Safe on the Web is an governmental
educational project promoting cybersecurity (Bezpieczni w sieci 2023). It offers a
platform with courses on Internet safety, cyber threats, privacy, and more. Poland has
several fact-checking initiatives, mainly independent civil society projects like
Demagog and OKO.press. However, only Demagog offers educational projects like
"Fact-Checking Academy," having held 150 workshops for around 3,800 participants.
These initiatives lack formal cooperation and European project involvement. Demagog
also created an educational browser game for spotting fake news.

In Belgium, no specific legislation to counter disinformation exists. However, the
Senate (one of the two chambers of the bicameral Federal Parliament) made 53
recommendations to tackle disinformation such as explicitly banning the use of robots
or fake accounts for political parties, as well as introducing an obligation of
transparency for political advertisements (Senaat Belgié, 2022). The Belgian Senate
also proposed a resolution regarding the establishment of an algorithm regulator to
protect citizens’ privacy and counter discrimination arising from the use of algorithms
(Senaat Belgié, 2023a).

Belgium has three communities which are based on linguistic borders: the Dutch-
speaking community, French-speaking community and a small German-speaking
community. Each community has taken measures to combat disinformation.

o In Flanders, the Dutch-speaking community of Belgium, the proposal of the
Media Literacy Concept Note (Conceptnota Mediawijsheid) in 2012 and the
establishment of Mediawijs (Flemish Knowledge Centre for Digital and Media
Literacy) in 2013 are seen as the official start of its media literacy policy
(EDMO BELUX, 2023). This organisation, which is partly subsidised by the
Flemish government, promotes media literacy and critical thinking through
organising projects such as the News in the Classroom-project that stimulates
children to think critically and engage actively with news. They also create a
network of experts and conduct research into media behaviour (Mediawijs,
n.d.). More recently, Flanders has adopted the Youth and Children’s Rights
Policy Plan 2020-2024 in which one of the five priorities is fully dedicated to
promoting media literacy in children (Flanders, 2020a) and after the Covid-19
pandemic, the Flemish Resilience Plan was launched through which local
partners received more support to promote the digital transformation and end
digital illiteracy (Flanders, 2020b).

o Similar to Flanders, the French-speaking community established a High Council
for Media Education (Conseil Supérieur de I’Education aux Medias, or CSEM)
in 2008 to promote media literacy education and coordinate initiatives. Finally,
in the German-speaking community, the Ostbelgien Medienzentrum was
founded to teach people from all age groups how to responsibly engage with



media. However, in this community, municipalities bear most of the
responsibility for promoting media literacy (EDMO BELUX, 2023).
Numerous projects and organisations work to fight disinformation in Belgium. Some
examples are the hubs by the European Digital Media Observatory: EDMO BELUX
and BENEDMO, which focus on combatting disinformation through collaboration of
different organisations and experts (European Commission 2023, n.d. b). In Flanders,
deCheckers (n.d.) brings together several partners and offers a platform that gathers
fact-checks from various media. An example from French-speaking Belgium is
LieDetectors (n.d.), a non-profit led by journalists that teaches children and youngsters
how to distinguish false from correct news.
In France, there is no specific media literacy effort that concerns Disinformation, but
the state has included this to efforts around general media literacy mainly through
CLEMI (Le centre pour I’éducation aux médias et a I’information), which is responsible
for Media and Information Literacy (MIL) in the French education system.
Additionally, while various courses that refer to the Disinformation problem exist at
the university level, we did not manage to identify any officially organized initiative to
tackle the Disinformation problem specifically designed for university students.
On the other hand, France has a significant number of efforts to equip the legal system
with the necessary legal tools for the fight against disinformation. These efforts include
both enhancing the legal framework but also introducing the corresponding bodies who
will lead the efforts at the national level.
o The most important legal initiatives include:
= The Law No. 2018-1202 of 22 December 2018, which is known as the
Law against the Manipulation of Information. The Law introduces new
provisions on how the state can react to the spread of disinformation,
allows for emergency measures to stop it and introduces hefty penalties
for the people responsible for it. The Law also establishes a new
regulatory authority (ACROM, see below) that can apply emergency
decisions, especially during election periods.
= Moreover, the Law for Confidence in the Digital Economy and the
Monetary and Financial Code, while not directly concerned with
disinformation, include provisions to punish the spread of
disinformation concerning financial matters.
= Additionally, the Penal Code and the Electoral Code, contain provisions
for the punishment of the use and spread of disinformation in generally
and during the electoral periods respectively.
o The most important state bodies dealing with disinformation are:
= ARCOM, Regulatory Authority for Audiovisual and Digital
Communication / Autorité de regulation de la communication
audiovisuelle et numérique: it works with other agencies to ensure strict
compliance with and adherence to the legal provisions in force.



= SIG, The Government Information Service / Service d’Information du
Gouvernement: it forms part of the government institutional framework
tackling information manipulation and its role is the monitoring and
detection of information manipulation through keeping track of online
social networks and conducting surveys.
= VIGINUM, Vigilance and Protection against Digital Interference
Service / Service de vigilance et protection contre les ingérences
numeriques étrangeres : it is neither an agency nor an intelligence
service, it is attached to the Secretatiat-General for National Defence
and Security (Sécretariat general de la défense et de la securité nationale,
SGDSN) with “the mission of covering the entire spectrum of attacks
against democratic values” and protecting national security.
Finally, in France, various efforts related to the civil society at large (with or without state
support) exist, including the International Partnership for Information and Democracy, a
Reporters Without Borders (Reporters sans frontiéres, RSF)-led initiative; the French
Ambassador for Digital Affairs, which develops a set of open-source tools like Open Terms
Archive, Scripta Manent, DisEncyclopedia; the GVNIE Consortium, which is a group of
researchers and civil society organisations working in the field of disinformation, foreign
interference, election integrity and digital regulation; Between the Line (Entre les Lignes),
an association focusing primarily on media and information literacy, created by journalists.
Finally, there are various factOchecking efforts, starting from ACRIMED (I’Action-
CRItique-MEDias, 1996), the HoaxMaster (2000) and the “Désintox” section of Libération
(2008). They were followed by “Les Décodeurs” by Le Monde, “Le Vrai du Faux” by
France Info, “Fake Off” by 20 Minutes, and the “AFP Factuel” by the Agence France
Presse (AFP). The AFP Factuel has the largest network, with about 140 fact-checkers in
five continents spread across over 30 countries working in 26 languages.

Some problem with existing solution

Going forward, an integrated approach to countering disinformation is essential. It relates

with the absence of innovative and comprehensive strategies to tackle evolving challenges in
this field, such as absence of a comprehensive strategy to fight disinformation and the rise of

artificial intelligence (Bleyer-Simon et al. 2023).

e The strategy for reaching the most vulnerable is patchy. Fact-checking does not always
reach those who already believe that mainstream media is lying to them. Similarly, the
most vulnerable often do not recognise that they should improve their media literacy.
However, students in vocational schools have received significantly less attention.
(Kullamaa jt 2022: 14)

e The elderly (65+) and young children up to 12 years of age receive the least amount of
attention (Kalmus et al 2023; Kullamaa jt 2022: 15)

e Inthe light of the war in Ukraine, there is an urgent need to raise awareness and equip
people with practical skills on how to act in a crisis. Moreover, there is a need to
improve people's content evaluation capacity and to raise awareness about
disinformation strategies. (Kullamaa jt 2022: 16)



In addition to implementing policies, promoting dialog is critical to bridging the gap
between established and alternative communities and avoiding stigmatization of
members of these groups (Tiidenberg et al., 2023). This could reduce insularity in echo
chambers and decrease overall polarization in society.

In today's rapidly evolving media landscape, there is a pressing need to re-evaluate the role of
the journalistic community.

Central to this revision is bolstering their cognitive resilience, ensuring that journalists
can navigate the challenges of the profession with mental fortitude and adaptability.
Furthermore, the sustainability of media hinges on the development of robust financing
models, with a particular emphasis on supporting hyper-local media. Such grassroots
outlets often play a pivotal role in ensuring that local voices and issues are brought to
the fore.

However, beyond financial considerations, there's an equally vital need to prioritize the
mental health and well-being of journalists. Their roles often expose them to traumatic
events, high-stress environments, and stringent deadlines, which can take a toll on their
mental well-being. Raising awareness and providing resources to address these
challenges are crucial to ensuring a thriving and resilient journalistic community for the
future.

Estonia

The increasing prevalence of disinformation and the digitization of society highlight the need
for strong digital and media literacy. Still, a comprehensive examination of three Estonian
strategic documents - the Education Strategy 2021-2035, the Digital Agenda 2030, and the
Youth Sector Development Plan 2021-2025 and academic works and reports - shows that
'disinformation' is not explicitly mentioned and 'media literacy' barely appears. Overall, while
Estonia's strategic plans aim to improve digital literacy and promote media literacy, they lack
a direct and consistent focus on disinformation and its countermeasures. Given the threat that
disinformation poses to the integrity of digital spaces and democratic processes, this omission
is critical.

For example, in the high school subject area ‘Language and Literature," media education
is most clearly reflected in the Estonian language course 'Media and Influence' (Subject
area 'Language and Literature,’) (Nomm 2023). The course's objectives include
equipping students with knowledge about the contemporary information environment,
identifying arguments and basic persuasion techniques in media texts, differentiating
between facts and opinions, reliable information and questionable content, critically
analyzing advertisements, recognizing media channels and various media genres,
evaluating media manipulations, identifying propaganda, fake news, and myth-making,
expressing their views on what they read, hear, and see, analyzing their media behavior,



interpreting texts, and distinguishing between private and public information (NOomm

2023, Voltri 2021)

Estonian universities offer prospective teachers the opportunity to study media

education as elective courses.

« At Tallinn University, there is an elective course called 'Journalism in the Era of
Misinformation' (FK17004.FK), aimed at increasing awareness of contemporary
media operations, promoting informed media consumption, and facilitating the
implementation of media literacy education programs.

» At the University of Tartu, there is an elective course called 'Media Education for
Teachers' (SHHI1.01.054), designed to ensure future teachers' ability to support
students' development of media literacy in conjunction with general competencies
and subject-specific achievements.

» Teacher education students at the University of Tartu can also take related elective
courses from other curricula, such as 'Media Disorder in Journalism and
Communication ~ Studies’ (SVUH.00.153) and ‘Information Resilience’'
(SVUH.00.191). However, these courses are not specifically tailored to fit the
schedules of teacher education students. (N6mm 2023: 25).

« In the autumn of 2023, the University of Tartu's Institute of Social Sciences will
launch an English-language master's program called 'Disinformation and Societal
Resilience," aiming to equip students with the skills to navigate misinformation and
support societal functioning. The curriculum systematically explores the causes of
misinformation dissemination and factors enhancing societal resilience. The
program analyzes the phenomenon from the perspectives of media, communication,
psychology, law, technology, and international relations and policymaking.
Students also learn about mechanisms of influence, assess cyber threats, and
examine the geopolitical context.

Some problems with exciting solution in education system in Estonia

Developing media and information competencies is not a separate subject in Estonian
schools but rather a cross-curricular theme, meaning that the lack of a specific subject
and voluntary teaching have led to a situation where media and information education
depend on the willingness and readiness of teachers and schools. As a result, there are
significant differences among schools. (N6Gmm 2023: 30)

Currently, the development of media and information competencies is not clearly
defined across different school levels, leading to a lack of clear expectations for
educators. At the national level, there is no separately approved curriculum for media
education at the moment (N6dmm 2023: 71). Even during the university education of
future teachers, media education receives attention only through elective courses,
resulting in gaps in teachers' preparedness for their work. This means that while we
understand the importance of media education, we simply do not have enough teachers
ready to teach it.



Poland

Teaching content creation (articles, comments, pictures, videos, etc.) and explaining the
implications (how my content affects others) have also received less attention.
(Kullamaa jt 2022: 16)

The lack of political consensus in the field of education and integration was also pointed
out as an old systemic problem, which in turn has not helped to solve the problem of
the availability of education and language training in the Estonian language in Ida-
Virumaa and other areas (Terepik 2022: 19)

The fake news and disinformation problem is being discussed in Polish elementary and high
schools. The core curriculum for Polish language lessons for elementary school students
includes several aims related to fake news problems. It is stated that students during Polish
language classes should: develop the ability to understand the role of the media and their impact
on people's behaviour and attitudes and be able to critically use and assess media news
(Ministry of Education. Podstawa programowa 2019)

Teachers having classes about fake news and disinformation may use different lesson
scenarios available on the Internet. There are many sources with relevant content for
both teachers and students. These materials are available in Polish language and are
dedicated to Polish teachers and students. Based on these scenarios, lessons should start
from defining basic terms like fake news, clickbait, fact checking etc. It is
recommended for teachers to give examples of fake news, disinformation, manipulation
etc. from different countries. It is important to present statistics on these phenomena
and discuss their consequences. There are several examples of the exercises which can
be used during classes. One of them is working in groups on making lists of reasons for
creating fake news. Another example of the exercise is making false news. The teacher
gives worksheets divided into several areas e.g.: health, education, sport, celebrities,
science, online games. Students work in groups and every team works on one issue.
The task for the students is to create and write false news in a most credible way.
Teachers during lessons should pay attention to the fact that fake news is classified as
dangerous and harmful content available online. It is important to point out that
nowadays, using the Internet and mobile devices, false information is created and
disseminated very quickly.

In 2021, 25 Polish universities started offering journalism courses on fake news and
media manipulation. They highlight the importance of discerning facts from
manipulated information (Perspektywy 2021). To address misinformation, various
initiatives have been launched, including workshops and scientific conferences.
Facebook and Polityka Insight held workshops on handling fake news. A university
conference discussed the influence of fake news in politics. Nicolaus Copernicus
University initiated a project for students to report disinformation about the Ukrainian
war, while the Central European Digital Media Observatory (CEDMO) researches
disinformation across Central Europe. CEDMO encourages fact-checking through
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competitions and provides educational resources. Their efforts aim to combat the low
awareness of disinformation in Poland. The "Click. Verify. Understand."” project helps
Polish communities evaluate information reliability, and the "System for Detecting
Disinformation using Artificial Intelligence” (SWAROG) project aims to develop Al
for fake news detection. Military security sector academic institutions also contribute
to countering disinformation. They organise conferences and campaigns to raise
awareness, and conduct studies on fake news perception in areas affected by
emergency states.

Belgium

In Flanders, the Dutch-speaking part of Belgium, educational attainment targets are set by the
Flemish government so the rules laid down in policy plans such as the Concept Note on Media
Literacy are applied in education. In French-speaking Belgium, the government also adopted a
Media Literacy Plan in 2022, but the attainment targets are not as highly regulated as in
Flanders. Finally, German-speaking Belgium has decided to leave the task of media education
to the municipalities and television stations, but they also have a Medienzentrum that develops
and supports media literacy initiatives.

In 2018, the Flemish government has approved new attainment targets for the first and second
grades of secondary education, listing 16 key competences which include digital skills. Key
competences include the skills to create and share digital content as well as to digitally
collaborate, communicate and participate in initiatives. Pupils should be able to apply a simple
self-designed algorithm to solve a problem and understand the building blocks of digital
systems. Being able to explain the influence of (non-)digital media on people and society and
applying the rules of the digital world (e.g. privacy rules, author rights, ...) are also crucial
(European Commission, 2023a). As of 2021, new attainment targets for the second and third
grade were determined, which also include pupils should show self-confidence when using
digital infrastructure and applications, and they should be able to evaluate possibilities and
risks of their media behaviour (European Commission, 2023a).

In 2022, the government of the French-speaking Community adopted a Media Literacy Plan
consisting of 62 concrete actions to stimulate critical thinking and interactions with media
(European Commission, 2023b). This plan outlines the government’s intentions to integrate
media education into the compulsory school curriculum of secondary education and to promote
teaching media literacy in higher education. They also intend to strengthen collaborations
between different actors and conduct more research into media education (EDMO BELUX,
n.d.). The German-speaking Community implemented a Regional Development Concept (REK
IIT) for the legislative period of 2019-2024 in which the project Youth 2025+ (Jugend 2025+)
focuses on IT and media literacy for children and youngsters (European Commission, 2023c).
Also in the Third Strategic Plan on Youth (Dritter Jugendstrategieplan) for 2023-2027, the
focus is on digitalisation and improving media literacy. To this end, the government developed
a guideline on the teaching of IT and media literacy (European Commission, 2023c).

In higher education, colleges and universities in Belgium have great freedom to determine the
attainment targets they apply. However, the Flemish government did draw up basic
competences for the education of teachers. Future teachers should be able to functionally
integrate ICT and various types of media in the learning environment. The teaching of media
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literacy is also mentioned: pupils must learn to deal with information and media critically and
in a sensible way (Donoso et al., 2021). For example, Howest University of Applied Sciences
train their teachers through the Dipster Project, an online learning platform where via different
learning paths (future) teachers can improve their digital competences (HOWEST, n.d.). The
government of the French-speaking community have taken a similar measure and have
implemented the Reform of Initial Teacher Training (Reforme de la Formation Initiale des
Enseignants, or RFIE) decree as part of their Media Education Plan, which aims to integrate
media literacy education into the reform of the education of future teachers (CSEM, 2022b).

France

In France, CLEMI (Le centre pour I’éducation aux médias et a I’information) is responsible for
Media and Information Literacy (MIL) in the French education system. It targets skills over
tools, focusing on providing skills for questioning and validating information. CLEMI
organizes critical thinking workshops, a game called “Class investigation” and other related
activities. CLEMI also supports families by providing teaching kits, videos and workshops.
Media and information literacy (or EMI — Education aux médias et a I’information) has been
part of the national curriculum since 2015, starts at the age of 6 and contains different aspects
to be taught across the different school courses; voices that this needs to be strengthened do
exist (Ministry of Education, France, 2023).

The 2013 school reform law (reinforced in 2015) defined the role of schools in developing
citizens in the modern information and media driven society. Governmental agencies like
ACROM and CNIL also started activities to improve media literacy. Additionally, national
media organizations like France T¢lévisions, Radio France and France Média Monde have also
been obliged to engage in media literacy activities. Finally, the beforementioned 2018 Law
(also known as “fake news law”) forces online media platforms to participate in media literacy
activities, including the development of tools and processes that would allow users to identify
disinformation online.

All the efforts mentioned before target either children at a school age or independent
individuals that would like to engage into disinformation recognition activities. Unfortunately,
we did not manage to find any organised and widely adopted efforts at the university level.
While individual courses do exist in different curricula (especially in Political Sciences and for
the technical part in Computer Science), there is no organized effort neither in terms of content
nor in terms of structure ongoing at the French tertiary education. Various organizations,
including the Conference of the French Universities’ Presidents (CPU) have acknowledged this
need and various meetings (L’etudiant, 2023) have taken place in the process of coordinating
and consolidating the various efforts but without tangible results so far..

According to several reports acquiring media literacy should be designed according to each age
group, considering the objectives and roles of that particular life stage. For instance, in older
age, media literacy education can support cognitive functioning and social relationships,
helping individuals critically assess health-related information and services. However, in
childhood, media education should promote the child's well-being, self-expression, play,
participation, and safety needs (Nomm 2023: 14, Kullamaa et al. 2022; Kalmus et al 2023)

There is a also need for a cross-cutting definition of media literacy beyond media education,

focusing on an individual's ability to cope with their chosen information environment, assess
content quality, share messages responsibly, and adapt. (Kullamaa et al. 2022: 17)

12



In this context multiple reports have underscored a notable gap in holistic approaches to media
literacy education. Central to bridging this gap is an inclusive curriculum that encapsulates the
vital components as outlined by Cicha et al. 2021:

e Information: It is essential not only to find and use information but also to verify its
authenticity in an age rife with misinformation.

e Use of Media Environment: This encompasses effective communication skills, ensuring
that individuals can articulate their perspectives and understand others in varied media
platforms.

e Media Language: Equipping individuals with the ability to dissect and comprehend media
content, which is crucial for informed consumption.

e Creative: Beyond mere consumption, individuals should be encouraged to produce media
content, fostering a generation of innovative creators.

e Ethics: Addressing the darker side of the digital landscape, individuals need guidance in
identifying and combating unethical behaviors such as internet hate, cyberbullying, and
sexting.

e Cybersecurity: With an increase in digital threats, understanding and implementing safe
internet device usage is non-negotiable.

e Law: In a world where the internet's boundaries seem limitless, it's pivotal to understand
the responsibilities and legal implications of one's online actions.

e Economics: In an era where information is gold, recognizing its intrinsic value is
indispensable.

e Digital Competencies: At the core of this is ensuring individuals have a grasp on basic
computer usage and the foundational principles of IT design thinking.

e Mobile Security: Given the ubiquity of mobile devices, ensuring their safe usage is of
utmost importance. By emphasizing these core tenets, we can ensure a more literate,
informed, and ethically-grounded digital community.
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