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The primary objective of this comprehensive report is to provide an overview of previous
reports addressing misinformation and its countermeasures. The report predominantly
encompasses studies conducted with the support of the European Union. The consolidated
report provides an overview of the principal issues related to misinformation, the current
situation, and the countermeasures proposed to combat misinformation. The consolidated
report based on literature reports on EU initiatives against disinformation conducted by partner
institutions: Cergy Paris Université (France), Panepistimio Kritis (Greece), Tartu University
(Estonia), Vrije Universiteit Brussel (Belgium) and Gdanski Uniwersytet Medyczny (Poland).

Introduction: defining the problem

Disinformation involves multiple actors, media platforms, and
technologies and is expected to grow with the emergence of new
communication methods (e.g., private messaging applications, chat bots,
and voice-operated systems, as well as augmented reality and virtual
reality and content generated or manipulated by Al). It is, also, essential
to consider its broader context, including changes in journalism, digital
media, and declining trust in institutions (Directorate-General for
Communication Networks Content and Technology, 2018).
Furthermore, disinformation poses a significant challenge to European democracies as it erodes
citizens' trust in democracy and institutions, fuels polarization, and disrupts democratic
decision-making processes (European Commission 2018a). These are closely followed by
disinformation in the fields of health, environment, and security policies (European
Commission, 2018b). Enhancing digital literacy and combating disinformation is critical across



all educational levels due to the increasingly complex online environment with a vast amount
of information available to read, hear, and see (European Commission, 2022).

Social media have become important means of spreading disinformation, including in some
cases, like Cambridge Analytica, to target the delivery of disinformation content to specific
users, who are identified by the unauthorised access and use of personal data, with the ultimate
goal of influencing the election results (European Commission 2018a)

The European Commission developed strategies to combat COVID-19 disinformation. They
promoted cooperation among authorities, media, and society, encouraging online platforms to
adopt self-regulation. An early warning system was established to counter disinformation,
debunk myths, and promote media literacy. They collaborated with WHO and other
organizations, monitored cyber activities, and coordinated communication against
disinformation. They supported journalism and prioritized international collaboration,
monitoring platform compliance with conduct codes. The Commission ensured emergency
measures complied with EU law, safeguarded media freedom, and promoted citizens'
awareness and digital education (Tackling COVID-19 disinformation - Getting the facts right
(2020)

Agents, Causes and Means of Disinformation Spread

Disinformation has become an intricate web woven by various stakeholders to exploit the
unsuspecting public. Extremist factions, political players, and even foreign governments are
using it as a tool to manipulate media narratives, sway public opinion, and stoke conflicts for
their vested interests (European Commission, 2018b; European Commission, 2022;
Directorate-General for Communication Networks Content and Technology 2018, 11-12).

The situation is further exacerbated by the differing levels of professionalism and
editorial independence seen in the news media. Such variance significantly affects efforts to
counteract disinformation and, in turn, the public's trust in news sources (Directorate-General
for Communication Networks Content and Technology 2018). Additionally, the changing
landscape of media platforms is exerting immense pressure on journalists and traditional news
outlets. They find themselves navigating the precarious waters of adapting their business
models and finding innovative ways to monetize their content (European Commission, 2018b).

However, this doesn't let users off the hook. Many perpetuate the problem by mindlessly
sharing content on social media without due verification. The speed and ease with which online
content can be shared further escalate the risk of indiscriminate dissemination. To put things in
perspective, there was an instance in France where a false news outlet managed to rake in an
average of over 11 million interactions every month, which was a staggering five times more
than some of the more reputable news brands (European Commission, 2018b). Though online
platforms and digital/social media channels have undeniably democratized information,
enabling citizens to access a multitude of sources, they are not without their pitfalls. These
platforms have inadvertently broadened the scope for the spread of disinformation, evolving
and morphing at an unprecedented rate (Directorate-General for Communication Networks
Content and Technology 2018, 11-12).

What's more, deceitful news sites, cunningly designed to impersonate legitimate
sources, are being weaponized to disseminate false narratives, primarily driven by the allure of
monetary gains (European Commission, 2022). Indeed, peddling disinformation has proven to
be a profitable endeavor for some, especially in the age of social media influencers and creators
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who can easily monetize their reach and influence (European Commission, 2022). However,
the impact of disinformation is not just limited to the virtual realm. According to the
Directorate-General for Communication Networks Content and Technology (2018), real-world
societal factors like economic instability, the surge in extremist viewpoints, and evolving
cultural shifts play a part in fueling the wildfire of false information. This not only exploits and
magnifies ideological rifts but also exacerbates tension, polarization, and mistrust among the
populace. Disturbingly, such disinformation campaigns are often meticulously calibrated to
target vulnerable minority groups, deepening societal divisions. The repercussions of these
actions reverberate beyond national boundaries, underlining the global challenge that
disinformation poses in our interconnected world.

Misinformation and disinformation can indeed be viewed as manifestations of a broader
sense of distrust in current political processes. Ordinary citizens often resort to sharing or
believing in false narratives when they feel marginalized, unheard, or misrepresented by
mainstream channels of communication. This is not to say that these individuals are 'helpless';
rather, they may be expressing their discontent, skepticism, or alternative perspectives in a way
that challenges the dominant discourse.

According to 1st EEAS Report on Foreign Information Manipulation and Interference
Threats Towards a framework for networked defence FIMI (Foreign Information
Manipulation and Interference) remains mostly image and video based. The cheap and easy
production and distribution of image and video material online makes these formats still the
most commonly used (p. 1). The main goal of FIMI (outside of Russia and Ukraine ):

« to undermine international support for Ukraine. Above all, the goal is to sow doubt
about who the aggressor is, hence the focus on disinformation narratives accusing
NATO and particularly the US of attempts to encircle and contain Russia via Ukraine.

« Another goal of Russia is to break the international resolve to condemn the war and
impose costs on Russia for its violation of international law.

« Additionally, through its proxies and manipulative behaviour on social media, pro-
Kremlin actors seek to exacerbate and exploit controversial issues: migration and
refugees; cost of living; energy prices. Information manipulation and interference,
including disinformation targeting international audiences have been instrumental in
the Kremlin’s attempts to weaponise hunger and energy. Specific examples of the
dissemination of  these narratives in Estonian social media-
https://www.propastop.org/2022/03/12/7722/

EU Dis- and Mis-information Initiatives at the Regulatory Level

The EU Commission distinguishes between disinformation and misinformation!. Whereas
disinformation is false or misleading content spread with an intention to deceive or secure
economic or political gain and which may cause public harm, by contrast, such harmful intent
is lacking in case of misinformation, although the effects thereof can be still harmful.

Oher than being a vehicle to spread disinformation, technology is used to address it. There are
automated fact-checking tools, which often combine different methods (e.g., Al, natural
language processing (analysing the language used), blockchain). To increase accuracy, and
counter fake news embedded in images and videos, the tools often combine metadata (e.g.,

1 https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
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social interactions, visual cues, profile of the source and other contextual information).
Algorithms then can be trained to verify news content, detect amplification (excessive and/or
targeted dissemination), spot fake accounts and detect disinformation campaigns?. Other
measures to address disinformation encompass filtering/removal, blocking and
(de)prioritisation of content and advertising, as well as disabling/suspension of accounts
(Masden and Meyer, 2019).

The struggle against disinformation covers several policy sectors, ranging from the internal
market to security, from European external action to democracy. From a legal point of view, a
tension exists between the danger to the exercise of freedom of expression that disinformation
regulation implies, considering that, often, distinguishing between
disinformation/misinformation and unconventional opinions proves to be difficult®; and the
positive obligations that states have to create an enabling environment for freedom of
expression (Hoboken & Fathaigh, 2021).

Whilst the EU Court of Auditors notes how, formally speaking, there is no EU legal framework
governing disinformation specifically,* at a practical level, a number of legal and otherwise
regulatory instruments are nevertheless relevant in the fight against this phenomenon. Among
them, (personal) data protection rules, audio-visual media rules, electoral regulation, consumer
protection law, competition law>, as well as (cyber)security instruments. Then, educational
initiatives (to empower users to better access and use online information, as well as fact
checking) and the promotion of high-quality journalism (to uncover, counterbalance and dilute
disinformation) are relevant, too (Zamparutti et al., 2021). Indeed, despite deepfakes, fake
accounts and automated bots could be used to spread disinformation, it was noted how word
of mouth still plays a predominant role, making it crucial to raise awareness and educate
internet users in a first place®. Notably, not necessarily disinformation is illegal (which
undermines the effectiveness of the legal framework in countering illegal content online’ in
tackling disinformation), but it could be detrimental for individuals and society®.

Regulatory instruments

The European Commission established a High-Level Expert Group (HLEG) on Fake News and
Online Disinformation in 2018. In their Report - A multi-dimensional approach to
disinformation, they recommend 5 main pillars of action:

1. enhance transparency of online news, involving an adequate and privacy-compliant sharing
of data about the systems that enable their circulation online;

2. promote media and information literacy to counter disinformation and help users navigate
the digital media environment;

3. develop tools for empowering users and journalists to tackle disinformation and foster a
positive engagement with fast-evolving information technologies;

4. safeguard the diversity and sustainability of the European news media ecosystem, and

2 https://edps.europa.eu/press-publications/publications/techsonar/fake-news-detection en

3 https://edps.europa.eu/press-publications/publications/techsonar/fake-news-detection en

42021 Special Report 09 Disinformation affecting the EU: tackled but not tamed.

5 EDPS Opinion 3/2018.

8 https://edps.europa.eu/press-publications/publications/techsonar/fake-news-detection en

7 such as Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on
addressing the dissemination of terrorist content online

8 HLEG Report 2018.
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5. promote continued research on the impact of disinformation in Europe to evaluate the
measures taken by different actors and constantly adjust the necessary responses.

They also highlight how the terms fake news is misleading as it is often used by politicians to
dismiss disagreeable arguments and fails to capture the complexity of the phenomenon of
disinformation. Indeed, current debates about ‘fake news’ encompass a wide range of
information, ranging from low risks (e.g., mistakes made by reporters, click-baits) to high-risk
(e.g., malicious fabrications, infiltration of grassroots groups and automated amplification
techniques).

Communication® from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions Tackling
online disinformation: a European Approach (COM/2018/236 final):
- Emphasises the connection between democracy and free and independent media
- Puts into question the sufficiency of the efforts of platforms like Facebook (now Meta) in the
struggle against disinformation
- lllustrates context and main causes of disinformation (economic, technological, political, and
ideological)
- Lists guiding principles to tackle disinformation (transparency (recalls GDPR), diversity,
inclusivity, credibility)
- Refers to legal and regulatory instruments such as Code of Practice for platforms, International
Fact-Checking Network (IFCN) Code of Principles, Regulation on electronic identification,
NIS Directive

Joint Communication to the European Parliament, the European Council, the Council,
the European Economic and Social Committee and the Committee of the Regions: Action
Plan against Disinformation (JOIN(2018) 36 final): Set pillars to address disinformation:

1. IMPROVING THE CAPABILITIES OF UNION INSTITUTIONS TO DETECT, ANALYSE
AND EXPOSE DISINFORMATION (rather geopolitical actions, and the analytical and
awareness-raising activities of the European External Action Service (EEAS) Strategic
Communication (StratCom) Task Force)

2. STRENGTHENING COORDINATED AND JOINT RESPONSES TO DISINFORMATION
(rather geopolitical actions, in collaboration with EU Member States, NATO and G7, it
establishes a Rapid Alert System to address disinformation campaigns). It lead to the creation
of the European Digital Media Observatory (EDMO), a hub for fact-checkers, academics and
other stakeholders
MOBILISING PRIVATE SECTOR TO TACKLE DISINFORMATION (Code of Practice)

4. RAISING AWARENESS AND IMPROVING SOCIETAL RESILIENCE (training,
supporting independent fact-checkers)

w

Within the StraCom, there are East Strategic Communication (StratCom) Task Force, the
Western Balkans Task Force and the Task Force South (Zamparutti et al., 2022).

Joint Communication on Countering Hybrid Threats (JOIN(2016)18): Disinformation
campaigns are considered vehicles for hybrid threats, used to radicalise individuals, destabilise
society and control the political narrative.

9 Communications are not legally binding but still of interest since they are used by the EU Commission to
advance policy proposals, explain action-programmes, etc.
https://www.eumonitor.eu/9353000/1/j9vvik7m1c3gyxp/vh75mdhkg4s0
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EEAS Strategic compass for security and defence proposes the creation of a Foreign
Information Manipulation and Interference Toolbox to strengthen the European ability to
detect, analyse and respond to this threat. Moreover, the EEAS will set up a dedicated Data
Space to develop a common understanding of foreign information manipulation and
interference that will further enhance the EU’s strategic communication and counter
disinformation capabilities.

Commission Recommendation on election cooperation networks, online transparency,
protection against cybersecurity incidents and fighting disinformation campaigns in the
context of elections to the European Parliament (C(2018) 5949): Tackle disinformation
through unprecedented cooperation through national elections networks of competent
authorities, transparency, data protection and cyber resilience.

Commission Communication to the European Parliament, the Council, the European
Economic And Social Committee and the Committee of the Regions on the European
democracy action plan (COM (2020) 790 final): notes how the digital revolution has
transformed democratic politics giving new opportunities to political actors to reach voters.
Yet, it made more difficult to ensure a free and plural media; protect the democratic process
from disinformation and other manipulation, considering that false information and polarising
messages spread rapidly through on social media, also due to opaque algorithms controlled by
widely used communication platforms; track funding of political campaigns; protect critical
electoral infrastructure from cyber attacks; contain online harassment and hate speech (against
journalists, politicians, ...). A series of initiatives are specifically aimed at tackling
disinformation. The European Cooperation Network on Elections is also working to develop
effective responses to disinformation, when part of a broader hybrid threat, by supporting
cooperation between Member States and facilitating engagement with international entities like
the Council of Europe and the OSCE Office for Democratic Institutions and Human Rights.
Strengthened (compared to 2018 version) Code of Practice on Disinformation 2022. Not
legally binding, rather a declaration of commitments signed by companies, organisations and
associations including Google, Meta, Microsoft, TikTok (see Annex I for complete list. Twitter
recently abandoned it'®). Commitments focus on the scrutiny of ad placement, political
advertising, integrity of services; empowering users, research community and fact-checking
community; transparency center, permanent task force; monitoring of the Code of practice.
The Commission has recently asked signatories to identify generated or manipulated images,
audio and video known as deep fakes with "prominent markings"'!, which is also a risk
mitigation measure under Article 35 DSA. Whether similar rules will be part of the future Al
Regulation is uncertain.

EDPS Opinion 3/2018 on online manipulation and personal data: the EDPS identifies three
main players in the manipulation by means of microtargeting: (1) the advertising ecosystem
(composed of businesses and organisations which may have been regulated in the past by
different areas of law (consumer law, electoral law, media law, competition law, etc.), which
relies on the collection and analysis of personal data as the prevailing business model.
Remarkably, a very small number of giant companies have emerged as gatekeepers of the
digital content which most people consume; (2) Non-commercial advertisers (e.g.,
governments, political and ideological movements, political parties, campaigns, political
candidates, and other cause-driven organisations), which have started exploiting the same

10 https://www.politico.eu/article/twitter-to-pull-back-from-europes-disinformation-crusadwe/
1 https://www.politico.eu/article/chatgpt-dalle-google-facebook-microsoft-eu-wants-to-start-labeling-ai-
generated-content/.
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information apparatus as commercial advertisers for their own goals; (3) Artificial Intelligence,
which is increasingly mediating communication between the actors involved, is used to
maximise attention/interaction and even generate fake content. Further more, it blurs the lines
of accountability.

EDPB Statement 2/2019 on the use of personal data in the course of political campaigns
clarifies that personal data revealing political opinions are a special category of personal data
under the GDPR, and thus subject to strengthened rules as to their processing; that profiling
connected to political campaigns is an activity having significant effects on individuals, for
which explicit consent is required; that transparency as to why a person receives a particular
political ad is required; etc.

EDPB Guidelines 8/2020 on the targeting social media users: the EDPB notes how
‘traditional’ offline political campaigning intends to influence voters’ behaviour via messages
that are generally available and retrievable (verifiable). By contrast, the available online
targeting mechanisms enable political parties and campaigns to target individual voters with
tailored messages, specific to the particular needs, interests and values of the target audience.
Other risks concern filter bubbles and thus pluralism of sources of and access to information,
and information overload, affecting the capacity of individuals to evaluate the reliability of the
information. The EDPB the clarifies that social media users may be targeted on the basis of
provided, observed or inferred data, as well as a combination thereof.

EDPS Opinion 2/2022 on the Regulation proposal on the transparency and targeting of
political advertising: the EDPS notes how existing business models based on targeted
advertising and amplification mechanism have contributed increasing political and ideological
polarisation, disinformation and manipulation (para 9) (likewise, in the EDPS Opinion 1/2021
on the Digital Services Act). Thus, the EDPS calls for even stricter rules compared to what
has been proposed by the EU Commission, namely a full ban of microtargeting for political
purposes and further restrictions on categories of data that could be processed for this purpose,
in particular prohibiting targeted advertising based on pervasive tracking.

Primary Law

It encompasses for instance the funding Treaties (namely, Treaty on the European Union (TEU)
and Treaty on the Functioning of the European Union (TFEU)) and the Charter of Fundamental
Rights of the European Union (CFR).

Article 11 CFR is about Freedom of expression and information. Similarly, Article 10 of the
European Convention on Human Rights(ECHR) covers the same subjects matter. Although
formally speaking the ECHR is not an instrument of EU law, Article 52(3) CFR clarifies that
“In so far as this Charter contains rights which correspond to rights guaranteed by the
Convention for the Protection of Human Rights and Fundamental Freedoms, the meaning and
scope of those rights shall be the same as those laid down by the said Convention. This
provision shall not prevent Union law providing more extensive protection.”

Secondary Law

It encompasses for instance Directives and Regulations. As a general rule, directives just fix
general goals and are not directly applicable, meaning that member states need to implement
them in their national legislation. By contrast, regulations are sufficiently detailed to be directly
applicable and do not need to be transposed in national law.



GDPR'? and EUDPR®: compliance with data protection requirements (e.g., transparency,
consent...) functional to fight disinformation. For instance, personal data collected directly
from citizens or derived through their online activity and behavioural profiling and other
analysis are used to target political messages to groups and to amplify their impact and
circulation, which proved to be detrimental to freedom of opinion and expression'*.

ePrivacy Directive!®: as noted by the EDPS (Opinion 3/2018), the Directive lays down specific
rules to protect the confidentiality and security of electronic communications, including
safeguards against intrusions into privacy by unsolicited communications for direct marketing
purposes. Since the notion of ‘direct marketing’ is not better defined in the Directive, some
argue that it would cover for instance the appeal for funds or support for a political cause,
encouraging individuals to vote or not to vote for a political party or a candidate, requesting
donations via e-mails, social networks, and other means of electronic communication.

E-commerce Directive'®, with particular reference to Articles 12 to 15 on Section 4: Liability
of intermediary service providers (ISP) for Mere conduit, caching hosting, no general
obligation of monitoring (see also Recitals 42-48). Said liability is usually excluded when
ISPs activities are merely technical, automatic and passive, meaning that ISPs have neither
knowledge of nor control over the transmitted/stored information which is made available by
a third party. Despite lacking a general obligation of monitoring, ISPs may have specific
monitoring obligations and duties of care.

Unfair Commercial Practices directive!’, Misleading and Comparative Advertising
directive’®, Consumer Rights Directive'®, Regulation (EU) 2019/1150 of the European

12 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).

13 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC.

4 Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the transparency and
targeting of political advertising. COM(2021) 731 final, 2021/0381 (COD); EDPS Opinion 3/2018 on online
manipulation and personal data.

15 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive on
privacy and electronic communications).

16 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic commerce, in the Internal Market (Directive on
electronic commerce).

17 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair
business-to-consumer commercial practices in the internal market and amending Council Directive
84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council and
Regulation (EC) No 2006/2004 of the European Parliament and of the Council (‘Unfair Commercial Practices
Directive’).

18 Directive 2006/114/EC of the European Parliament and of the Council of 12 December 2006 concerning
misleading and comparative advertising (codified version).

19 Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on consumer rights,
amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the



Parliament and of the Council of 20 June 2019 on promoting fairness and transparency
for business users of online intermediation services (which encompasses e.g., e-commerce
and social media services, Recital 11)

: Whereas some scholars note how unfair commercial practices law, and other rules about
commercial advertising, are explicitly not applicable to forms of non-commercial political or
ideological advertising (Helberger et al., 2021), they could still be useful to fight against
disinformation. For instance, the Guidance on the interpretation and application of
Directive 2005/29/EC of the European Parliament and of the Council concerning unfair
business-to-consumer commercial practices in the internal market (Commission notice
(2021/C 526/01)) specifies that statements given by traders during the COVID-19 pandemic
(e.g., about protective masks, caps and hand sanitisers, which allegedly would prevent or cure
an infection) constitute misinformation and may breach Articles 5 and 6 of the UCPD that
prohibit misleading actions about the main characteristics of the product.

Directive (EU) 2016/943 of the European Parliament and of the Council of 8 June 2016
on the protection of undisclosed know-how and business information (trade secrets)
against their unlawful acquisition, use and disclosure: is said not to affect media freedom,
in particular with regard to investigative journalism (Article 1(2)(a), Article 5, Recital 19).
Likewise, for the Bolkestein directive®® (see Recitals 11, 100 and Article 1(4)).

Audiovisual Media Services Directive?’: refers to the importance of media literacy (to tackle
disinformation). It encourages national legislation requiring transparency of ownership of
media service providers.

Digital Services Act (DSA)??: The goal of the DSA is precisely to “contribute to the proper
functioning of the internal market for intermediary services (ISs) by setting out harmonised
rules for a safe, predictable and trusted online environment”, which include tackling illegal
content and address disinformation. To do so, the Regulation fixes a framework for liability
exemption for ISs and due diligence obligations for certain ISs (Article 1), other than creating
an enforcement mechanism for the Regulation. Recitals 2 and 9 considers disinformation both
a societal risk per se and a vehicle for the creation for societal risks. Recital 69 links
manipulative techniques to the spread of disinformation. Notably, disinformation campaigns
are related to the systemic risks that providers of very large online platforms and search engines
are required to assess under Article 34, as they could lead to the dissemination of'illegal content,
affect fundamental rights (such as freedom of expression under Article 11 CFR) and civic
discourse, electoral processes and public security, as well as public health, etc. Recital 84 states
that “[...] Providers should therefore pay particular attention on how their services are used to
disseminate or amplify misleading or deceptive content, including disinformation. Where the
algorithmic amplification of information contributes to the systemic risks, those providers

Council and repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of
the Council.

20 Directive 2006/123/EC of the European Parliament and of the Council of 12 December 2006 on services in
the internal market.

21 Directive 2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the coordination
of certain provisions laid down by law, regulation or administrative action in Member States concerning the
provision of audiovisual media services (Audiovisual Media Services Directive) (Codified version).

22 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act) (Text with EEA relevance)
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should duly reflect this in their risk assessments [...] Providers of very large online platforms
and of very large online search engines should, in particular, assess how the design and
functioning of their service, as well as the intentional and, oftentimes, coordinated
manipulation and use of their services, or the systemic infringement of their terms of service,
contribute to such risks. Such risks may arise, for example, through the inauthentic use of the
service, such as the creation of fake accounts, the use of bots or deceptive use of a service, and
other automated or partially automated behaviours, which may lead to the rapid and widespread
dissemination to the public of information that is illegal content or incompatible with an online
platform’s or online search engine's terms and conditions and that contributes to disinformation
campaigns”. Providers are also encouraged to draw up crisis protocols to limit spread of
disinformation (Recital 108). Yet, there is NO MONITORING OBLIGATION of the
information they transmit or store.

Digital Markets Act (DMA)?: despite not addressing disinformation directly, it is expected
to bring more accountability for so called gatekeepers?, namely undertakings providing core
platform services (e.g., intermediation services, search engines, social networking, web
browsers, etc.) (Article 2), introducing more transparency as to advertising (e.g., remuneration
and fees paid).

NIS2 Directive®®: aims to achieve a high common level of cybersecurity across the Union,
with a view to improving the functioning of the internal market (Article 1). It is applicable to,
for instance, social networking platforms, search engines, etc. and aim at enhancing their cyber
resilience.

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on the transparency and targeting of political advertising (COM/2021/731
final): aimed at enhancing transparency in political campaigns to promote free and fair
elections and combat information manipulation and disinformation. See in particular, Recital 4
“[...] It 1s not always easy for citizens to recognise political advertisements and exercise their
democratic rights in an informed manner. A high level of transparency is necessary, among
others, to support an open and fair political debate and free and fair elections or referendums
and to combat disinformation and unlawful interference including from abroad. Political
advertising can be a vector of disinformation in particular where the advertising does not
disclose its political nature, and where it is targeted. [...]”. That is why the Regulation both
lays down (a) harmonised transparency obligations for providers of political advertising and
related services to retain, disclose and publish information connected to the provision of such
services; (b) harmonised rules on the use of targeting and amplification techniques in the
context of the publication, dissemination or promotion of political advertising that involve the
use of personal data (Article 1).

Countermeasures and Guidelines

23 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828
(Digital Markets Act)

24 https://www.eeas.europa.eu/eeas/essential-fight-against-disinformation-and-manipulation _en

25 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures
for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and
Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive)
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The European Union's Digital Education Action Plan (2021-2027) provides a comprehensive
approach to address the problem of disinformation. This strategic framework recognizes the
need for digital literacy in the age of misinformation, as the inability to recognize reliable
information can jeopardize democratic processes, public health, and social coexistence
(European Commission, 2021).

The plan places a strong emphasis on improving digital skills and competencies for digital
transformation. It recognizes that the fight against disinformation begins with education. The
goal isn't only to grow a digitally literate population, but also to promote critical thinking and
data literacy, which are critical to identifying and combating disinformation. The initiative
includes several e-tools and digital resources to promote these skills (European Commission,
2021).

Implementation of the plan in EU member states has led to several digital education initiatives.
For example, the SELFIE tool helps schools assess their digital literacy, and the European
Framework for Citizens' Digital Literacy (DigComp) provides a tool to improve citizens' digital
literacy. However, the challenge remains to assess the effectiveness of these measures in real
time, as the digital landscape and the nature of disinformation continue to evolve (European
Commission, 2021).

The action plan lays out concrete guidelines for the future and urges that digital literacy be
systematically integrated into national policies. It advocates for a more robust digital
infrastructure, improved digital literacy among teachers, and more targeted initiatives for
disadvantaged groups. This collaborative approach, combined with a focus on inclusion, is
expected to bring progress in the fight against disinformation (European Commission, 2021).

More specifically, the Digital Education Action Plan (DEAP) (European Commission, 2020a)
has two main goals: to create a high-performing digital education ecosystem and to improve
the digital skills of European citizens. In 2023, the European Parliamentary Research Service
created a briefing on what has been done so far to implement the measures proposed in the
DEAP (Binder, 2023), which will also be discussed in this section. In order to achieve the first
goal, a strategic dialogue with member states was proposed to promote digital education. This
dialogue took place in 2022 in the form of meetings with national coordinators fordigital
education and skills, discussions in the relevant Council formations and bilateral meetings
between the European Commission and each member state (Binder, 2023). In April 2023, the
Commission also adopted two proposals regarding enabling factors for digital education and
improving digital skills through education and training (European Commission, 2023a).

Action 2 of the Digital Education Action Plan (European Commission, 2020a) states
recommendations for online and distance learning in primary and secondary education will
be made. In November 2021, the Council adopted a proposal by the Commission that
formulated short-term measures to tackle the fallout of the Covid-19 crisis and long-term
measures such as the recommendation to increase the use of blended learning and also
incorporating blended learning in the initial teacher education (European Commission, 2021a).
Moreover, a handbook about blended learning was published in October 2021. To improve
digital education, a European Digital Education Content Framework was proposed. At the
start of 2023, a stakeholder consultation group was launched to complement a study regarding
digital education content across the European Union. The Commission also wanted to check
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the feasibility of creating a European exchange platform for online education resources.
An external research team conducted a study in 2021 and found that in higher education, the
need for exchanging content and courses is the greatest so in 2022, preparatory work to create
an exchange platform for higher education was started in order to increase transnational
cooperation between different institutions (Binder, 2023).

Qualitative internet access is crucial in this digital (education) age. Therefore, member states
of the EU are encouraged to use EU-support for broadband, internet access and digital
tools (European Commission, 2020a). Two calls were launched in 2022 to increase 5G
connectivity in local communities and education institutions and a third call is planned for
2023. A 5GSC Support Platform was also launched to provide support to actors who want to
participate in the 5G for Smart Communities action. This platform offers guidance and best
practices for projects, resources and tools (European Commission, 2023b).

As part of the Digital Education Action Plan, digital transformation plans for education and
training institutions were proposed (European Commission, 2020a). Funding for these
projects is available under the Erasmus+ Annual General call until 2027 and the Erasmus+
Teacher Academies initiative was launched in February 2022 to ,,create European partnerships
and promote cooperation between teacher education institutions and training providers
(European Commission, 2023c). The SELFIE for Teachers project was launched in October
2021 and reached over 100 000 users by January 2023 (Binder, 2023). This project consists of
a free self-reflection tool for primary and secondary school teachers to test their knowledge of
digital technologies. A toolkit (European Commission, 2023d) and expert network (European
Commission, 2022a) were also launched to support users. Finally, to reach the first main goal
ofthe DEAP, ethical guidelines about AI and the use of data were developped and published
in October 2022 (European Commission, 2022b).

The second goal of the Digital Education Action Plan (European Commission, 2020a) is to
increase digital competences from an early age (including how to manage information
overload, how to recognise disinformation and computation education). Advanced digital skills
should also be boosted by creating more digital specialists, and especially female ones. To
achieve this goal, guidelines (European Commission, 2022¢) and a report from an expert group
(European Commission, 2022d) were created in October 2022, with the aim of improving
digital literacy, critical use of digital technologies and raising awareness about disinformation.
The European Digital Competence Framework was also extended so it now includes Al and
more digital skills. Experts and stakeholders were consulted, and international meetings were
organised to do so (Binder, 2023). In March 2022, DigComp 2.2 was published as the result of
this and other actions (European Commission, 2022¢). To be able to test digital skills using a
standardised method, the DEAP proposes creating a European Digital Skills Certificate. In
2021, a first stakeholder consultation was organised to discuss a feasibility study for this
certificate. This study is ongoing and results are expected at the end of 2023 (Binder, 2023).
Also the implementation of an EU target for digital skills of students was proposed and is still
under development. Data-collection took place throughout 2023 and results are expected at the
end 0f2024. Finally, to achieve its second main goal, the DEAP proposed to upscale the Digital
Opportunity traineeships, which happened in 2021 (by extending it to higher education staff,
amongst others). Moreover, the plan wanted to encourage female participation in STEM
education. In this light, Girls Go Circular was launched in 2020 and by January 2023, 26 000
high school girls had already participated in digital and entrepreneurial skills trainings. In 2021
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and 2022, STEM fora were also organised to discuss how we can empower girls in science and
technology (Binder, 2023).

Lastly, the Digital Education Action Plan propsed to create an EU Digital Education Hub for
cooperation and exchange in digital education (European Commission, 2023e). The purpose of
this Hub is to encourage cooperation between national and regional education initiatives and
actors. In 2020 and 2021, stakeholder consultations were organised about what the main
features of this Hub would be, what kind of support stakeholders need and how they can
contribute to the Hub. Also in 2021, the first meeting of the National Advisory Services (a
network of national or regional bodies that work ondigital educatio policy) was organised. This
network should ensure more cooperation between member states. Since June 2022, the
registrations for the Digital Education Hub community of practice were opened and two months
later, the activities of the new Digital SALTO (Support, Advanced Learning and Training
Opportunities) resource centre have started. Finally, as part of the DEAP, another Digital
Education Hackathon will be organised in 2023. In the fourth edition of this hackathon, a
contest is organised to identify the main challenges in the domain of digital education as well
as to propose solutions (European Commission, 2023f).

Next, we present some specific steps to improve the situation, as highlighted by various EU
reports.

Greater public awareness (European Commission 2018a)

e Improve public understanding of disinformation sources and vulnerabilities (European
Commission 2018a).

e Organize campaigns and training to raise disinformation awareness (ACTION 7 in
European Commission 2018a).

e Form teams to expose disinformation across digital platforms (ACTION 8 in European
Commission 2018a).

e Encourage cross-border collaboration and tools for media literacy (ACTION 9 in European
Commission 2018a).

e Quality journalism, vital for democracy, can combat disinformation by providing high-
quality, diverse information (European Commission 2018a). Journalists' training should
include media literacy and tech proficiency to detect and debunk misinformation in real-
time (Directorate-General for Communication Networks Content and Technology 2018).
Journalists must acquire proficiency in utilizing technology to uncover breaking news and
authenticate the accuracy of online audiovisual and textual content to prevent the
amplification of false information.

Media and digital literacy programs
e Mediaand digital literacy programs need large-scale implementation in schools and teacher

training with clear evaluation methods (Directorate-General for Communication Networks
Content and Technology 2018).
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e Schools should receive educational materials from independent fact-checkers and civil
organizations (European Commission 2018a).

e EU should include media and information literacies as key competences for lifelong
learning to resist digital disinformation (Directorate-General for Communication Networks
Content and Technology 2018).

Technological tools

e Development of online tools for user empowerment will improve transparency (European
Commission 2018a), foster online accountability (European Commission, 2018b) and
promote citizens’ ownership (Directorate-General for Communication Networks Content
and Technology 2018).

e Specific Examples of New TechnologiessEU Projects/Frameworks (European
Commission 2018a)

o

elDAS (Identification and Authentication Service Regulation): legal framework that
ensures the interoperability of electronic identification systems across all EU
member states.

Horizon 2020 project Co-inform: online system which allows the identification of
suppliers of information based on trustworthy electronic identification and
authentication means.

New technologies to help assess the veracity of content posted online such as
SocialSensor and Reveal.

European Research Council (ERC) Comprop and Botfind study how automated
systems for spreading and targeting propaganda impact public discourse in Europe.
Debunker studies the problem of misperceptions around societal issues within the
European population and possible strategies to reduce their impact.

Invid: provides tools to verify audiovisual content.

Fandango: offer solutions that help traditional media to better detect false narratives
online.

European Democracy Action Plan

On December 3, 2020, the European Commission proposed the European Democracy Action
Plan (EDAP) (European Commission, 2020), which aims to empower Europeans, make them
more resilient, and strengthen the resilience of democracy. After all, rapid digital growth offers
new opportunities, but also poses new threats such as the accelerated spreading of
disinformation. Accordingly, a large part of the European Democracy Action Plan is dedicated
to countering disinformation, foreign interference and information influence operations. The
plan will seek to ensure greater transparency, reduce the use of manipulative techniques and
limit economic incentives for the spread of disinformation in three ways:

e An EU FIMI Toolbox will be developed allowing the European Union to
systematically deploy a range of tools to counter foreign influence. Moreover, it will be
made possible to impose costs on people or entities that do not follow the rules related
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to disinformation. In January 2022, the Commission has published a toolkit to help
mitigate foreign interference in research and innovation (European Commission,
2022f). This toolkit allows higher education institutions and research organisations to
develop a strategy against foreign interference. Mitigation measures are proposed and
grouped in four categories: values, governance, partnerships and cybersecurity. In
February 2023, the EEAS (European External Action Service) also published its first
report regarding FIMI threats (EEAS, 2023) in which a sample of 100 FIMI incidents
are analysed. The EU will also strengthen its cooperation structures, such as the Rapid
Alert System, which already cooperates with NATO and G7, but it will also look at the
possibility of cooperating with ENISA (European Union Agency for Cybersecurity),
EDMO (European Digital Media Observatory) and Europol. Individual member states
of the EU will also be encouraged to strengthen their internal coordination for issues
related to disinformation so they have a clear protocol ready to take action in specific
situations, such as disinformation being spread as a result of the elections for the
European Parliament.
The Digital Services Act (DSA) proposes a framework for more regulatory oversight
and transparency, as well as to place greater responsibility with the platforms for
moderating their content, advertisements and algorithms. Specific actions are taken on
three pillars:
1) The European Commission creates guidelines about which measures platforms
and other relevant stakeholders can take
2) The Code of Practice on Disinformation is strengthened:
= By monitoring the impact of disinformation and how effective the
policies of platforms are in countering it
= By introducing indicators for reliable news and information, as well as
creating benchmarks for recommendation and content ranking systems
= By stimulating cooperation between fact-checkers and platforms
through transparent standards and procedures
= By making sure EDMO creates a framework for effective data
disclosure for research on disinformation
3) The strengthened Code of Practice on Disinformation is monitored through a
more robust framework
=>» In June 2022, the strengthened Code of Practice on Disinformation was
published (European Commission, 2022¢), which includes the establishment of
a task force to “monitor, review and adapt the commitments in view of
technological, societal, market and legislative developments”.
Finally, the European Democracy Action Plan wants to boost media literacy to counter
disinformation and hate speech, and to promote an open political debate. Hence, the EU
will support national media literacy campaigns, in collaboration with EDMO and
the Media Literacy Expert Group. The national EDMO hubs can be used to identify
and deal with specific issues. Various civil society initiatives will also be supported and
the involvement of journalists in media literacy activities will be promoted.
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In the European Democracy Action Plan, there are also a number of measures that are linked
to the domain of media literacy. For example, the Commission made a legislative proposal
about the rules on transparency of sponsored political content, which complements the
Digital Services Act. With this proposal, the Commission wants to establish a common
regulatory framework to improve transparency of sponsored political advertisements and limit
micro-targeting (European Parliament, 2023a). The European Parliament and Council are
currently engaged in trilogue negotiations about this proposal. Furthermore, the Commission
strives to extend the list of EU crimes under Article 83(1) of the Treaty on the Functioning of
the EU (TFEU) so they also cover hate crimes and (online) hate speech as (online) hate
speech can prevent people from expressing their opinions and participating in (online)
discussions. However, the proposal was stalled at the Council as it has not reached a unanimous
decision to adopt it. The Commission now calls for the passerelle clause to be activated
(European Parliament, 2023b), so a qualified majority would suffice to adopt the proposal.
Besides being able to freely participate in democratic discussions, public trust in the media is
also crucial. To improve this, transparency and professional standards for journalism are
necessary. The EDAP seeks to develop policy recommendations for creating such journalistic
standards across the EU. Funding grants were allocated within the Creative Europe initiative
to different projects such as the Collaborative and Investigative Journalism Initiative, which
provides standard-based methods, training activities and other types of support to media outlets
and professionals (European Commission, 2023h). Lastly, to increase transparency, the
Commission set out to co-finance the Media Ownership Monitor, which provides a publicly
available database with relevant information about media outlets in 15 European countries. The
website of this monitor was launched in March 2023 (European Commission, 20231). To
increase transparency on state advertising, the European Media Freedom Act was adopted
by the European Parliament in September 2023. With this Act, Parliament intends to make sure
all media are obliged to be open about their ownership structure and proposes to introduce a
cap on public advertising to make sure media outlets remain independent. As the Council also

reached a position, negotiations about the definitive Act can now start (European Parliament,
2023c).

Educational Practices and Pedagogical Methodologies

Different reports (The European Commission (2022), Cooperative Learning 2019, 1st EEAS
Report on Foreign Information 2023) suggests practices and pedagogies for creating digitally
literate students, resistant to disinformation.

e Understand students' information sources and social media usage. Utilize interactive
methods to foster community learning:
o silent discussion, opinion lines, active listening activities, fishbowl discussions,
role plays, and cooperative learning (see also Cooperative Learning in United
Nations Educational, Scientific and Cultural Organization, 2019)
e Use personal experiences of disinformation as learning materials.
e Teach multiperspectivity through multiple sources and conflicting narratives.
o Use historical events with multiple interpretations for students to explore different
narratives. Have them gather online sources, compare, and build arguments for a
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conflict-related statement. Students create digital posters presenting their
arguments, which are then rated and discussed by the class. Facilitate discussions
for understanding the issue and reaching a consensus (see alsolst EEAS Report
2023).

e Help students differentiate between facts and opinions.

o

Provide students with statements to distinguish between facts and opinions. Engage
them in a similar exercise with science versus pseudo-science. In small groups, have
students analyze online articles on a social issue, differentiating facts and opinions.

e Educate students about various types of deceptive content.

@)
©)

False attribution: authentic images, videos or quotes are taken from other events.
Fabricated content: content that is fabricated, sometimes combined with real
content.

Imposter sources: for instance, websites blogs or Twitter accounts that pose as a
well-known brand or person or as a friend.

False connection: the content does not match the headline.

False context: the information conveyed is basically accurate but in an inaccurate
context.

Doctored content: content, such as statistics, graphs, photos and videos have been
modified or doctored. This includes cheap fakes and deep fakes.

Weaponised malinformation: exaggerated blown out of proportion facts.
Conclusions based on rumours: hard conclusions based on information presented
as rumours.

e Make students aware of the characteristics of disinformation.

©)

o O O O

O

o

o

It speaks to the emotions of the targeted person. This makes it harder for the person
to think logically and critically.

It attacks the opponent — promoting ‘Us versus Them’ views of reality.

It simplifies facts and excludes the context.

It repeats an idea over and over again.

It ignores the nuances of facts by presenting only one side of something.

It manipulates images in various ways, such as retouching and cropping.

It takes pictures from their original contexts and combines them with other pictures,
music / sounds, and texts to create new meanings.

It makes use of famous people and celebrities that the target group admires.
It increasingly makes use of cheapfakes and deepfakes.

It is resistant to evidence that attempts to refute it.

e Allow students to judge the validity of information.

o

Have students analyze selected texts containing disinformation, identify its
characteristics, and cross-verify using fact-checking sites. Use an issue-enquiry and
problem-based learning approach.
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Encourage group research on the motives behind disinformation.

o Insmall groups, students research why disinformation is spread about various topics
and discuss their findings. Encourage reflective activities based on the
commonalities and differences.

Discuss media responsibilities and societal efforts to curtail disinformation.

o Discuss roles and responsibilities of media, tech users, and social media companies
in spreading and curtailing disinformation.

o Explore students' awareness and opinions on societal efforts to counter
disinformation.

o Examine the government's role and actions in curtailing disinformation.

o Discuss the role of fact-checkers and students in addressing disinformation.

Discuss the relation between media freedom and disinformation prevalence.

Engage students in fact-checking exercises and teach them to use local and international
fact-checking resources.

Explore the technological aspects of disinformation creation and distribution.

Discuss ethical issues associated with disinformation, including human rights and
economic aspects.

o Discuss human rights issues related to media freedom and content curation on social
platforms.

o Explore economic aspects of disinformation, such as e-commerce deceptions,
phishing, and personalized online experiences.

Assessment of students’ knowledge, skills and attitudes

Several reports have indicated that criteria need to be developed to evaluate the effectiveness
of measures intended for improving media literacy (eg Cooperative Learning 2019, 1st EEAS
Report on Foreign Information 2023, see also Kullamaa et al 2022 ). Next, we present some
specific steps to improve the situation, as highlighted by various EU reports.

Knowledge may include test questions asking students to:

o list credible online sources on different topics

o distinguish between media professionals and citizen journalism

o describe how algorithms may influence searches

Skills can be tested in assessments asking students to:

o identify information meant to deceive and manipulate versus information that is neutral
or balanced,

o identify what constitutes evidence for a particular claim, analysis, or judgment

o Ask students to rate how reliable they perceive different articles, headlines or posts on
social media are.

o Assess their ability to conduct reverse image searches and text searches with multiple
search engines and their ability to debunk disinformation (fact-checking skills).
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e Students’ attitudes towards online information.

It is important that students are not ‘naive’ when using online information. Assess to what
extent they consider online information as credible. They also need to recognise the importance
of accessing reliable information. Productive attitudes linked to digital literacy are attitudes
that question the veracity of online information and positive attitudes towards access to reliable
news.
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