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This consolidated report covers summaries of focus group interviews conducted in Poland,
Crete, Greece (ATC), France, Belgium, and Estonia. Participants in the interviews came from
various sectors of society: educators, government officials, military personnel, medical
professionals, journalists, and citizens. The aim of the interviews was to understand the primary
issues related to misinformation in different sectors, what has been done so far to address these
issues, and what could be done in the future. The results of the focus group interviews will
assist us in better formulating countermeasures against misinformation within the scope of this
project.

Discussion on terminology

From interviews with focus groups from all partner institutions, a few common understandings
of terminology emerged, yet there were also differences.

Similarities

A shared perspective encompassed the primary distinctions made between deliberate
misinformation, unintentional misinformation, and malicious information (which might not
necessarily be false, but is disseminated with malicious intent). Not all interviews provided
precise definitions for these terms; however, distinctions were made between deliberate,
unintentional, and malicious information. Indeed, it is not always straightforward to rely on
this tripartite classification since the motivation or intent behind the dissemination of
information should also be considered separately. Questions arise, such as: Is the information
harmful to a specific group or to a broader audience? It is crucial to highlight that the intention
behind some pieces of information might be seen as positive for one group, while the same
information might seem negative for another. This holds true for both false and accurate
information. Consequently, it appears that the value of information can vary across different
echo chambers or filter bubbles. Moreover, outright false information is not the most prevalent
method of manipulating audiences. Instead, biased and partial information is more frequently
used, as it cannot be legally contested. The term "fake news" was consistently mentioned in
all interviews as one of the most common. However, there was criticism surrounding this term.
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For instance, a professor of journalism in Estonia pointed out that colleagues at professional
conventions are averse to using this term, arguing that "fake" inherently contradicts the original
essence of "news." The emergence of the term "deepfake" was also highlighted by nearly all
partners.

Another common point was the difficulty in finding a unified understanding for many
other terms that are more specialized and less commonly used in media, such as "urban legend",
“rumours” etc.

Differences

Differences arose due to both country-specific nuances and sectoral representatives. In Estonia,
the term "infokorratus" or "information disorder" has been introduced. However, its meaning
remains ambivalent and is dependent on the context in which it is used. Indeed, a few years
prior, under the auspices of the Estonian Language Institute, the inaugural dictionary on this
topic was published. Yet, widespread adoption requires more time. One of the reasons for this
is the initial reliance on English vocabulary in both education and at the ministry level during
curriculum development, resulting in varied translations into Estonian. A professor from the
Estonian Military Academy and representatives from the medical sector in Poland referred the
notion of strategic narratives, tied to the information influence activities of significant political
entities. These narratives are slightly different from traditional fake news (which is associated
with a single piece of information and are often intrinsically linked to identity, making it
challenging to categorize them strictly as true or false, much like historical narratives. Such
narratives demand a comprehensive contextual analysis to discern the objectives they aim to
achieve. However, the intricacy of professional jargon can sometimes be a hindrance,
necessitating a thoughtful consideration of one's audience and the intended purpose of
communication. For instance, while folklorists might comfortably discuss the concept of
rumours, military personnel might perceive the term as too informal or colloquial. This
sentiment was echoed by a representative from the Estonian military. In their domain, they
have cultivated specific terminology, which doesn't always correspond with the vernacular
employed in other sectors. For example, terms like "psychological and information operations"
possess clear definitions within the military realm, but in journalism, one might come across
more generalized interpretations.

Conclusion

There is no unequivocal consensus on the precise categorizations of misinformation. However,
recognizing these distinctions aids in better comprehending the motives of those originating or
disseminating the misinformation. "The distinctions prove invaluable. By delineating and
refining the issue, one gains a clearer understanding of its essence and underlying facets."
(representative of education sector of Estonia) Simultaneously, discerning falsehoods from
truths is often intricate, as individuals harbour diverse beliefs and viewpoints. For instance,
forging a unified comprehension regarding distinct scams, such as dating or financial scams, is
relatively straightforward. Yet, when venturing into the realm of political matters, subjective
truths become the norm for many.

In summation, a unanimous consensus highlighted the imperative for terminology
standardization, advocating for a collaborative effort spanning multiple sectors. Crucially, the
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standardized vocabulary should be propagated within journalistic circles and consistently
employed in academic contexts.

Discussion on causes of the spread of disinformation and its effects

From a societal perspective, it was emphasized that the influence of mainstream and traditional
authorities has been waning for a significant segment of the audience for an extended period.
Technological advancements have facilitated the swift dissemination of uncurated content, and
conventional media outlets now find themselves submerged amidst a plethora of alternative
journalistic sources.

Main Reasons for the Spread of Disinformation

We can distill the predominant societal drivers of misinformation into four pivotal
considerations, each of which was consistently echoed in various formulations throughout the
focus group interviews:

Political Motivations: These refer to the intent to sway the audience through strategically
designed information.

Financial Drivers: The prevailing click economy has engendered a milieu conducive to
amplifying one's message, especially when leveraging content that might simultaneously irk
and mislead the audience. This phenomenon is not exclusive to alternative sources; mainstream
journalism isn't exempt. Sensational stories often surpass journalistic thresholds, yet the
urgency to pioneer news dissemination prevents adequate source verification. It was
highlighted that political and economic powers often intertwine. As one education sector
representative from Crete noted: "Today, primarily because channels are privatized businesses,
they appear to be directly dependent on politicians. Paradoxically, they also seem to endorse
those politicians upon whom they are financially reliant".

Ideological Inclinations: This emphasizes the superiority of one's convictions. Within this
context, it's worth noting the waning stature of expert knowledge, be it in medicine or other
fields, over the past two decades. The decline in the position of mainstream media,
compounded by the abundance of online channels, fosters the emergence of new authoritative
figures wielding substantial influence over specific audience segments.

Human Psychological Factors: In today's era of information saturation, it's impractical for
individuals to validate every piece of information, leading to a diminished critical capacity.
This is further complicated by psychological dynamics such as group cohesion, fear, or the
innate desire for inclusion, which can expedite the dissemination of disinformation. It was
emphasized that certain narratives can be portrayed in a threatening manner to instill fear and
undermine an individual's sense of security. Modern technologies, e.g. smartphones and online
platforms, simplify accessing diverse information sources, thereby influencing belief systems.
During crises, when clarity is sought, conspiracy theories and dubious narratives offer
seemingly clear rationales.

Discussing disinformation's proliferation and ramifications, education sector
representatives accentuated its link to personal identity. Through this, individuals not only
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showcase allegiance to a group but also bolster group esteem. Sharing exclusive—even if
spurious—information signifies possessing knowledge others lack. As highlighted by a
medical sector representative from Poland: "Certain individuals circulate medical
misinformation due to intrinsic psychological reasons, perhaps seeking solace—stemming
from previous experiences of perceived unfair treatment or misdiagnosis."

In conclusion, the concept of the 'attention economy' merits attention. In this vein, the
paramount recommendation was to spotlight developments within social media. For instance,
understanding the influence of digital trendsetters on public sentiment, and observing how they
cultivate an attention-driven ecosystem rife with conflict and drama, is essential. Such insights
should inform the design of educational content. As representative of Estonian education sector
aptly encapsulated: "Conspiracy theories often weave tales far more captivating than reality's
offerings."

Effects of the spread of disinformation

In most interviews, it was revealed that the disinformation poses critical societal challenges,
undermining trust in institutions, exacerbating political polarizations, and compromising
informed decision-making. The unchecked spread of false information can destabilize
democratic processes, manipulate public sentiment, and perpetuate biases. Additionally, the
rapid technological advancements have facilitated the swift dissemination of misleading
narratives, further muddying the distinction between fact and fiction. This has made it more
challenging for the public to discern truth, with potentially severe implications for governance,
public health, and communal harmony.

Conclusion

In summary, "Anyone driven to further their interests unethically will employ these
informational tactics, driven by political, economic, or personal motives," remarked a 19-
year-old political science student residing in Athens (ATC).

However, it is essential to also consider the potential "moral panic" surrounding the
perceived ubiquity of disinformation. Some students erroneously believe that disinformation is
pervasive and that media entities wield unchecked power. This perception extends to
misconceptions suggesting that informational influence is as directly impactful as physically
wounding someone with a conventional weapon, or that the mere dissemination of conspiracy
theories implies widespread belief in them.

Discussion on how misinformation spreads

From the interviews with various focus groups, it became evident that in the present era, it is
simpler for individuals to craft and disseminate fake news due to the widespread accessibility
to textual, video, and photographic archives. Anyone can draft a text, access a photo archive,
modify it — for instance, altering a video label. Specific attention was directed towards social
media platforms such as Twitter, TikTok, and Facebook (now Meta). However, age-related
disparities in media consumption should be considered. The older generation predominantly
sources its information from more traditional channels like television, radio, and newspapers.
The permissive nature of social media platforms was underscored, which not only prioritizes
the production of certain content types over others but also facilitates interactions, such as the
unregulated acceptance of friend requests on Facebook.



Media and military sector representatives from Estonia also noted that critical media
engagement could span both national and private sector communications. Thus, strategic
communication is integral to every nation's and corporation's operations. Familiarity with a
nation's strategic communication nuances or the advertising techniques deployed can better
equip individuals to discern hostile informational influences from foreign entities. It's
imperative to understand that misinformation is not conjured from thin air; it leverages
audience expectations, which can be manipulated in the construction of deceptive content.

In this discourse, the importance of fostering societal dialogue, including grassroots
conversations, was repeatedly highlighted. An open dialogue wherein opposing viewpoints are
not only heard but also acknowledged can nurture trust. When individuals are part of an
accepting community, they are less prone to succumbing to various propaganda messages.

Some examples of disinformation

During the interviews, respondents provided multiple examples of subjects that frequently
become the targets of disinformation campaigns. For instance, throughout the Covid-19
pandemic, there was a surge in healthcare-related disinformation, particularly anti-vaccine
arguments. Similarly, pro-Russian disinformation has seen an uptick since Russia's incursion
into Ukraine. Topics such as climate change denial, gender and LGBTQ+ rights, and the
dynamics of 'woke' culture have also witnessed a proliferation of misleading narratives in
recent times.

However, when examining these instances, it is imperative to consider the cultural
context and the specific target nation where the misinformation is being disseminated. Modern
communication primarily transpires via various media platforms, emphasizing aspects and
events significant from the standpoint of identity and cultural memory when spotlighting
socially crucial subjects and shaping audience perspectives. For instance, in Estonia (and
similarly in Poland), topics directly related to Russia are more palpable due to historical
backgrounds that facilitate the escalation of various tensions. In Belgium, for instance, one
interview highlighted that fires were ignited in multiple schools as a reaction to the newly-
implemented EVRAS sexual education policy. This policy became a hotbed for the spread of
considerable misinformation, as reported by The Brussels Times in 2023.

In such contexts, individuals should critically evaluate information by asking:

* Do I deem the source that compiled and/or disseminated the narrative credible?

* Does the content of the post appear authentic?

* Is the post articulated in a manner consistent with professional journalistic standards?
* Might the origin of the post have affiliations with political entities?

Discussion on the countermeasures and the shortcomings

From the conducted interviews, a consensus emerged regarding the importance of embedding
media literacy within educational curricula. However, it was discerned that the development
and implementation of countermeasures to combat disinformation vary across countries.

Current situation and main problems
In Belgium, there exists significant educational autonomy, allowing schools considerable
latitude in curriculum determination. In Flanders, the Dutch-speaking Community, Mediawijs



has formulated a pedagogical guideline on media literacy, delineating related learning
outcomes and instructional strategies. Similarly, in the French-speaking Community, the Pacte
pour un Enseignement d'excellence outlines media literacy topics suitable for distinct
educational phases. Nevertheless, these documents serve as guiding frameworks without
mandating strict adherence and exclude higher education considerations. Notably, IHECS in
Brussels offers a master's degree specializing in media education. Recently, a collaborative
European Inter-University Certificate in Media Literacy and Digital Citizenship was launched
by three universities, spotlighting media and digital literacy. However, courses not directly
affiliated with media literacy often neglect the topic.

In Estonia, educational curricular reforms have been initiated, emphasizing a learner-
centric approach. Given that children as young as 6-7 years become autonomous users of smart
devices, discussions surrounding potential risks must resonate with learners' daily experiences.
This necessitates educators' proficiency in comprehending the digital realm of their pupils.
Although Estonia's educational strategic plans endeavour to elevate digital literacy and
champion media literacy, they do not sufficiently address disinformation and strategies to
counter it.

In Crete, educational sector representatives confessed a lack of expertise in identifying
and combating disinformation. A similar scenario prevails at the university level. For instance,
while Belgian higher education does not prescribe official media literacy guidelines — thereby
upholding professors' academic freedom — there are initiatives targeting tertiary students.

Challenges in media literacy education

Several respondents advocated the broader integration of critical thinking across academic
programs, deeming it indispensable for modern curricula. Conversely, while Estonian
university programs might feature specific courses addressing disinformation, a systemic
approach remains elusive.

A prevalent challenge is the frequent underestimation of media literacy's practical
relevance to everyday concerns. The vast scope of media literacy also spawns confusion about
its most efficacious approach. A holistic vision is sought — one that answers the overarching
purpose and desired outcomes. As stated by an Estonian respondent from education sector,
“What kind of world do we want? What do we envision for the future? ... There has to be a
positive plan—a vision for which we disseminate appropriate information." This underscores
the call for a more systematic methodology.

In summary, primary issues encompass the scarcity of educational materials, the lack
of systematic integration of media literacy in school curricula, an overly narrow
conceptualization of media literacy and disinformation, and the need to cater to the unique
attributes of target demographics, both age-wise and linguistically. It's noteworthy that those
crafting educational tools often hail from previous generations, whose digital habits diverge
from contemporary university students. Such discrepancies merit consideration.

Additionally, the distinctiveness of information channels is crucial. A professor from
UCLouvain observed, “One of the key challenges... is training students to be critical towards
the media... while ensuring we don't foster a rejection of traditional media, which are today
under immense scrutiny.”

Proposals for countermeasures
Numerous suggestions for improvement were proposed, contingent upon the context of the
country where the focus group interviews were conducted. Subsequently, I will attempt to
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highlight general recommendations that recurrently surfaced across various interviews, while
also drawing attention to some country-specific challenges.

General ideas for improvement
In general, four priorities for media literacy are identified:

Shaping a shared cultural and value space;

Protecting a reliable communication and information space;
Raising awareness of the situation in the information space;
Developing media literacy.

=

Two ways to reach students of higher education (and other people of that age) to improve
their level of media literacy were mentioned during the interviews: through education and in
other places where they spend a lot of time such as in youth organisations and on social
media.

In higher education, students can be taught about media literacy and disinformation
with the help of pedagogical tools, preferably in an (inter)active way so students can experience
why the issue of disinformation is important. Additionally, the content of the courses should be
tailored to the specific studies of the students, responding to their interests and showing that it
is relevant to their domain as well. The course content about media literacy and disinformation
should also focus on the issues students are particularly interested in and that are relevant for
them specifically (e.g. LGBTQ+ rights and climate change).

Next, students are often part of a youth movement or sports club. There, according to
a media literacy professional, polarisation and how to deal with other opinions are already
being addressed. Students are also present on social media, so media literacy initiatives should
try to reach them there. For example, VRT, the Flemish public broadcaster, has accounts on
various social media such as X (the former Twitter), Instagram, TikTok and YouTube.
Specifically for children and young people, they have a separate channel on Instagram
(@nws.nws.nws) and TikTok (@karrewiet), but neither really aims to reach students of higher
education. Hugo Décrypte (in France) is another example of how to reach adolescents. He is a
journalist and fact checker who shares and explains news, and debunks myths in trendy and
engaging posts on Instagram and YouTube.

Some concrete proposals for countermeasures

In summation, the imperative for a systemic approach resonated with representatives across all
sectors. This entails more than merely enumerating the typical characteristics of
misinformation. Specifically, the approach should:

e Offer a systematic education on the attributes that render certain information
manipulative.

e Delve into the psychological underpinnings of such manipulation.

e Examine the intended objectives of any message.



Analyze how information technology and economic paradigms establish an enabling
framework for manipulation.

Equip students with skills for effective information retrieval, for instance, familiarizing
them with website extensions (e.g., ".eu" or ".edu" as highlighted by Crete, educational
sector representatives).

Contemplate the incorporation of foundational philosophy education at the upper
secondary level, furnishing students with tools that promote dialogue and critical
thinking.

Present information engagingly, not just as mere unembellished facts. This involves
linking content to overarching objectives or broader visions and aligning instructional
materials with prevalent fake news narratives and sociocultural contexts.

Incorporate media competencies across all academic disciplines and develop practical
toolkits for educators to ensure a consistent teaching approach across institutions.
Leverage extant narrow Al models and proactively prepare for the emergence of
broader artificial intelligence systems, ensuring we manage their advent more adeptly
than the onset of social media.

Advocate for civic activism, as noted by an Estonian academic, encouraging immediate
response to misleading content encountered on social platforms. As highlighted by a
Flanders-based media literacy expert, this includes fostering skills for both information
evaluation and effective communication. However, such an approach warrants caution
given potential pitfalls like trolling.

A military sector representative underscored the significance of public diplomacy in
message dissemination, emphasizing the need for training on efficacious
communication strategies.

Promote interdisciplinary collaboration, amalgamating distinct courses and academic
fields, facilitated through collective pedagogical initiatives.

Ensure media literacy is not confined to isolated modules but is interwoven across a
gamut of general education subjects, from civics and history to media studies. This
integration should also manifest in university curricula, tailored to the specific
audience's competency and expectations.

Advocate for consistent updates in training on this topic, and mandate its inclusion
within teacher training programs.

Learning to distinguish the language of propaganda.

Understanding the basics of statistics and the hierarchy of evidence in the
biomedical sciences.

Still, implementing these strategies/recommendations is more tricky. There are different ways
to do it and not so clear metrics on how to compare different countries.

Discussion on EU Directives:

The attitude towards these was ambivalent. On one hand, it was emphasized that certain
materials (methods for recognizing misinformation) were beneficial, as well as some materials
related to teaching. An individual from the education sector specifically highlighted the
importance of knowledge exchange coordinated by the EU (EDMO). The quickly accessible
comparative material about other countries provided there is an invaluable resource. On the
other hand, all acknowledged that these regulations often tend to be quite general in wording
and rarely consider local specificities. For example, a representative from the military sector
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pointed out that there are certain topics the EU doesn't want to address due to their sensitivity,
such as how the Russian Orthodox Church has consistently served the Kremlin's geopolitical
aims by promoting the idea of the "Russian World." Awareness of EU regulations also depends
on sector-specific positions. As indicated, Polish health professionals whose daily occupation
involves working with patients have little knowledge of any EU directives and regulations. The
EU could also be more assertive against the business interests of large corporations, as
individual countries can't manage this on their own.

"We say it's very important, and at the European level it seems like everybody is doing it. But
if you listen to what's being done and how it's being interpreted - it's all very scattered.”
(representative of education sector of Estonia)

Conclusion

It must be acknowledged that representatives from the public sector, particularly officials from
the Ministry of Education, were more familiar with EU directives. In contrast, sectoral
representatives, who are expected to implement these directives, found them less accessible.
Additionally, private sector representatives were largely unaware of these directives. This also
means that one of the problems is the low level of publicity of EU regulations. This highlights
a broader issue of 1) effectively introducing directives to diverse societal sectors, and 2)
translating overarching directives into specific guidelines that can be applied within individual
domains.

Information about the interviews

Estonia

1-st focus group consisted of 5 participants: 3 education sector (2 professors of University
(M.M-M, L.P), ministry of education M.P; 1 media sector (R.E), 1 military sector (U.A). 3
female/2 male, age 27-50

Recording: 5.07.2023 at 15.30-17.00

2-nd focus group consisted of 3 participants: 1 state sector (education and youth board/media
literacy (K.H)), 2 education sector (1 general education/media literacy (M.V), 1 teacher (R.V))
2 female/1 male, age

Recording: 18.09.2023 at 13:00 — 14:30 Zoom

Belgium

1-st focus group consisted of 1 media literacy professionals and policy makers (media literacy
sector): Flemish Knowledge Centre for Digital and Media Literacy, Flemish community;
Resource Centre and Agency for Communication and Media Education, French-speaking
community; High Council for Media Education, French-speaking community; 2 media literacy
professionals / policy influencers, 1 media literacy policy maker (3 male)

Recordings: 26.09, 03.10, 06.10 2023, in person

2-nd focus group consisted of 2 media literacy experts/researchers (education
sector): Arteveldehogeschool (Flanders), University of Ghent (UGent, Flanders), Université
Catholique de Louvain (UCL, French-speaking community), Universit¢ de Namur (UNamur,
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French-speaking community); 1 senior researcher / 1 professor in Flemish universities; 2
professors in French-speaking universities (2 female / 2 male)
Recordings: 26.09, 29.09, 02.10, 05.10 2023, in person

Poland
1-st focus group consisted of medical teachers (6): 2 men, 4 women. Baseline education of
participants: chemistry, dietetics, public health, chemistry, medicine, medical analytics.

2-nd focus group consisted of 9 participants: 3 men, 6 women. Occupations of participants:
psychologist, chief nurse, psychotherapist, sexologist, psychiatrist, child and adolescent
psychiatrist, radiologist, general practitioner (GP).

The University of Crete

Group 1

1-st focus group consisted of 5 teachers from secondary education. All the hold a master and
are working in the same school. The specialization of the teachers was, a language arts teacher,
a foreign language teacher, a mathematics teacher, a ICT teacher and a religion teacher.

2-nd focus group consisted of 5 photographers. 3 of them currently studying photography in

post-secondary education (2 with BA degree, 1 with senior high school degree), 2 of them
teaching photography in post-secondary education. 3 female/ 2 male
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