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INTRODUCTION 
 
This document presents Result 1 (R1) of Work Package 3 (WP3) of the Erasmus+ Project 
SHIELD vs DISINFO, which focuses on developing innovative educational approaches and 
material for teaching and assessing Critical Digital Literacy (CDL) to empower students 
against disinformation in Higher Education Institutions (HEIs). WP3 plays a pivotal role in 
translating the project's earlier analytical work—namely the identification of essential CDL 
competencies and quality criteria for digital education (WP2)—into concrete, adaptable 
learning frameworks that can be implemented across diverse academic contexts. 
 
The deliverable contained here comprises the design of an integrated set of curricula, 
including: 

• A General Curriculum, which outlines overarching learning objectives, pedagogical 
approaches, and space for discipline-specific content, providing a flexible structure 
applicable across various academic fields. 
 

• Three sample course curricula, each tailored to a distinct educational format within 
HEIs: 

o Type 1: Full-semester academic courses for students in fields where CDL is 
directly linked to future professional roles. 

o Type 2: Short, intensive seminars offering foundational CDL training to 
diverse student groups. 

o Type 3: Practicum-based courses combining academic instruction with real-
world teaching experience, particularly for pre-service educators. 

 
The general curriculum serves as the conceptual backbone for the course-specific curricula, 
offering a common pedagogical foundation while allowing for adaptation to different 
disciplinary and institutional needs, strengthening the project’s sustainability.  
 
All curricula presented in this deliverable include defined learning outcomes, suggested 
methodologies, and illustrative materials to support effective CDL instruction. 
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General Curriculum 
 
The inclusion of the General Curriculum goes beyond the original project’s requirements, 
offering an additional resource that significantly enhances the sustainability of WP3. Both the 
General Curriculum and the sample curricula that follow are designed to remain valuable 
beyond the project’s conclusion, providing flexible, transferable frameworks that can be used 
by any educator, at any educational level or discipline, to create customized curricula suited 
to their own teaching needs. This addition supports the long-term applicability and wider 
dissemination of the project’s objectives. The General Curriculum also serves as the 
theoretical basis of the course-specific curricula designed during WP3, offering a common 
pedagogical foundation while allowing space for adaptation to the specific contexts of different 
institutions and academic fields.  

 
The general Curriculum that follows is represented as a table. The table consists of three 
columns: 

● The first column contains students’ learning objectives. This 

column is divided into 12 rows. Each row consists of a main 

learning objective. Thus, there are 12 objectives, which are 

further divided into secondary objectives (a, b, c, and so on). 

● The second column contains the teaching methodology for the 

educational activities and proposals of activities, which are not 

oriented towards a specific scientific subject. Nevertheless, some 

concrete examples from different teaching/scientific subjects are 

given. 

● The third column must be completed by each participating 

educational institution individually and concerns the specific 

educational content/material linked to the specific scientific 

disciplines/subjects taught at each university and specific 

students’ groups. 

 
Even though the activities of the second column and the content in the third column 

should be generally linked to the teaching objectives in the first column, one-to-one 

correspondence is not necessary. However, if we observe the second column and 

the examples provided, we can see that the first activities may be more controlled 

and there may be more one to one correspondence to the secondary objectives, 

while as we move down the activities become freer. Thus, “controlled activity” 

means that it is more closely linked to one secondary teaching objective, while "freer 

activity" means that there is no one-to-one correspondence, but the activity satisfies 

more than one secondary teaching objectives. 
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 1: Differentiation among facts, opinions and statements 

Students should: 
a. Understand and explain the 

difference between facts and 
opinions. 

 
b. Apply the knowledge  of the 

differences between facts and   
opinions to analyze statements. 

Engage in class discussions where students 
articulate the distinctions between facts 
and opinions. Use examples to facilitate 
their understanding of how these two 
concepts differ. 

 
Provide students with a set of statements 
and ask them to categorize each statement 
as either a fact or an opinion. Encourage 
them to explain their reasoning. 

Provide students with statements to 
distinguish between facts and opinions. 
Engage them in a similar exercise with 
science versus pseudo-science. In small 
groups, have students analyze online 
articles on a social issue, differentiating 
facts and opinions. Present students with 
more complex texts or articles and guide 
them in identifying specific sentences or 
phrases that represent facts and those 
that express opinions. Discuss the 
nuances of distinguishing between the 
two. 
 

Introduce students to various sources 

(articles, websites, etc.) which mix facts and 
opinions in elaborated ways. 
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Introduce the concept of 
multιperspectivity, explaining  its  
importance  in understanding complex 
issues. Discuss the benefits of considering 
multiple viewpoints and how it 
contributes to a more nuanced 
understanding of a topic 
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Objectives Methodology 

and 
examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 2: Deceptive content / Persuasive techniques 

Students should: 
a. Recognize and describe various 

forms of deceptive content, 
including how misinformation can 
spread and the potential 
consequences of believing and 
sharing deceptive information. 

b. Identify 
persuasion/ persuasive 
techniques. 

c. Combat deceptive content 

Recognizing and critically evaluating 
various types of deceptive content will 
empower students to navigate information 
landscapes more effectively. 

Ιdentify examples of deceptive content 
(encourage students to discuss their own 
information sources and social media 
usage). 

 

Encourage students to collaborate and 
create a set of guidelines or tips for 
recognizing and addressing deceptive 
content. This could nclude fact-checking 
techniques, source verification, and 
responsible information-sharing practices. 

 
Create a list with digital tools that protect 

citizens from deceptive content. Explain 
how they do it (for ICT experts). 

Students are encouraged to 
work collaboratively in order to: 

❖ identify arguments and basic 
persuasion techniques in media 

❖ Present students with real- world 
examples of deceptive content, 
such as misleading headlines, 
distorted images, or fake news 
articles or posts. Ask them to identify 
and categorize each example based 
on the types of deception involved. 

e.g. The categories of topics
 in misinformation-containing posts. 
https://www.sciencedirect.com/scie 
nce/article/pii/S0306457321001539 

 

❖ Examples of: Digital 
Tools 

ClaimBuster, Hoaxy, Deepware Scanner 
(for videos), NewsGuard, Truthy, etc. 

 
Platforms 
SocialSensor, Reveal, Invid 

 
Use of media texts, statistics, 
advertisements, posts, news platforms with 
manipulative or parody content, like farming 
posts, tweets, etc. 

https://www.sciencedirect.com/science/article/pii/S0306457321001539
https://www.sciencedirect.com/science/article/pii/S0306457321001539
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texts 
❖ critically analyze advertisements 

❖ recognize media channels and 
various media genres 

❖ identify propaganda, fake news, and 
myth-making 

❖ evaluate media manipulations, 

❖ express their views on what they 
read, hear, and see, 

❖ analyze their media behavior, 
❖ interpret texts 
❖ distinguish between private and 

public information 

https://mojutustehnikad.ee 
Learning platform for detecting various 
influences. 

❖ Persuasion/ Persuasive 
techniques 
https://www.sciencedirect.com/ 
science/article/pii/S030645732 
1001539 

The type of digital elements (i.e., emoji, hashtag, 
image, mention, URL, video, the combination of 
them, and none of them) and the usage of 
persuasion strategies (i.e., logos, pathos, ethos, 
others, the combination of them, and none of 
them). 

 
The findings of this study suggest the different 
usage and effect of persuasion strategies in 
different information situations. For instance, 
conspiracy- related posts are more likely to apply 
logos than other persuasion strategies. 
Additionally, anecdotes, entertainment 
international news, and natural disasters were 
more likely to be responded than other types of 
misinformation. 

 

https://www.tandfonline.com/doi/full 
/10.1080/1369118X.2022.2085615 
?needAccess=true 

Persuasive strategies in online 
health misinformation 

 

https://mojutustehnikad.ee/
https://www.sciencedirect.com/science/article/pii/S0306457321001539
https://www.sciencedirect.com/science/article/pii/S0306457321001539
https://www.sciencedirect.com/science/article/pii/S0306457321001539
https://www.tandfonline.com/doi/full/10.1080/1369118X.2022.2085615?needAccess=true
https://www.tandfonline.com/doi/full/10.1080/1369118X.2022.2085615?needAccess=true
https://www.tandfonline.com/doi/full/10.1080/1369118X.2022.2085615?needAccess=true
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 3 Definitions and methods of disinformation 

Students should: 

a. Recall the definition of 
disinformation and its linguistic 
and other key characteristics. 

 
b. Understand and explain the 

common methods used to 
create and spread disinformation. 

c. Critically evaluate information and 
recognize disinformation. 

(see also previous topics) 

Begin with a structured lecture or 
presentation =>Implementation: Clearly 
define each term (disinformation, 
misinformation, fake news, urban myths) 
using concise and accessible language. 
Provide real-world examples for each term 
to illustrate the differences. 

 
Present students with real-world examples 

of disinformation and ask them to recognize 
the characteristics discussed. Encourage 
them to analyze the content for signs of 
manipulation and deceptive intent. 

 
Facilitate a class discussion to engage 

students in active learning 
=>Implementation: Encourage students to 
share their own understanding of these 
terms and any relevant experiences they 
may have. Use open-ended questions to 
stimulate critical thinking. 

Facilitate discussions on how 
disinformation is created and 
disseminated, including characteristics and 
methods used, like manipulation of facts, 

❖ Definitions of the basic terms. The 
concept of disinformation with 
examples [in your field] 

 
List with the basic terms 

❖ deep fakes, misinformation 
algorithms,  disinformation, 
misinformation, fake news, clickbait, 
urban myths, 
manipulation,  false 
narratives, post-truth 

● https://www.oecd- 
ilibrary.org/sites/76972a4a- 
en/1/3/1/index.html?itemId=/ 
content/publication/76972a4 a- 
en&_csp_=9e3b35a3f3cb54 
7b238828c1f212ca57&itemI 
GO=oecd&itemContentType 
=book 

● https://coinform.eu/resource 
s/glossary/ 

❖ Strategic narratives 
https://www.jstor.org/stable/10.3998 
/mpub.6504652 

https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://coinform.eu/resources/glossary/
https://coinform.eu/resources/glossary/
https://www.jstor.org/stable/10.3998/mpub.6504652
https://www.jstor.org/stable/10.3998/mpub.6504652


 

6 
 

Co-funded by the European Union. Views and opinions expressed are however those of the author(s) only 
and do not necessarily reflect those of the European Union or the European Education and Culture 
Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for them. 

[Project number: 2022-1-FR01-KA220-HED-000088804] 

selective presentation, and use of emotional 
appeal (see below: 

a. It speaks to the emotions of the 
targeted person. This makes it 
harder for the person to think 
logically and critically. 

b. It attacks the opponent – promoting 
‘Us versus Them’ views of reality. 

c. It simplifies facts and excludes 
the context. 

d. It repeats an idea over and over 
again. 

e. It ignores the nuances of facts by 
presenting only one side of 
something. 

f. It manipulates images in various 
ways, such as retouching and 
cropping. 

g. It takes pictures from their original 
contexts and combines them with 
other pictures, music / sounds, and 
texts to create new meanings. 

h. It makes use of famous people 
and celebrities that the target 
group admires. 

i. Ιt increasingly makes use of 
cheap fakes and deepfakes. 

j. It is resistant to evidence that 
attempts to refute it). 

Evaluate (fake) news, possibly with AI 
usage (e.g. ChatGPT): Teaching content 
creation (articles, comments, pictures, 
videos, etc.) and explaining the implications 

❖ Information fog 
In this chaotic world of information and 
misinformation, referred to as 
“information fog,” university students, in 
particular, need to learn how to conduct 
research effectively. Good research is 
about a quest to discover more, about a 
burning desire to solve society's problems 
and make a better world. 

❖ False attribution: authentic 
images, videos or quotes are taken 
from other events. 

❖ Fabricated content: content that is 
fabricated, 
sometimes combined with real 
content. 

❖ Imposter sources: for 
instance, websites, blogs or Twitter accounts 
that pose as a well-known brand or person 
or as a friend. 

❖ False connection: the content does 
not match the headline. 

❖ False context: the 
information conveyed is basically 
accurate but in an inaccurate 
context. 

❖ Doctored content: content, such 
as statistics, graphs, 
photos and videos have been 
modified or doctored. This includes 
cheap fakes and deep fakes. 

❖ Weaponized 
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(how my content in the media affects 
others). 

Engage students in discussions about the 
societal, political, and personal implications 
of falling victim to disinformation. Explore 
how (the methods) can influence public 
opinion, polarize, and erode trust in 
information sources. 

 
Facilitate small-group discussions => 
Implementation: Divide students into 
small groups to discuss conflicting 
narratives they've encountered. 
Encourage open dialogue, active 
listening, and the exploration of 
underlying assumptions that contribute 
to different perspectives on the 
strategies that are used to spread 
disinformation 

mal-information: exaggerated 
blown out of proportion facts. 

❖ Conclusions based on rumors: 
hard conclusions 
based on information presented as 
rumors. 

● Students watch, discuss and 
evaluate video with AI processes 
used to create fake news 

https://www.youtube.com/watch?v= 
zyhielIGpn4 

● EU TEXT WITH 
DEFINITIONS 

https://www.coe.int/en/web/campai gn-free-
to-speak-safe-to- learn/dealing-with-
propaganda- misinformation-and-fake-
news 

● Ηistory of ’fake news’ and 
disinformation 

https://www.icfj.org/sites/default/file s/2018- 
07/A%20Short%20Guide%20to%2 
0History%20of%20Fake%20News 
%20and%20Disinformation_ICFJ% 
20Final.pdf 

 
● FAKE NEWS CHALLENGE 

Fake News Challenge 

 

 
  

https://www.youtube.com/watch?v=zyhielIGpn4
https://www.youtube.com/watch?v=zyhielIGpn4
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
http://www.fakenewschallenge.org/
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 4: Validity and reliability of information/sources 

Students should: 

 
a.  Recall the key criteria for 
assessing the validity of information 
and explain the importance of each 
criterion in determining information 
validity. 

 
b. Clarify the significance of each 

criterion (credibility, evidence, 
objectivity) in determining 
information validity. 

c. Determine the overall reliability of 
information sources. 

Present students with diverse sources of 
information and ask them to apply the criteria 
to assess the validity of each source. 
Encourage them to explain their reasoning 
for judging information as valid or not. 

 
Analyze articles, studies, or news reports, 

guiding students to identify the components 
that contribute to or undermine the 
validity of the information presented. 
Discuss the interplay of evidence, bias, and 
context. 
e.g. Ask each group to create a step-by-step 
process for assessing the validity of a 
source using chosen criteria or factors 
(author credentials, publication date, peer-
review status, bias, relevance, etc). 

 
Encourage participants to consider how 

each criterion contributes to the overall 
evaluation and what weight each criterion 
should carry. 

Emphasize the need for adaptability, as 
different contexts may require different 
emphases. 

Provide students with a list of criteria (see 

● TYPES OF TEXTS to apply validity 
and reliability criteria. 

articles, papers, prompts (to 
evaluate the computational 
language  itself),  algorithms 
(computational language such as python, 
semantic webs etc.) 
https://www.simplilearn.com/tutorial 
s/machine-learning-tutorial/how-to- create-a-
fake-news-detection- system 

● DETAILED LIST OF 
CRITERIA 

(Authority/authorship, 
Currency/timeliness/Recency, 
Coverage/relevance/Authority and 
Expertise of Author, Purpose/audience, 
Accuracy/documentation, 
Objectivity/Thoroughness/Bias, Reliability,
 Language/Persuasion 
techniques/Quality of the Argument) 

❖ Authority/authorship 

● Who created the work (e.g. 

broadcaster, publisher, 

government)? 

● Can you locate the original 

https://www.simplilearn.com/tutorials/machine-learning-tutorial/how-to-create-a-fake-news-detection-system
https://www.simplilearn.com/tutorials/machine-learning-tutorial/how-to-create-a-fake-news-detection-system
https://www.simplilearn.com/tutorials/machine-learning-tutorial/how-to-create-a-fake-news-detection-system
https://www.simplilearn.com/tutorials/machine-learning-tutorial/how-to-create-a-fake-news-detection-system
https://www.simplilearn.com/tutorials/machine-learning-tutorial/how-to-create-a-fake-news-detection-system
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next column). Ask them to memorize and 
understand these criteria and discuss about 
their importance or develop with the 
students a checklist or rubric for judging 
the validity of information (ATC platform to 
be used here) 

 
Engage students in a group activity where 

they evaluate different sources on a 
particular topic. Encourage discussions 
about the strengths and weaknesses of 
each source, considering potential bias and 
the credibility of the authors. 

 
Curate a collection of diverse reading 

materials or educational audio/video 

content=> Assign readings from different 

sources that present conflicting narratives 

on the same topic. Include a mix of scholarly 

articles, opinion pieces, primary sources, 

and reports. Encourage students to identify 

and analyze the varying perspectives 

presented in these readings. 

 
Strategic history narrative” (group work). 

I. session. 

Work groups, each consisting of 5 members, 

are established. These groups are tasked with 

crafting a strategic narrative or message. By 

the end of the third session, they present   

source of the image? Tools 
such as Google Reverse Image 
Finder and ATC platform can 
help you locate the source of an 
image. 

❖ Currency/timeliness/Rece 

ncy 

● How current is the 
information and 
coverage? 

● When was the last time that the 
source/information has been 
updated? 

● Can the same information or 
images be found through other 
reputable sources or sites for 
confirmation? 

❖ Coverage/relevance/Autho rity 

and Expertise of Author 

Has there been sufficient time for accurate 
analysis and understanding of the topic? 

News reports may require time for follow-
up; consider the depth of information 
when searching for substantive sources. 

https://pressbooks.ulib.csuohio.edu/ eng-
102/chapter/evaluating- newspaper-and-
magazine-articles/ 

● Who is the author? 

A highly educated expert on that topic who 

is choosing to publish an article for a 

https://images.google.ca/
https://images.google.ca/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
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their narratives/messages, highlighting their 

primary objectives and underlying structural 

principles. 

 
II session - Strategic counter narrative (group 
work). Students engage with the strategic 
messages developed in the prior session, with 
the aim of formulating a response or devising 
an debunking strategy for the initial message. 
The session wraps up with presentations 
followed by a discussion. 
 

popular, mainstream audience? A 

journalist who specializes in the topic? A 

journalist whose specialty is unclear? A 

citizen who is weighing in? 

● Is the author writing from 
personal experience, or is he/she 
synthesizing and offering 
commentary on others’ 
experiences? 

Each of these different levels of expertise 
will confer a different level of authority on the 
topic. 

❖ Purpose/audience 

For what purpose was the material created 
(e.g. entertainment, educational,
 promotional, 
commercial, professional, political)? 
Consider where and how the image is being 
displayed and why. 

❖ Accuracy/documentation 

● Is the image staged, re- 
enacted, or authentic? Are the 
news reports genuine or are 
they satirical? 

● How does that impact the 
transmission of information? 

❖ Objectivity/thoroughness/ bias 

Is the information presented in an objective 
manner or is it biased? Edited or altered 
photographs and films are examples of how 



 

11 
 

Co-funded by the European Union. Views and opinions expressed are however those of the author(s) only 
and do not necessarily reflect those of the European Union or the European Education and Culture 
Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for them. 

[Project number: 2022-1-FR01-KA220-HED-000088804] 

media can transmit selective information. 

● Determine the intent of the 
information and whether it 
represents a particular or biased 
opinion. Images and sounds may 
be altered or manipulated; 
practices such as voice-over 
narration, framing, editing, and 
lighting can be used to shape a 
particular point of view. 

● Compare a cross-section 
of different media sources to help 
determine accuracy. 

● Are different points of view 
offered? Are conclusions 
supported by evidence? 

https://pressbooks.ulib.csuohio.edu/ eng-
102/chapter/evaluating- newspaper-and-
magazine-articles/ 

● Background check on the author 
of the material. 

● Does the author support a 

particular political or religious view 

that could be affecting his or her 

objectivity in the piece? 

● Is the author supported by any 

special-interest groups (i.e. the 

American Library Association or 

Keep America Safe)? 

Generally, .edu and .gov websites are 

credible, but beware of sites that use these 

https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
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suffixes in an attempt to mislead. 

● Certain newspapers or magazines are 
subject to corporate owners’ political 
ideologies or biases. Just as you can do 
some background research on an 
individual author, do some research on 
the publication that hosts the article you 
would like to use. 

Does it lean liberal or conservative? Is it 
religious or secular? 

● If these questions cannot be answered 
by reading the source, seek those 
answers through further research. 
❖ Reliability (for academic 

texts mostly) 

● Is the information reliable? For 
academic texts, widely credible sources 
include: 

➔ Scholarly, peer-reviewed articles 
and books. 

➔ Trade or professional 
articles or books. 

➔ Journal articles, books and 
newspaper articles from well-
established publishing houses. 

Other sources like websites and blog posts 
can be reliable but require further 
evaluation. 

● Is it cross-checked? 
● Is there an internal evaluation 

mechanism? 
● Are sources referenced? 
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● Is there a bibliography section? 
● Is a specific reference model followed? 
● Is it related to the purpose of the 

information provided, such as 
information, opinion, advertising, 
propaganda, etc.? 

❖ Language/Persuasion 
techniques/Quality of the 
Argument 

● Identify the author’s main 
claim/argument. Pay attention to what 
the author uses to support his/her 
claim. 

https://pressbooks.ulib.csuohio.edu/ eng-
102/chapter/evaluating- newspaper-and-
magazine-articles/ 

● Do you find relevant evidence or just 
emotional examples? 

● Do you find statistics used consistently 
and fairly, with an explanation of where 
they came from? 

Do you see logical fallacies in the author’s 
argument? 

● Does the author consider opposing 
viewpoints– if so, how thoroughly? 

● Identify the author’s thesis. Pay 
attention to how balanced the author’s 
explanation is: 

● Does he or she present all sides equally 
so as to avoid clear judgement? 

● Does the author effectively summarize 

https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
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sources used? (Please note that 
magazine and newspaper writing style 
does not require the types of in-text 
citations that we use in our papers). 
● Criteria to validate information 

with CRAAP TEST (for an academic 
essay) 

https://library.piercecollege.edu/c.p 
hp?g=598055&p=4140227 

● Criteria to evaluate an academic 
source 

https://www.michigan.gov/mhc/- 
/media/Project/Websites/mhc/docu 
ments/heritage- 
trails/trails_toolkit_evaluating- information- 
sources.pdf?rev=7ce063f479f4481f 
b5303b1e13f76e80&hash=061BE5 
C7C3BF1FFD680755C6D5D35809 

● Criteria to evaluate media 
sources 

https://library.concordia.ca/help/eva 
luating/evaluating-media.php 

● Criteria to evaluate an 
Newspapers and 
Magazines 

● https://pressbooks.ulib.csuo 
hio.edu/eng- 
102/chapter/evaluating- newspaper-
and-magazine- articles/ 

https://pressbooks.ulib.csuo hio.edu/eng- 
102/chapter/evaluating- newspaper-and-
magazine- articles/ 

  

https://library.piercecollege.edu/c.php?g=598055&p=4140227
https://library.piercecollege.edu/c.php?g=598055&p=4140227
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://www.michigan.gov/mhc/-/media/Project/Websites/mhc/documents/heritage-trails/trails_toolkit_evaluating-information-sources.pdf?rev=7ce063f479f4481fb5303b1e13f76e80&hash=061BE5C7C3BF1FFD680755C6D5D35809
https://library.concordia.ca/help/evaluating/evaluating-media.php
https://library.concordia.ca/help/evaluating/evaluating-media.php
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
https://pressbooks.ulib.csuohio.edu/eng-102/chapter/evaluating-newspaper-and-magazine-articles/
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 5: Identify/Appreciate scientific research features 

Students should: 
 

a. Diagram the components of a 
scientific study, including research 
questions, methodologies, and 
data interpretation. 

 
b. Examine the strengths and 

limitations of scientific evidence, 
considering factors that may impact 
the validity and generalizability of 
results. 

 
c. Interpret the ethical considerations in  

the treatment of scientific 
evidence, including issues related to 
research integrity and conflicts of 
interest. 

d. Assess the credibility of scientific 
sources and the reliability of 
evidence, considering the context in 
which it is presented. 

 

Develop a research proposal [in your field], 
applying the scientific process to address 
a specific question within a discipline. 

 
 

Create guidelines [in your field] for effective 
communication of scientific findings, 
considering the clarity and transparency 
required for presenting evidence in various 
formats. 

 
 

Assign group projects =>Implementation: 
Divide students into groups and task each 
group with developing a civic activism 
campaign to combat a specific form of 

misleading content. This could involve 
creating social media posts, organizing 
events, or engaging with online communities. 
 
 

Scientific studies [articles in each field] or 
even examples of problematic scientific 
studies exploring accuracy 
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 6: Educational / Fact checking tools or platforms 

Students should: 

a. Familiarize with tools to enhance 
learning and their effectiveness in 
identifying disinformation. 

b. Learn to use educational tools,
 fact- checking tools 
 and relevant platforms 

Students are familiarized with educational 
tools to explore their features and provide 
feedback on their experiences. 

 
Students analyze case studies or examples 
where educational tools have been 
implemented. Discuss the effectiveness of 
these tools in combatting disinformation 

 
Which kind of algorithm do fact-checking 
tools platforms or tools use? Can you 
construct or explain which features (or the 
characteristics) an educational tool should 
have, including possible computational 
programs which identify fake news? (for ICT 
experts) 

 
Engage in crowdsourced fact-checking 

initiatives => Encourage students to 

participate in or organize crowdsourced fact-

checking projects where a large group 

collaborates to verify information and share 

findings using different digital tools. 

Emphasize the power of collective efforts in 

combating disinformation. 

Educational tools in your field. 

 
Examples of fact checking 
platforms: 
1. ATC educational platform 

 
2. Checkology 

https://get.checkology.org/ 
- Description: Checkology, by the News 

Literacy Project, is an online platform that 
teaches students to navigate the digital 
landscape by providing lessons on news 
literacy and disinformation. 

Features: 
- Interactive lessons on media literacy and 

fact-checking. 
- Real-world examples of 

disinformation and misinformation. 
- Engaging activities to assess and improve 

critical thinking skills. 

3. FactCheck.org 

https://www.factcheck.org/ 
- Description: FactCheck.org is a non-

partisan website that monitors the factual 
accuracy of statements made by political 

https://get.checkology.org/
https://www.factcheck.org/
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Conduct community surveys and feedback 

sessions => Implementation: 

Collaboratively design surveys to gather 

insights from the community about their 

experiences about disinformation using 

different digital tools. Analyze the results 

together and use the findings to tailor 

educational strategies and community 

outreach efforts. 

 

Utilize online platforms for community 
learning => Implementation: Create a 
shared online space (e.g., discussion 
forum, blog) where students can 
anonymously or openly share their 
experiences with disinformation. Encourage 
ongoing discussions and reflections 
throughout the course on the digital tools 
and their use. 

figures. While not a traditional educational 
tool, it can be used as a valuable resource in 
the classroom. 

- Features: 
- Fact-checking articles on 

various topics. 
- Clear explanations of how claims are 

assessed. 
- Archives of fact-checking reports 

for reference. 

4. Bad News 
https://www.getbadnews.com/book 
s/english/ 

- Description: Bad News is an online game 
that simulates the spread of disinformation 
on social media. It aims to enhance users' 
awareness of common 
disinformation tactics. 

- Features: 

- Gamified experience to understand
 disinformation strategies. 

- Challenges users to create and spread 
disinformation to "level up." 

- Provides insights into the 
psychology behind disinformation. 

5. Snopes 

https://www.snopes.com/ 
- Description: Snopes is a fact- checking 

website that focuses on debunking urban 
legends, myths, and misinformation 
circulating online. 

https://www.getbadnews.com/books/english/
https://www.getbadnews.com/books/english/
https://www.snopes.com/
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- Features: - Comprehensive fact-
checking database. 

- Articles debunking common myths 
and misinformation. 

- Educational resources on critical 
thinking and source evaluation. 

6. Digital Civics Toolkit 

https://www.digitalcivicstoolkit.org/ 
- Description: The Digital Civics Toolkit, 

developed by the University of California, 
Irvine, provides resources for educators to 
teach students about digital citizenship, 
critical thinking, and media literacy. 

- Features: - Lesson plans 
addressing disinformation and media 
literacy. 

- Activities to engage students in 
evaluating online information. 

- Resources for fostering a culture of 
responsible digital citizenship. 

7. Co-inform 
https://coinform.eu/tools/plugin- tutorial/ 

https://github.com/co-inform 
Co-Inform has developed the Browser Plugin, a tool 
to raise citizens’ awareness of misinforming content, 
of related fact-checking articles and corrective 
information, of average citizens’ perceptions 
towards this content, and of key pro and against 
comments from fellow citizens. As a proof of 

https://www.digitalcivicstoolkit.org/
https://coinform.eu/tools/plugin-tutorial/
https://coinform.eu/tools/plugin-tutorial/
https://github.com/co-inform
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concept, Co-Inform has been developed as an 
extension focused on Twitter content. 

8. Misinform 

https://misinfo.me/frontend-v2/home A tool that 
leverages Fact-Checkers’ ClaimReview 
annotations and source-level validations to 
assess the credibility of Twitter accounts 
based  on  their  sharing  of 
misinformation over time. 
9.  EU-funded COMPROP project about 

computational Propaganda: Investigating 
the Impact of Algorithms and Bots on 
Political Discourse in Europe. Various 
resources and topics created within the 
COMPROP project:  
https://navigator.oii.ox.ac.uk/resour 
ces/?resource_filter%5Bsubject%5 
D%5B%5D=about- 
disinformation&resource_filter%5Bs 
ubject%5D%5B%5D=avoiding- 
amplification&resource_filter%5Bsu 
bject%5D%5B%5D=cybersecurity& 
resource_filter%5Bsubject%5D%5B 
%5D=disinformation-counter- 
strategies&resource_filter%5Bsubje 
ct%5D%5B%5D=online- 
harrassment&empty= 

10. Hoaxy This open-source tool allows 
you visualize the spread of posts and 
articles online, search articles from low-
credibility sources, and plot the cumulative 
mumber of shares over time.  

https://misinfo.me/frontend-v2/home
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
https://navigator.oii.ox.ac.uk/resources/?resource_filter%5Bsubject%5D%5B%5D=about-disinformation&resource_filter%5Bsubject%5D%5B%5D=avoiding-amplification&resource_filter%5Bsubject%5D%5B%5D=cybersecurity&resource_filter%5Bsubject%5D%5B%5D=disinformation-counter-strategies&resource_filter%5Bsubject%5D%5B%5D=online-harrassment&empty
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11. InVid  

 https://www.invid-project.eu/tools-and-
services/ 

This toolkit is provided by the InVID 
European project tohelp journalists to verify 
content on social networks (please note that 
external InVID services used via this 
interface, such as those presented under the 
Analysis and Keyframes tabs, are not open-
sourced). It has been designed as a 
verification “Swiss army knife” helping 
journalists to save time and be more 
efficient in their fast-checking and 
debunking tasks on social networks 
especially when verifying videos and 
images.  

● https://www.invid- 
project.eu/tools-and- 
services/invid-verification- 
plugin/ 
● https://www.invid- 
project.eu/invid-mobile- 
application/ 
● https://www.invid- 
project.eu/tag/invid-video- 
verification/ 
● https://www.invid- 
project.eu/invid-verification- 
application/ 

 

  

https://www.invid-project.eu/tools-and-services/
https://www.invid-project.eu/tools-and-services/
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 7: Technological aspects of disinformation 

Students should: 
 

a. Recall key terms and concepts 
related to the technological 
aspects of disinformation 

 
b. Understand what deep fakes are. 

 
c. Apply knowledge to identify 

instances of technological 
disinformation. 

 
d. Evaluate the impact  of technology 

on the scale and effectiveness of 
disinformation campaigns. 

 

Provide students with a list of terms such as 
deep fakes, social media bots, and 
misinformation algorithms. Ask them and 
understand the basic definitions of each 
term. 

The students provide examples of 
disinformation and identify the 
technological methods employed in each 
case. Encourage critical analysis of how 
technology is used to deceive. 

 
e..g the students identify algorithms and 
other technological methods that 
disseminate disinformation. 

 
e.g. Engage students in evaluating case 
studies where technology played a pivotal 
role in disinformation. Discuss the scale, 
reach, and effectiveness of these 
campaigns, considering the technological 
advancements involved. 

 
e.g.  Develop  strategies  to  counteract 
technological disinformation. 

 
● List with the basic technological 

innovations that contribute to the 
construction of 
disinformation (e.g. for ICT the 
main algorithm, programs, 
platforms, tools that construct deep 
fake news) 

● Deep fakes 
https://www.theguardian.com/techn 
ology/2020/jan/13/what-are- deepfakes-
and-how-can-you-spot- them 

 
● Summarize part 2.3.of the text 

(https://www.eu3d.uio.no/pu 
blications/eu3d- reports/eu3d-report-
2- eike.pdf) to describe the role of 
digitalization in spreading 
disinformation. 

● In the Project News’ section of this 
website you can find many articles 
relevant to computational 
propaganda 

https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them
https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them
https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them
https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them
https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
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Encourage students to design surveys or 

conduct interviews to gather information 

about their preferred information sources 

and social media usage. => Implementation: 

Let students create a set of questions that 

inquire about the types of information 

students rely on, their frequency of social 

media use, and the digital platforms they 

prefer. Use both closed and open-ended 

questions to gather quantitative and  

qualitative  data  as  it  concerns  the 

technological tools that promote 

disinformation. 

 
Assign   a   media   analysis   project 

=>Implementation: Ask students to analyze 
news articles, social media posts, or other 
media sources to identify instances of 
disinformation, misinformation, fake news, or 
urban myths and the technological tools 

that produce them. Require them to 
present their findings and explain the 
reasons for their classifications. 

https://www.oii.ox.ac.uk/research/pr 
ojects/computational- propaganda/#about 

  

https://www.oii.ox.ac.uk/research/projects/computational-propaganda/#about
https://www.oii.ox.ac.uk/research/projects/computational-propaganda/#about
https://www.oii.ox.ac.uk/research/projects/computational-propaganda/#about
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 8: Spreading agents of disinformation 

Students should: 
 
a. Explain/ Discuss the process of how 

disinformation spreads  online, 
particularly through social media and 
web platforms. 

b. Describe the techniques and 
behaviors used in the diffusion of 
disinformation, such as  the 
involvement of bots and shadow users 

c. Describe how disinformation sources 
 and spreading agents operate 

d. Compare the methods used by 
spreading agents to disseminate 
disinformation today and in the past 

. Provide students with a list of common 
sources of disinformation (e.g., individuals, 
parody or misleading websites, social media 
accounts) and spreading agents (e.g., bots, 
trolls). 

Individuals as responsible for disinformation. 

 
Example activity: 

1. Let’s say that I relay a piece of news 

on social media. 

2. Evaluation by the students of how 

responsibly it was relayed, allowing 

the reader to understand what the 

news is and what the commentary is. 

Ask them to identify common sources of 
disinformation and spreading agents as well 
as their characteristics and behaviors 
Discuss the motives behind disinformation 
campaigns. 

 
Analyze case studies or examples of 
disinformation campaigns, focusing on the 
tactics employed by spreading agents 
(e.g., bots, trolls) to amplify and spread 
deceptive content. 

● Sources of disinformation 
 

● Εxamples of disinformation [in your 
field e.g. Brexit, Trump’s elections] 

https://www.politico.com/magazine/ 
story/2016/12/fake-news-history- long-
violent-214535/ 

 
https://www.saturdayeveningpost.c 
om/2022/07/thats-fake-news/ 

● Case studies [in your field] (see also 
examples below) to show/ 
articulate online disinformation 
diffusion referring also to the 
impact in the society. 

EXAMPLES 
o alternative interpretive 

communities 
o State-sponsored cyber 

operations 
o specific groups within 

societies 
o narratives, myths and 

conspiracy theories on 
societal behavior 

 

https://www.ohiosos.gov/globalassets/about/office-initatives/dec/disinformationoverview.pdf?__cf_chl_tk=NOzyFJlf4ASOScO.5TQluD.xERHjUnRuOP5oxd1BBc4-1701587177-0-gaNycGzNDpA
https://www.ohiosos.gov/globalassets/about/office-initatives/dec/disinformationoverview.pdf?__cf_chl_tk=NOzyFJlf4ASOScO.5TQluD.xERHjUnRuOP5oxd1BBc4-1701587177-0-gaNycGzNDpA
https://www.politico.com/magazine/story/2016/12/fake-news-history-long-violent-214535/
https://www.politico.com/magazine/story/2016/12/fake-news-history-long-violent-214535/
https://www.politico.com/magazine/story/2016/12/fake-news-history-long-violent-214535/
https://www.politico.com/magazine/story/2016/12/fake-news-history-long-violent-214535/
https://www.saturdayeveningpost.com/2022/07/thats-fake-news/
https://www.saturdayeveningpost.com/2022/07/thats-fake-news/
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e.g. compare algorithms used in 
disinformation during Brexit and Trumps’ 
election campaign. Can you identify 
similarities and differences as it concerns the 
agents that spread them (for ICT experts). 

 

Use historical events with multiple 
interpretations for students to explore 
different narratives. Have them gather 
online sources, compare, and build 
arguments for a conflict related statement. 
Students create digital posters presenting 
their arguments, which are then rated and 
discussed by the class. Facilitate 
discussions for understanding the issue and 
reaching a consensus. 

Challenge students to create a practical 
guide or checklist that outlines steps and 
criteria for identifying disinformation sources 
and spreading agents. 

 
e.g. identify the main algorithms that helped 
in the dissemination of disnformation by 
identifying the agents that spread them. 

 
Integrate digital literacy projects that 

require students to analyze their own 

information sources   and   social   

media   habits 

1. Case Study: 

2016 U.S. Presidential Election - 
"Pizzagate" Conspiracy: 

- Description: During the 2016 U.S. 
Presidential election, a false 
conspiracy theory known as "Pizzagate" 
claimed that a Washington D.C. pizzeria 
was the center of a child sex-trafficking ring 
involving political elites. The baseless story 
spread rapidly on social media platforms. 
- Impact on Society: The conspiracy theory 
led to a real-world incident where an 
individual entered the pizzeria with a 
firearm, believing they were investigating 
the alleged conspiracy. This case 
highlighted the dangerous consequences of 
disinformation influencing real-world 
behavior. 

 
2. Case Study: 
COVID-19 Misinformation on Social Media: 
- Description: Throughout the COVID-19 
pandemic, various false claims and 
misinformation circulated online, including 
conspiracy theories about the origins of the 
virus, misinformation about treatments, and 
false information about the safety of 
vaccines. 
- Impact on Society: Misinformation around 
COVID-19 has led to public confusion, 
vaccine hesitancy, and even resistance to 
public health measures. This case 
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=>Implementation: Assign projects that 

involve self-reflection on personal 

information consumption. This could include 

evaluating the reliability of their sources, 

identifying potential biases, and analyzing 

their social media feeds for diverse 

perspectives as well as the agents that 

spread disinformation. Encourage critical 

thinking about the information they 

encounter. 

 
For ICT experts: 

Engage students in analyzing aggregated 

data on information sources and social 

media usage=> 

Provide students with anonymized data 

sets related to information consumption and 

social media habits. Guide them through the 

process of data analysis, helping them draw 

insights into common patterns, preferences, 

and trends among their peers focusing on 

the agents that spread fake news. 

Guide (and inspire) them to integrate 
tangible examples and real-world scenarios 
effectively. 

 
Utilize case studies to demonstrate the 
practical application of understanding 
online disinformation diffusion. 

underscores the critical need for accurate 
information during health crises. 

3.  Case Study: 

Myanmar and the Rohingya Crisis: 
- Description: Social media platforms 
were implicated in the spread of hate speech 
and false information contributing to 
violence against the Rohingya minority in 
Myanmar. False narratives and manipulated 
images fueled animosity and played a role in 
the humanitarian crisis. 

Impact on Society:The spread of 
disinformation online exacerbated tensions 
and contributed to real- world violence, 
displacements, and loss of life, highlighting 
the potential role of social media in 
escalating conflicts. 
4. Case Study: 

Cambridge Analytica and Facebook Data 
Scandal: 
- Description: Cambridge Analytica, a 
political consulting firm, obtained and 
exploited Facebook user data for targeted 
political advertising during the U.S. 2016 
election. The incident raised concerns about 
the manipulation of public opinion through 
data-driven disinformation campaigns. 

Impact on Society: The scandal prompted 
increased scrutiny of data privacy practices 
and their potential misuse in political 
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Analyze the consequences of 

disinformation diffusion on public 
perception and societal trust in online 
information. 
 

Develop a comprehensive plan or guidelines 
for countering the diffusion of 
disinformation online, incorporating both 
technological and educational strategies. 

Propose innovative solutions to address 
specific challenges related to the 
techniques and behaviors associated with 
disinformation diffusion. 

 
e.g. construct guidelines [in your field] 
explaining how disinformation is spread 
in the public. 

 
Organize interactive workshops to explore 

students' information sources and social 

media habits collaboratively => 

Implementation: Facilitate discussions and 

group activities where students share their 

experiences with different information 

sources and discuss their social media 

usage patterns. Encourage them to reflect 

on how these sources affect their 

learning and perspectives. 

 

campaigns. It highlighted the vulnerability of 
personal data to be weaponized for 
disinformation purposes. 

5. Case study 
example on RT and Sputnik media coverage 
on time of corona crisis. Our analysis 
demonstrates a significant shift in the 
representation of conspiracies: instead of 
the depiction of malicious acts of secret 
grouping RT and Sputnik narrate about 
alarming effects of conspiracy theories. 
  
Coronavirus-related conspiracy theories are 
represented as a means that US is using in 
blame games against China and Russia, as 
well as a propaganda-tool for scaring the 
Western audience. We argue that this 
diametrically changed representation of 
conspiracy fulfills similar strategic functions 
as in previous times – sowing distrust 
against the Western state authorities and 
promoting Russia´s public images as a 
leader of global resistance to the decadent 
Western dominance. 

Madisson, Mari-Liis; Ventsel, Andreas (2022). From 
strategic depiction of conspiracies to conspiracy 
theories: RT´s and Sputnik´s representations of 
coronavirus infodemic. – Rmt: Massimiliano 
Demata, Virginia Zorzi, Angela Zottola (toim.). 
Conspiracy Theory Discourses. John Benjamins 
Publisher, 443−464. 
https://doi.org/10.1075/dapsac.98.19 mad 

https://doi.org/10.1075/dapsac.98.19mad
https://doi.org/10.1075/dapsac.98.19mad
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Implement reflective journaling to 

encourage students to document their 

information-seeking behaviors  and  social  

media  interactions. 

=>Implementation: Assign regular journal 

entries where students reflect on the 

information they accessed, sources they 

consulted, and their experiences on 

social media. Encourage them to consider 

how these interactions shape their 

perspectives. 

Integrate personal experiences into broader 
course content =>Implementation: Weave 
students' personal experiences into 
discussions about media literacy, critical 

thinking, and strategies for combating 
disinformation. Relate these experiences 
to broader concepts and theories. 
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Objectives Methodology 

and 
examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 9: Motivations and reasons for spreading disinformation 

Students should: 
 

a. Recall the key motives behind 
disinformation (by listing and 
memorizing them). 

• Distinctions between unintentional 
and deliberate malicious 
disinformation 

• Political, financial, ideological, human 
psychological factors 

• Understand how information 
technology and contemporary 
economic conditions / settings 
establish an enabling framework 
for manipulation. 

b. Explain the motives behind 
disinformation by describing the. 
underlying reasons and factors 
contributing to its spread 

. c Assess the motives behind 
disinformation critically, considering 
their impact, credibility, and 
potential biases. 

 

Generate a comprehensive report or group 
presentation synthesizing insights from 
group research on the motives behind 
disinformation, proposing innovative 
strategies to counteract disinformation 
based on a deep understanding of its 
underlying motives. 

 
e.g. 
Provide fake news (or contrastive news) in 
your field (e.g. in COVID19) and explain the 
motives, the factors and the way they were 
disseminated. 

 
e.g. 
Identify algorithms and programs that 
disseminate fake news and connect them 
with the funding and the companies that 
produced them. Which kind of algorithms 
have they used? (for ICT experts). 

 
Invite guest speakers or form panels to 

discuss information sources and social 

media trends=> Implementation: Bring in 

● Fake news examples [ in your field] 

e.g., hidden commercial motives behind 
healthy products: 

 
https://ekspress.delfi.ee/artikkel/1202 
52765/valeinfoga-rikkaks-varske- liikumine-
sotsiaalmeedias-viib- inimesed-50-euro-eest- 
janeseurgu?fbclid=IwAR0WwN32gz6 
YCYj0KDUqY_NRknzN7rwvV52lXvV 
vkeQ6vdj3ipiWtb8aRbE 

 
● Introduce the idea that personal 

experiences with misinformation can 

serve as valuable learning materials. 

 
● Summarise part 5.2. of the text to 

describe the motives and causes of 

disinformation 

(https://www.eu3d.uio.no/pu 

blications/eu3d- reports/eu3d-report-

2- eike.pdf) 

● DNSlytics.com 

https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://ekspress.delfi.ee/artikkel/120252765/valeinfoga-rikkaks-varske-liikumine-sotsiaalmeedias-viib-inimesed-50-euro-eest-janeseurgu?fbclid=IwAR0WwN32gz6YCYj0KDUqY_NRknzN7rwvV52lXvVvkeQ6vdj3ipiWtb8aRbE
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://dnslytics.com/
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experts, professionals, or influencers who 

can share insights into current 

information trends and social media 

landscapes. Allow students to engage in 

Q&A sessions to deepen their 

understanding and gain diverse 

perspectives. 

Begin   with   an   interactive   lecture 

=>Implementation: Provide an overview of 

the importance of civic activism in 

combating misleading content on social 

platforms focusing on the reasons and 

the factors fake news are being 

disseminated. Discuss the potential impact 

of misinformation on individuals and society. 

Encourage students to share their 

perspectives and experiences. 

 

Start  with  a  discussion  and  introduction 

=>Implementation: Begin the session

 by discussing the prevalence 

 and impact  of 

disinformation and the factors that 

contribute to their dissemination. 

 
Organize sharing circles or small group 
discussion => Implementation: Form small 
groups where students can share their 

can help you trace ads and suspicious 
commercial activities across sites. Premium 
accounts carry a small fee. For newsrooms 
with large investigative budgets, Adbeat is a 
tool that trawls the web and provides useful 
intelligence on display ads. 

https://www.adbeat.com/
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personal experiences about disinformation. 
Foster an open and non-judgmental  
environment to encourage honest and 
truthful discussions, focusing on the factors 
and the reasons fake news are being 
disseminated. Facilitate discussions on the 
emotional and cognitive impact of 
encountering misinformation.   
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 10: Media, societies and individuals’ responsibilities 

Students should: 

a. Recall the key responsibilities of 
the media and how societal 
efforts can counter disinformation 

 

b. Explain the roles and 
responsibilities of the media 
and individuals and societal 
efforts in curbing disinformation, 
demonstrating comprehension of 
their complexities and significance 

 
c. Familiarize with and appreciate the 

role of the EU in countering 
disinformation  

 
Apply the knowledge of media 

responsibilities and societal efforts to 
analyze current situation, providing 
examples of effective strategies to counter 
disinformation 

 
Assess the effectiveness of different 
media strategies and societal initiatives in 
countering disinformation, considering their 
strengths, weaknesses, and ethical 
implications 

 
e.g. Having identified algorithms that 
produce fake news can you trace whether 
these fake news also use other algorithms 
and programs to disseminate them in 
specific media? Are there any filters to stop 
the dissemination of fake news (specific for 
ICT experts) 
 
Present real-world    case    studies. 

=>Implementation: Share examples of 
instances where civic activism played 
a role in countering misleading 
content on social media. Discuss successful 

● Examples [from your field] of
 media  strategies  that affect 
societies (example in ICT field 
linked to biased methods on
 how face recognition makes 
mistakes and sends wrong people 
in jail https://www.nytimes.com/20 
20/12/29/technology/facial- 
recognition-misidentify- jail.html 

 
● Use of EU texts that include 

guidelines to combat disinformation 

Example 1 of a text that can be used: 
 
Summarize the following part 
“Tackling mis- and disinformation” of the text 
https://www.oecd- 
ilibrary.org/sites/76972a4a- 
en/index.html?itemId=/content/publi 
cation/76972a4a-en#section-d1e82 in order 
to demonstrate how mis- and
 disinformation pose a fundamental 
threat to democracy and the ways that this 
issue can be overcome: 

https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html
https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html
https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html
https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html
https://www.oecd-/
https://www.oecd-ilibrary.org/sites/76972a4a-en/index.html?itemId=/content/publication/76972a4a-en&section-d1e82
https://www.oecd-ilibrary.org/sites/76972a4a-en/index.html?itemId=/content/publication/76972a4a-en&section-d1e82
https://www.oecd-ilibrary.org/sites/76972a4a-en/index.html?itemId=/content/publication/76972a4a-en&section-d1e82
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campaigns, movements, or initiatives that 
were driven by individuals or communities 
responding to misinformation (you can focus 
on the social media too). 

The fast and massive spread of mis- and 
disinformation poses a fundamental threat to the 
free and fact-based exchange of information 
underpinning democracy and trust in public 
institutions. They polarize public debate, 
undermine the public’s willingness to engage in 
democratic life, and hamper consensus building 
in society. While mis- and disinformation are not 
new, digitalisation, in particular, has 
fundamentally changed how information is 
shared and understood. The existing checks and 
balances that helped limit the spread of mis and 
dis information in the past are no longer effective 
enough. New governance models with a whole of 
society approach to build the resilience of 
democracies to mis- and dis- information are 
needed. Governments must work with traditional 
and social media organisations, academics and 
civil society to reshape information ecosystems, 
ensuring both freedom of speech and 
information integrity. Some governments have 
moved in that direction, highlighting the scale of 
the threat and the need for an internationally co-
ordinated and whole- of-society approach. 
 
A resilient information ecosystem includes a role 
for civil society and traditional news media in pre- 
and de- bunking misinformation; a better, more 
citizen-centred government communications 
function; and long-term efforts to improve media 
and information literacy. Governments can 
encourage access to and sharing of data, and 
consider ways – ranging from guidance to 
regulation – to make online platforms more 
transparent in terms of content moderation, 
algorithm parameters, and sponsorship. Finally, 
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the integrity of information requires addressing 
the economic and structural drivers of mis- and 
disinformation, such as anti-competitive conduct, 
and encouraging diversity, editorial 
independence, and high-quality news provision 
in the media. 
 

EFFECTIVE STRATEGIES 
1. Media Literacy Education: Promote critical 
thinking skills and educate individuals on how to 
evaluate information sources, fact-check, and 
discern credible news from misinformation. 

Fact-Checking   Organizations Encourage the 
use of reputable fact- checking organizations 
that verify the accuracy of news and information. 
3. Social Media Policies: Advocate for and 
implement stringent policies on social media 
platforms to address the spread of 
disinformation, including the removal of false 
content and accounts. 
4. Transparency in Algorithms: Push for 
increased transparency in algorithms used by 
social media platforms and search engines to 
understand how information is prioritized and 
presented. 
5. Citizen Journalism Training: Provide training 
on responsible sharing of information and 
responsible online behavior to empower 
individuals to become responsible contributors to 
the digital information landscape. 
6. Critical Evaluation of Images and Videos: 
Promote awareness of the potential 
manipulation of images and videos, encouraging 
users to critically evaluate multimedia content. 
7. Promotion of Open Dialogue: Foster open 
dialogue and discussions about the impact of 
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disinformation, emphasizing the importance of 
sharing diverse perspectives while remaining 
vigilant about accuracy. 

 

❖ Example 2 of a text that can be 
used: 

Summarise part 5.3 of the text to show EU’s 
understanding of the phenomena of online 
disinformation guides the response and the 
policy, as well as it’s suggested solutions to 
the issues raised 
(https://www.eu3d.uio.no/publicatio 
ns/eu3d-reports/eu3d-report-2- eike.pdf) 

 
  

https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and students’ 
groups) 

TOPIC 11: Disinformation, democratic processes and citizenship 

Students should: 
 

a. Realize  the close 
relationship between 
media freedom, 
democracy, and the 
combat against 
disinformation, 
demonstrating an 
understanding of how 
these elements 
interact. 

b. Correlate the complex 
dynamics between 

media freedom, 
democracy, and 
disinformation, 
examining how changes 
in one element may 

affect the others. 
c. Validate the impact 

 of media freedom
 on democracy and  
its potential role in 
either fostering or 
mitigating 

 

Study texts on the relationship between 
correct information and democracy and the 
threat to democracy posed by 
misinformation. 

 

Develop a comprehensive research paper 
or presentation proposing strategies to 
balance media freedom and democracy 
while minimizing disinformation prevalence, 
considering the ethical and practical 
implications of these strategies. 

 
e.g. Develop a program/ algorithm which 
identifies fake news that threaten 
democracy (e.g. elections) and explain the 
steps that helped you identify these kind of 
fake news (ICT experts) 
 
Invite a guest speaker. =>Implementation: 

Bring in a guest speaker who has 

experience in civic activism related to 

misinformation. This could be an activist, a 

journalist, or a professional in the field of 

● Write a summary of the introduction (1.1.) to show 
how mis- and disinformation poses a fundamental 
threat to the free and fact-based exchange of 
information that underpins democracy. 

https://www.oecd- ilibrary.org/sites/76972a4a- 
en/1/3/1/index.html?itemId=/content/publication/76972a4a- 
en&_csp_=9e3b35a3f3cb547b2388 
28c1f212ca57&itemIGO=oecd&ite mContentType=book 

❖ Summarise part 5.3 of the text to show how 
the EU understands disinformation in 
relation to the democratic principle of 
 freedom of expression 
(https://www.eu3d.uio.no/pu blications/eu3d- 
reports/eu3d-report-2- eike.pdf) 

 
● Read the text and create a slide presentation to 

show how climate misinformation and gendered 
disinformation threaten democracies and societal 
transformation 

https://upgradedemocracy.de/en/im pulse/climate-
misinformation-and- gender-related-disinformation- 
responsibilities-of-civil-society- public-sector-and-the-
media/ 

 

 

https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.oecd-ilibrary.org/sites/76972a4a-en/1/3/1/index.html?itemId=/content/publication/76972a4a-en&_csp_=9e3b35a3f3cb547b238828c1f212ca57&itemIGO=oecd&itemContentType=book
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://www.eu3d.uio.no/publications/eu3d-reports/eu3d-report-2-eike.pdf
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
https://upgradedemocracy.de/en/impulse/climate-misinformation-and-gender-related-disinformation-responsibilities-of-civil-society-public-sector-and-the-media/
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disinformation 
prevalence, considering 
different perspectives 
and arguments. 

 
d. Realize how 

disinformation 
specifically affects 
vulnerable or 
marginalized groups 
 and what threat this
 consists for democracy 

media literacy. Allow students to engage in 

a Q&A session with the speaker 

 
Create simulation exercises 

=>Implementation: Design scenarios where 

students simulate real- time responses to 

misleading content on social media. This 

could involve drafting responses, reporting 

content, or collaborating on a community-

driven campaign to counter misinformation. 

 
Incorporate digital storytelling => encourage 

students to create short digital stories or 

videos sharing their experiences about 

disinformation. This could involve 

multimedia items, such as images or video 

clips, to enhance the storytelling. Present 

these stories in class for collective learning. 

 

Facilitate peer review sessions => 

Implementation: Organize sessions where 

students exchange and review each other's 

narrative essays or digital stories. 

Encourage constructive feedback and 

facilitate discussions on common topics, 

patterns, and insights emerging from their 

experiences focusing on the relationships 

between media freedom, democracy and 

society. 

● Read the text and create an infographic to explain 
the impact of disinformation on democratic 
processes 

https://www.europarl.europa.eu/Re 
gData/etudes/STUD/2021/653635/ 
EXPO_STU(2021)653635_EN.pdf 

https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf
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Facilitate class debates => Assign students 
different perspectives on the 

controversial issue: on the one hand 
media freedom and on the other hand 
strategies that control the flow of 
information. Conduct a structured debate 
where students present and defend their 
assigned perspectives. Encourage critical 
thinking by asking students to challenge their 
own assigned viewpoints. (possible 

teaching methodology: opinion lines, active 
listening activities, role playing, and 
cooperative learning, fishbowl discussion) 
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Objectives Methodology 
and 

examples of 

activities/practices/strategies 

Content/Materials 

(relevant to specific scientific discipline and 
students’ groups) 

TOPIC 12: Disinformation, ethics and human rights 

Students should: 
a. Associate the ethical implications of 

disinformation on human rights, 
such as the right to access 
accurate information and the 
Potential for disinformation to 
manipulate public opinion. 

 
b. Evaluate the ethical implications 

of biased information on 
marginalized communities, 
considering how disinformation can 
exacerbate social inequalities 

c. Evaluate the transparency and 
accountability of digital platforms 
and algorithms in combating 
disinformation, exploring the ethical 
responsibilities of tech companies 

 

European level initiatives against 
disinformation (page 11): 
- Discuss ethical issues associated with 
disinformation, including human rights and 
economic aspects. 
- Discuss human rights issues related to 
media freedom and content curation on 
social platforms. 
- Explore economic aspects of 
disinformation, such as e-commerce 
deceptions, phishing, and personalized 
online experiences. 
- Describe and analyze specific cases 
where disinformation has violated human 
rights or influenced economic 
conditions 

 
Analyze instances where biased algorithms 
and lack of transparency in automated 
decision- making systems contribute to the 
spread of disinformation. 

 
Propose innovative solutions to address 
bias and enhance transparency in data and 
automated decision-making processes to 

● [In your field] identify cases in which 
disinformation has violated human 
rights or influenced economic 
conditions. 

● RELEVANT TEXTS 

❖ https://www.oecd.org/coronav 
irus/policy- responses/transparency- 
communication-and-trust- the-role-
of-public- communication-in- 
responding-to-the-wave-of- 
disinformation-about-the- new-
coronavirus-bef7ad6e/ 

❖ https://digital- 
strategy.ec.europa.eu/en/po 
licies/online-disinformation 

❖ https://digital- 
strategy.ec.europa.eu/en/po 
licies/media-freedom 

❖ https://www.eeas.europa.eu/e 
eas/countering- disinformation-and-
building- societal-resilience_en 

❖ https://commission.europa.eu/ 
strategy-and- policy/priorities-
2019- 2024/europe-fit-digital- 
age/digital-services-act_en 

https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://www.oecd.org/coronavirus/policy-responses/transparency-communication-and-trust-the-role-of-public-communication-in-responding-to-the-wave-of-disinformation-about-the-new-coronavirus-bef7ad6e/
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/media-freedom
https://digital-strategy.ec.europa.eu/en/policies/media-freedom
https://digital-strategy.ec.europa.eu/en/policies/media-freedom
https://www.eeas.europa.eu/eeas/countering-disinformation-and-building-societal-resilience_en
https://www.eeas.europa.eu/eeas/countering-disinformation-and-building-societal-resilience_en
https://www.eeas.europa.eu/eeas/countering-disinformation-and-building-societal-resilience_en
https://www.eeas.europa.eu/eeas/countering-disinformation-and-building-societal-resilience_en
https://www.eeas.europa.eu/eeas/countering-disinformation-and-building-societal-resilience_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
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counteract disinformation while 
upholding ethical standards. 

 
e.g. explain how biased algorithms are 
being constructed? was it intended or not? 
What kind of algorithms can protect the 
citizens? (for ICT experts) 

 
e.g. [In each field] Provide ethical guidelines 
for media organizations and tech companies 
to minimize the impact of disinformation 
on human rights and economic stability. 

 
Facilitate debates  and  discussions 

=>Implementation: Organize debates or 
discussions on the ethical considerations of 
responding to misinformation. Explore 
different perspectives on the role of 
individuals in countering misleading content 
and the potential impact of civic activism 
on social platforms focusing on human 

rights and on the right of accessing 
accurate information. 

In your implementation take into account 
that: 

 
· Verification processes are often 
influenced by ideological biases. 
· Disinformation-resistant beliefs are 
typically entrenched in pre-existing 
ideologies. 

The impact of information correction and 
refutation is limited in reaching affected 
audiences. 

· Attempts to refute false information can 
inadvertently solidify incorrect beliefs 
(known as the backfire effect). 

The tangible impact of information 
verification and corrective efforts on 
altering public opinion is often minimal. 
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Curriculum Design for Diverse HE 
Course Formats 

SAMPLES OF 3 TYPES OF CURRICULA 

 
The following sample curricula are examples initially shared with the project partners to 
provide practical guidance, as one of the Work Package 3 (WP3) requirements for the design 
phase of the teaching interventions. Their purpose was to help the partners (and in the future 
any interested faculty member) create their own courses and to support them during the 
implementation stage, aligning with the WP3 objective to organize the implementation phase 
more effectively. This approach aimed to offer concrete, adaptable models that could be 
tailored to different institutional and disciplinary contexts, in order to develop curricula for 
three distinct types of courses:   
 

• Type 1 courses are full-semester academic offerings designed for students in 
disciplines where CDL skills are directly relevant to professional practice, such as 
teaching, journalism, medicine, and computer science. 

• Type 2 consists of short, intensive seminars aimed at engaging small groups of 
students, providing them with a foundational understanding of misinformation and 
digital literacy. 

• Type 3 blends academic instruction with practicum experience, enabling pre-service 
professionals to apply CDL principles in their disciplines/professions 
 

The following sections details the sample curricula for each course type based on the general 
curriculum, outlining their learning objectives, pedagogical strategies, and content-specific 
implementations tailored to their respective contexts and audiences.  
 
More specifically, the sample curricula that follow are: 
(a) a full semester academic course for future professionals, studying in the School of 
Philosophy, who directly need CDL skills and abilities to resist disinformation,  
(b) a short seminar for all HE students, and  
(c) a course combining academic instruction with students’ practicum, such as pre-service 
teachers preparing and implementing lessons in school classrooms to foster CDL. 
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Type 1: Full Semester Course  
Course’s Title: Using AI to Combat Disinformation 

 

Course’s Description 

 
AIM: This sample course aims to raise awareness and equip School of Philosophy students 
(future teachers) with the skills to critically assess and combat disinformation using AI tools. 
Through a combination of critical thinking, collaborative inquiry, and project-based learning, 
students analyzed disinformation and reflected on digital citizenship and civic responsibility in 
the age of AI. 

 

Sample Curriculum 

General Curriculum Topics 
and Objectives 

Teaching Methodology / Activity 
Design 

Course-Specific 
Educational Content / 
Material 

Topic 3/ Objective 3a – 
Raise students’ awareness 
of disinformation and its 
characteristics 

Session 1: Terminology analysis. 
Group reading and discussion of 
scientific, EU, and AI-generated 
texts to define and compare 
disinformation-related terms. 

Scientific texts – policy EU 
documents - ChatGPT 
responses - Terminology 
comparison matrix 

 
Topic 2 and 4/ Objectives 
2a, 2b, 4c  – Identify 
characteristics of fake news 
and evaluate information 
reliability 

 
 
Sessions 2 & 4: Application of 
evaluation criteria (e.g., authority, 
bias, recency) to assess reliability. 
Use of AI (ChatGPT, Truly Media) to 
validate content. 

 
 
- News articles - Scientific 
texts - Social media posts 
(e.g., 5G & health) - AI 
platforms (Truly Media, 
ChatGPT) 

Topic 2/ Objectives 2, 2c – 
Identify deceptive content 
and persuasive techniques 

 
Session 3: Language analysis and 
group identification of emotional 
and manipulative techniques used 
in fake news. Development of a 
language criteria list. 

Fake news examples - 
Social media posts - 
Criteria list for persuasive 
rhetoric (bias, fallacies, 
emotional appeals) 
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General Curriculum Topics 
and Objectives 

Teaching Methodology / Activity 
Design 

Course-Specific 
Educational Content / 
Material 

Topic 2/ Objective 2c – 
Judge reliability of 
information sources 

 
Session 4: Use of AI tools to assess 
source trustworthiness. Students 
compare AI-generated analysis 
with their own. 

- ChatGPT and Truly Media 
- Validation logs - 
Reflection worksheets 

 
 
Cross-cutting across Topics 
2, 3, 4 / Objectives 2b, 3c, 
4c – Awareness of AI tools 
usefulness and critical use 
of AI 

 
 
Integrated across Sessions 2–4: 
Critical engagement with AI tools 
to detect, validate, and reflect on 
fake news. 

 
 
Side-by-side comparison of 
AI vs. human judgments - 
AI tool-based assignments 
and discussions 

 
Related to Topic 11/ 
Objective 11c – raise 
students’ awareness of 
social consequences of 
disinformation 

 
Session 5: Case studies and critical 
discussion on how disinformation 
affects public trust and social 
behavior. 

 
Scientific/EU reports on 
disinformation impacts - 
Real-world cases - Class 
discussion materials 

Related to Topic 
12/Objective 12a – 
Activate students as 
citizens, encourage action 
and reflection 

 
Session 6:  
Propose innovative solutions to 
address bias and enhance 
transparency in data and 
automated decision-making 
processes to counteract 
disinformation while upholding 
ethical standards. 
Group project to design civic 
actions to resist disinformation. 
Reflection on personal learning 
process and group synthesis. 

 
 
Group project output: civic 
action plans - Reflection 
prompts - Synthesis 
presentation 
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Type 2 Course: Short Seminar 
Course’s Title: Training Teachers as Informed Readers 

 

Course’s Description 

 
AIM: This course aims to equip future educators with the critical reading competencies 
needed to identify, evaluate, and challenge misinformation in nonfiction texts. It explores 
the concept of the “informed reader” as one who critically assesses the credibility, 
objectivity, and evidentiary basis of texts. Through interactive reading and evaluation 
exercises, participants will gain tools to both recognize misinformation and train their own 
students in these essential 21st-century skills. 
 

Course’s Curriculum 

General Curriculum 
Learning Objectives 

Teaching Methodology / 
Activity Design 

Course-Specific Scientific Content / 
Educational Material 

Topic 4/Objectives 
4a, 4b – Understand 
how nonfiction 
functions and the 
importance of 
reading nonfiction 
texts critically.  
Topic 2/ Objective 
2a – Identify and 
describe criteria for 
analyzing complex 
texts.  
Topic 9/ Objective 
9b – Reflect on 
one's own beliefs 
and assumptions 
while reading texts. 

Pre-reading activity: 
Questionnaire prompts 
students to activate prior 
knowledge and assumptions 
about nonfiction, reality, and 
truth in texts. Group discussion 
facilitates exploration of what 
is considered "nonfiction." 

Initial questionnaire: - “How do you 
define nonfiction?” - “What 
surprised you in a text and why?” - 
“Is nonfiction necessarily true?” 
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General Curriculum 
Learning Objectives 

Teaching Methodology / 
Activity Design 

Course-Specific Scientific Content / 
Educational Material 

Topic 3/ Objectives 
3a, 3b, 3c – Apply 
criteria (credibility, 
evidence, 
objectivity) for text 
evaluation.  
Topic 4/ Objective 
4c – Explain how a 
reader determines 
reliability of 
sources.  
Topic 7/ Objectives 
7a, 7b – Identify 
hidden assumptions 
or biases in texts. 

Reading Activities: 1. Students 
read Texts 1 & 2 (verified fake 
vs. real news). In small groups, 
they decide if the texts are fake 
and justify their responses 
using specific criteria (Working 
Sheet 1). 2. Read Text 3 and 
reflect on assumed background 
knowledge (“What did the 
author think I already knew?”) 
(Working Sheet 2). 

Texts 1 & 2 (contrasting fake vs. non-
fake news) Working Sheet 1 
questions: - “Are these fake news?” - 
“How do you know?” - “How did you 
read the text?” Text 3: 
Political/Social/Environmental news 
Working Sheet 2: Reflective inference 

 
 
Topic 8/ Objectives 
8a, 8b, 8c – Develop 
metacognitive 
reading strategies 
and reflect on 
reading behavior.  
Topic 2/ Objectives 
2b, 2c – Analyze 
textual features 
critically; formulate 
and support 
arguments.  
Topic 9/ Objective 
9c – Describe how 
critical reading 
affects personal 
understanding of 
the world. 

 
Read-aloud and Modeling: 
Teacher reads aloud Text 4 
(fake news) and models how to 
identify disinformation by 
questioning evidence, checking 
sources, and tracing logic.  
 
Practice in Groups: Students 
analyze Text 5 collaboratively 
(Working Sheet 3) and share 
their evaluations.  
 
Assessment: Return to initial 
questionnaire to reflect on 
growth in understanding. 
Students complete final 
questions. 

Text 4: Live demonstration of 
informed reading Text 5: Application 
of critical reading skills (Working 
Sheet 3) Final questionnaire for 
reflection and assessment. 
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Type 3 Course: Practicum 
Course’s Title:  

How we teach young children to recognize and combat disinformation?   

 

Course’s Description 

AIM: This practicum-based course is designed to prepare future teachers to understand, 
analyze, and teach about disinformation and fake news in primary education settings. It 
equips students with both theoretical knowledge and practical skills to identify 
disinformation and effectively design lessons that empower young learners to become 
critical readers and responsible digital citizens. 
 
 

General Curriculum 
Topics 

Teaching Methodology / Activity 
Design 

Course-Specific Educational 
Content / Material 

Topic 3/Objectives 3a, 
3b – Be aware of what 
disinformation is and 
how fake news are 
disseminated 

Part 1: - Lecture on the definitions 
and impact of disinformation - 
Group inquiry into real cases of fake 
news - Discussion on the role of 
disinformation in everyday life 

- Fake news articles (e.g., on 
mRNA vaccines and “digital 
heroin”) - Class discussion 
prompts - Real-time examples 
from the platform 
ellinikahoaxes.gr 

Topic 4/Objectives 4a, 
4b, 4c – Understand the 
characteristics of fake 
news 

 
 
Part 1 (continued): - Identification 
of specific characteristics of fake 
news (e.g., language style, 
persuasive techniques) - Hands-on 
analysis of fake news examples in 
groups - Language and discourse 
deconstruction 

- Annotated fake news texts - 
Collaborative identification 
tools (checklists) - Discourse 
analysis worksheet 

 
Topic 6/Objectives 6a, 
6b, 6c – to design and 
implement in practice  a 
teaching scenario & 
reflect on its results 

 
 
 
Part 2: - Project-based 
development of teaching scenarios 
by student groups - Educator 
feedback and scenario refinement - 
Implementation in real classrooms 
with observation  
Part 3: - Reflective discussion on 
teaching experience and challenges 

 
 
 
- Student-created teaching 
scenarios - Peer and educator 
feedback forms - Observation 
notes - Final group reflection 
templates 
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