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Higher education is at a critical juncture, undergoing rapid transformation due to
advancements in digital technology, globalization, and changing societal
expectations (OECD, 2021). Universities are no longer confined to traditional
classroom settings; instead, they are embracing online platforms,
interdisciplinary collaboration, and industry partnerships to stay relevant. The
shift toward digital learning, the increasing importance of critical thinking in
combating misinformation, and the demand for practical skills in the job market
have reshaped how higher education institutions (HEIs) operate (Billett, 2009;
Perkmannetal., 2013). These changes present both opportunities and challenges
for students, educators, and policymakers.

This essay explores these major shifts, highlighting the role of digital
transformation, interdisciplinary  education, and industry-academia
collaboration in shaping the future of higher education. Only then will we discuss
how the S.HI.E.L.D. vs DISINFO initiative fits into this evolving landscape,
ensuring HEIs remain adaptable and relevant.

One of the most significant shifts in higher education is the integration of digital
technology into teaching and research. Over the past decade, universities have
increasingly adopted e-learning platforms, artificial intelligence (Al)-driven
educational tools, and online collaboration software (Luckin et al., 2016) These
technologies have made education more accessible, flexible, and personalized.
Notable developments include:

- Massive Open Online Courses (MOOCs): Platforms like Coursera and edX have
allowed students worldwide to access high-quality education at little or no cost
(Hollands & Tirthali, 2014).

- Al and Adaptive Learning: Al-powered tutoring systems provide personalized
learning experiences by adapting content to individual students’ progress (Luckin
et al., 2016).

- Virtual and Augmented Reality (VR/AR): These technologies enable immersive
learning experiences, particularly in fields such as medicine, engineering, and the
humanities (Radianti et al., 2020).
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- Blockchain for Credentialing: Some universities are adopting blockchain
technology to issue digital diplomas, ensuring secure and verifiable academic
records (Grech & Camilleri, 2017).

While digitalization brings many benefits, it also presents challenges. The rise of
online learning has led to concerns over academic integrity, digital divide, and the
quality of virtual instruction (Zawacki-Richter et al., 2019). Furthermore, the
increasing spread of misinformation in digital spaces has raised questions about
how universities can equip students with the critical thinking skills necessary to
navigate an information-saturated world (Wineburg & McGrew, 2017).

Traditional higher education has long been structured around rigid academic
disciplines. However, the complexity of modern global challenges—such as
climate change, misinformation, and cybersecurity—has driven a shift toward
interdisciplinary education (Jacobs, 2013; Klein, 2010). Universities are
increasingly emerging disciplines to prepare students for real-world problem-
solving.

For example:

- The intersection of Computer Science and Humanities: Many institutions now
offer digital humanities programs that integrate data science with historical and
linguistic research (Berry, 2012).

- Sustainability and Business: MBA programs are incorporating sustainability
studies to prepare future leaders for ethical decision-making in the corporate
world (Sterling, 2004).

- Medicine and Artificial Intelligence: Al is revolutionizing healthcare, leading
universities to develop joint programs that bridge medicine, robotics, and data
analysis (Perkmann et al., 2013).

This shift requires universities to redesign curricula, foster collaborative research,
and train educators to embrace interdisciplinary methodologies. Although
breaking down disciplinary barriers enhances innovation, it also poses
challenges, such as finding common ground between different research
traditions and ensuring students develop both breadth and depth in their
expertise (Klein, 2010).

The increasing demand for job-ready graduates has led to stronger partnerships
between universities and industries. Employers seek graduates who are not only
well-versed in theory but also possess practical skills in emerging technologies,
problem-solving, and teamwork (Billett, 2009). As a result, many universities are
revamping their programs to better align with industry needs.

Key strategies include:
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- Work-integrated learning: Universities are embedding internships,
apprenticeships, and real-world projects into their curricula (Billett, 2009).

- Industry-funded research: Private sector organizations are increasingly investing
in university research, particularly in STEM (Science, Technology, Engineering,
and Mathematics) fields (Perkmann et al., 2013).

- Entrepreneurial education: Business incubators and startup accelerators within
universities encourage students to develop innovative solutions and launch their
own ventures (Etzkowitz, 2003).

While these collaborations offer mutual benefits, they also raise concerns about
academic independence, as universities may feel pressure to prioritize industry
interests over fundamental research and social sciences.

One of the most pressing challenges facing higher education today is the
proliferation of misinformation and disinformation. The widespread use of social
media and Al-generated content has made it increasingly difficult to discern
factual information from misleading narratives (Zhou & Zafarani, 2020).
Universities must take an active role in fostering media literacy, fact-checking
methodologies, and ethical digital practices among students and faculty
(Mihailidis & Thevenin, 2013).

Several strategies have emerged to address this issue:

- Critical thinking courses: Many universities are embedding media literacy
programs into their general education requirements (Wineburg & McGrew, 2017).
- Fact-checking collaborations: Some institutions are partnering with
independent fact-checking organizations to develop research-driven solutions to
misinformation (Mihailidis & Thevenin, 2013).

- Al-based detection tools: Researchers are exploring ways to leverage artificial
intelligence to identify and counteract false narratives online (Zhou & Zafarani,
2020).

Inresponse to these challenges, the S.HI.E.L.D. vs DISNFO initiative has emerged
as a European-funded Erasmus+ project that focuses on equipping higher
education institutions with the tools to combat digital disinformation.

The transformation of higher education is shaped by digitalization,
interdisciplinary collaboration, and industry-academia partnerships, all of which
have profound implications for students, educators, and researchers. As
disinformation emerges as one of the biggest threats to knowledge integrity,
universities must take an active role in equipping students with critical thinking
skills and digital literacy.

The S.HI.E.L.D. vs DISINFO initiative is a crucial step in this direction, providing a
framework for universities to collaborate, innovate, and develop solutions to
combat digital disinformation. By fostering a connected and informed academic
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community, the initiative ensures that higher education remains adaptable and
responsive to 21st-century challenges.

The structure of the S.H.I.LE.L.D. vs DISINFO Project: An Anthology is carefully
organized to present both the theoretical foundations and practical applications
of the project across different universities. It begins with an introductory section
outlining the vision behind the anthology, the creation process, and its intended
impact on higher education. This section establishes the core objectives of the
S.H.LLE.L.D.vs DISINFO initiative, positioning it as a collaborative effort to address
the rise of digital disinformation through education. The anthology is structured
into several key sections, each focusing on different universities and their specific
contributions to the project.

Each participating university is presented with detailed descriptions of their long
courses designed to tackle disinformation and misinformation. For example, the
University of Crete introduces a course on using Al to combat disinformation,
while the Vrije Universiteit Brussel offers a course in Disinformation Literacy. The
structure for each university includes the course identity, a detailed lesson plan,
selected activities, and evaluations from both students and teachers. These
sections offer insights into how these courses were implemented, the types of
activities involved, and the pedagogical strategies employed to foster critical
thinking and media literacy. Furthermore, each university’s contributions are
evaluated based on the students' and teachers' feedback, providing a
comprehensive view of the project’s impact and effectiveness. By organizing the
anthology in this way, it serves as both a reflective tool and a practical guide for
educators seeking to develop similar initiatives in the fight against disinformation.



The S.HI.E.L.D. vs DISINFO initiative is a European-funded project under the
Erasmus+ framework, specifically designed for higher education institutions
(HEIls). This program belongs to the Key Action 2 (KA2) — Cooperation Partnerships
in Higher Education, which aims to foster collaboration between universities,
research institutions, and other stakeholders to develop and share innovative
practices.

The primary focus of the project is to develop educational resources, innovative
teaching methodologies, and interdisciplinary research approaches that
enhance the academic landscape and create new learning opportunities for
students, faculty, and future professionals (mainly for the basic target groups of
the project: teachers/ educators, journalists, computer scientists and medical
professionals). Specifically, the project aims to foster students’ critical media
literacy by equipping them with the skills needed to identify and combat
disinformation in digital environments. This initiative aligns with the European
Commission’s broader goals for digital transformation and sustainable
education, ensuring that HEls remain competitive, adaptable, and relevant in an
ever-evolving global context.

The key objectives of the Project are the following:

- Strengthening international collaboration: Encouraging HEIs across Europe to
form partnerships, exchange knowledge, and co-develop new teaching
methodologies.

- Promoting innovation in higher education: Introducing modern teaching
techniques, innovative digital tools, and research-driven teaching practices that
improve educational experience.

- Fostering interdisciplinary research: Encouraging collaboration between
different academic disciplines (cross-sectoral research) to address complex
challenges in science, technology, and the social sciences (like the one of
disinformation).

- Enhancing digital competencies: Providing digital resources and e-learning
platforms that enable educators (faculty members) and HE students to develop
key skills in the digital era.

- Supporting sustainability and social responsibility: Aligning with the
European Union’s Sustainable Development Goals (SDGs) by promoting eco-
friendly practices and ethical considerations in academic projects.

- Bridging the gap between academia and industry: Ensuring that research
findings and educational programs contribute directly to the professional
necessities and market needs.



To achieve the above objectives, the S.HI.E.L.D. vs DISINFO project formed a very
dynamic partnership, which consists of:

- Higher education institutions (HEIs): five universities experienced in developing
curricula and collecting teaching resources and in the study and analysis of
disinformation techniques, which educate future teachers, doctors, journalists
and computer scientists.

- Private sector organizations: two companies and industry leaders that provide
expertise, funding, and real-world applications (e.g. fact-checking platform) for
academic research also participate as partners.

-citizens and communities of active citizens

The presence of diverse stakeholders ensures that the program’s outcomes are
not only theoretical but also practical and widely applicable.

a. CDL Competences Framework, including skills needed for staying
critical opposite any information

b. An Interactive matrix of quality-assurance criteria for critical digital
literacy education

c. An anthology of innovative educational scenarios (educational
material, strategies and activities) to teach and assess CDL in HEIs

d. Educators’ e-Toolkit (Ee-Toolkit) for CDL development and education
against disinformation for various educational contexts

The S.HIL.E.L.D. vs DISINFO project is expected to yield a range of long-term
benefits for both academic institutions and the broad society. These include:

- Development of open-access educational materials and resources: Creating
freely available resources for students, educators/ faculty members, and
researchers across Europe.

- Increased employability of graduates: By aligning curricula with industry needs
(especially the need to combat disinformation), HE students gain practical skills
and experience, and become more competitive in the job market.

- Enhanced mobility opportunities: Encouraging student and faculty exchanges
between partner institutions.

- Strengthening research output and innovation: Fostering cutting-edge
discoveries and interdisciplinary collaboration.
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- Long-term sustainability and scalability: Ensuring that project outcomes remain
relevant and adaptable to future technological advancements.

The S.HI.E.L.D. vs DISNFO project represents a bold step forward in international
educational cooperation. By promoting innovation, collaboration, and
sustainability, the initiative not only enhances academic institutions but also
contributes to broader societal progress. As universities, businesses, and
policymakers continue to aligh their efforts, the impact of programs like
S.HI.E.L.D. vs DISNFO will be felt for years to come, creating a more connected,
inclusive, and forward-thinking educational landscape.



The S.HI.E.L.D. vs DISINFO project followed a structured and multi-phase
methodological approach to ensure the successful development,
implementation, and evaluation of its objectives. The methodology was designed
to integrate collaborative research, innovative pedagogical strategies, and
evidence-based evaluation, ensuring that the project’s outcomes were effective
and sustainable.

This section provides an in-depth explanation of the methodology used
throughout the project, detailing the specific approaches and processes applied
in each phase.

The Project started with extensive literature review and review of the EU policy
texts. This review analysed national-level reports and articles from Poland,
Estonia, Greece, Belgium, and France to understand the measures and
recommendations for combating disinformation in these regions. This initial
phase aimed to provide an overview of main reports, official documents, and
reports relevant to disinformation and the ways it can be combated at both local
and international levels. The criteria for selecting texts included relevance to
education, with a focus on CDL, European context, interdisciplinarity, and
significance regarding various aspects of disinformation. At the EU level, 35
papers were reviewed, focusing on disinformation countermeasures. Nationally,
48 papers were analysed, covering the status and recommendations in the
partner countries.

The foundation of the project was built on comprehensive research and needs
analysis that aimed to identify the existing gaps in higher education and propose
solutions tailored to real-world demands.

The first step in this phase was gathering data from key stakeholders, including:

- HE students, to identify and assess their learning needs, professional
challenges, and expectations.

- Educators/ faculty and academic institutions, to understand existing teaching
methodologies and identify areas for improvement.

- Professionals and industry representatives, to ensure that the project aligned
with job market demands and provided students with relevant skills.

A combination of qualitative and quantitative research methods was used,
including:

10
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- Surveys and questionnaires distributed to a broad audience across multiple
countries.

- Focus groups with students and faculty to discuss educational challenges and
potential improvements.

- Interviews with industry professionals to gain insights into workforce
requirements.

The data collected and the results from their analysis helped the partnership
define clear learning objectives and guided the design of the project’s educational
framework (WP3).

The creation of the quality assurance matrices represents a foundational and
strategic effort to bridge educational, political, and evaluative dimensions within
literacy-focused programmes. These matrices, presented as multimodal tables,
are not merely static tools but dynamic, hybrid constructs designed through a
deliberate, interdisciplinary process. Developed to guide educators and
policymakers alike, they serve as core instruments for identifying, structuring,
and assessing the key skills and competencies to be developed in diverse
educational contexts. Their construction reflects an attempt to reconcile the
critical, interpretive traditions of literacy studies with the practical need to
quantify literacy competencies using systematic, measurable indicators (Pereira
& Moura, 2022). As such, the creation of these matrices marks a significant
methodological innovation—laying the groundwork for evaluation and
assessment procedures aligned with both critical and quantitative paradigms.
These matrices are indispensable for Higher Education (HE) faculty and students,
who are their primary stakeholders, and equally important for policymakers
engaged in strategic educational planning, international frameworks, and quality
assurance mechanisms. Educational planners who design and implement
policies across formal and informal settings also rely on them, as do pre- and in-
service teachers, professionals in media, ICT, and communication, researchers,
civil society organizations, and learners at all levels (UNESCO, 2013). The broad
and inclusive development of these matrices underscores their role in addressing
longstanding gaps in comprehensive educational guidelines across HEls, while
establishing consistent quality assurance criteria. By encompassing a wide range
of sectors and stakeholders, the matrices support strategic decision-making,
enable effective policy implementation, and foster interdisciplinary
collaboration—particularly in the urgent task of combating disinformation.
Ultimately, the process of creating and applying these matrices extends their
influence well beyond higher education, shaping a more coherent and responsive
educational landscape.

By encompassing such a broad spectrum of stakeholders, the matrix addresses
critical deficiencies in quality assurance across higher education systems. It
supports the development of more inclusive, research-informed educational
guidelines and promotes professional growth. Furthermore, by fostering

11
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collaboration among diverse sectors—academic, governmental, and civil—it
enhances strategic planning and policy execution, particularly in the context of
media literacy and disinformation. The adaptable nature of the matrix makes it
valuable well beyond HEls, offering a flexible reference point for multiple
educational and societal arenas.

Following the literature review and the needs analysis, the project partnership
focused on developing innovative educational materials and digital learning tools
to address the identified gaps.

- Expert teams consisting of academic researchers, educators, and industry
professionals worked together to design course content and innovative
curriculum that could empower students against disinformation.

- The content creation and the curriculum development process followed a peer-
review model, where drafts were evaluated and refined based on feedback from
project partners.

- Open Educational Resources (OERs) were developed to ensure accessibility and
long-term sustainability.

- A blended learning approach was adopted, combining traditional classroom
teaching with online interactive elements.

- The project introduced e-learning modules, interactive exercises, and virtual
simulations, enabling students to engage with course materials beyond the
classroom.

The development phase ensured that all materials were flexible, scalable, and
adaptable for use across different educational institutions.

Once the educational resources and tools were developed, they were tested in
real-world academic settings to evaluate their effectiveness.

- The five partner universities participated in the pilot phase by integrating the
newly developed modules into their curricula.

- The pilot involved diverse groups of students, ensuring inclusivity and
representation of different educational backgrounds.

- Educators received training sessions (webinars) on how to implement the
materials and use digital tools effectively.

12
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Throughout the pilot phase, a feedback loop was established to track student
engagement, learning outcomes, and overall effectiveness.
- Multiple monitoring and evaluation methods were used, including:

- Student surveys to gather feedback on usability and accessibility of all
educational material developed.

- Educators’ journals with their reflections to assess the integration process and
identify challenges.
- Observation key from an external observer.
- Regular project meetings were held to discuss feedback and make necessary
adjustments.

This phase ensured that the developed resources were practical, engaging, and
aligned with real-world educational needs.

To measure the success of the project, a comprehensive evaluation framework
was applied, assessing both short-term and long-term impact.

- Student performance data was analyzed to assess improvements in learning
outcomes.

- Engagement levels in online learning platforms were tracked using learning
analytics.

- Participation rates in project-related activities were recorded.

- Case studies were conducted to document success stories and best practices.
- Comparative analysis was used to evaluate improvements in teaching
methodologies before and after the project.

The findings were documented in an impact assessment report, which was
shared with policymakers, educational institutions, and industry stakeholders.

The S.HLE.L.D. vs DISINFO initiative was structured in two distinct yet
complementary phases to ensure both thorough research and practical
application. Phase one focused on the groundwork: conducting comprehensive
research to map existing challenges, misinformation trends, and the current
digital literacy levels across partner institutions. This phase also involved
identifying the best practices and collecting data via interviewers to guide the
creation of the targeted educational resources; the matrixes and the curriculum.
Phase two centered on implementation and dissemination. During this stage, the
project partners developed and tested educational materials, digital tools, and
training programs in real academic settings, as well as research tools to text the
implementation. The Anthology, key output of WP3, reflects the work done in the
second phase of the project. The two-phase approach ensured that the solutions

13
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provided were both evidence-based and adaptable, leading to sustainable impact
and wide-scale adoption

To support the implementation of the S.HI.E.L.D. vs DISINFO initiative within
higher education institutions, the project has developed a comprehensive e-
toolkit tailored for educators. This digital resource is designed to serve as a
practical guide, equipping instructors with the tools necessary to integrate media
literacy, critical thinking, and anti-disinformation strategies into their teaching.
The e-toolkit includes structured guides, curated learning activities, and
adaptable content modules that align with diverse curricular needs. By offering a
flexible framework, it enables educators to contextualize lessons based on
disciplinary focus, student demographics, and institutional objectives.

Beyond providing content, the e-toolkit functions as a capacity-building
instrument. It encourages active learning through scenario-based exercises,
collaborative projects, and digital competency assessments. These resources
are not only designed to increase engagement but also to foster a deeper
understanding of how misinformation spreads and how it can be countered
effectively. With a focus on interdisciplinary application, the toolkit empowers
educators to embed critical digital literacy into various fields—from journalism
and computer science to sociology and political science—thereby reinforcing the
initiative’s broader goal of cultivating a resilient, informed, and ethically grounded
academic community.

Ensuring that the project’s outcomes reached a wider audience and had a lasting
impact was a key methodological focus.

- Academic publications (one joint article and the international conference
proceedings) and conference presentations shared the project’s research
findings.

- Workshops and webinars were organized to train educators and researchers on
how to use the developed educational resources.

- Social media campaigns, newsletters, and online platforms were used to
increase visibility and engagement.

- The developed educational resources were integrated into university curricula,
ensuring their continued use.

- Partnerships with industry and policymakers were established to support further
research and funding opportunities.

- Open-access materials were made available, allowing institutions beyond the
project’s original partners to adopt and adapt the resources.

14
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This approach ensured that the project had a long-term impact on higher
education and continued to benefit students and educators beyond its initial
timeline.

The methodology of the S.HI.E.L.D. vs DISNFO project combined thorough
research, innovative teaching strategies, and rigorous evaluation processes to
achieve its objectives. By engaging key stakeholders, developing high-quality
educational resources, testing them in real-world settings, and ensuring
sustainability, the project successfully modernized higher education and
strengthened collaboration between academia and industry.

Through its structured and evidence-based approach, the project not only

addressed current educational challenges but also laid the foundation for future
advancements in higher education.

15



One of the most significant achievements of the S.HI.E.L.D. vs DISNFO project
was the creation of this anthology, a comprehensive collection of academic,
creative, and reflective works that encapsulated the essence of the project’s
objectives and impact. This anthology serves as a testament to collaboration,
innovation, and the exchange of knowledge, bringing together voices from
different disciplines, backgrounds, and perspectives.

Through this collection, we aimed to create a lasting educational resource that
would not only document the project’s journey but also inspire future academic
endeavors. This section provides an in-depth exploration of the anthology’s
purpose, structure, content, and its broader implications for higher education.

From the early stages of the project, we envisioned the anthology as more than
just a book in electronic format—it was meant to be a living record of ideas,
experiences, and knowledge shared among partners throughout the duration of
the project. Our goals were to:

- Document the project’s key findings and innovations, ensuring that its impact
extended beyond its initial timeline.

- Provide a platform for students, educators, and researchers to share their
insights, stories, case studies and research contributions.

- Foster interdisciplinary dialogue, bringing together perspectives from different
academic fields (education, computer studies, medicine and journalism).

- Encourage creative expression, allowing participants to explore new ways of
communicating ideas through essays, case studies and multimodal artifacts.

The anthology was not merely a final report—it was a celebration of collective
learning and collaboration.

The anthology was carefully structured to provide a diverse yet coherent narrative,
allowing readers to engage with the project from multiple angles. We divided it
into four main sections, each serving a distinct purpose:

The first section sets the stage for the anthology, providing readers with an
overview of the project’s vision, goals, and methodology. It included:

16
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- A foreword from the project coordinators by the WP3 leaders (UoC), reflecting
on the significance of the anthology.

- A detailed introduction to the project, outlining its timeline and key milestones.
- An essay on the evolving landscape of higher education, placing the project
within a broader academic and societal context.

This section ensured that readers understood the intellectual and practical
foundations of the project before diving into the anthology’s main content.

One of the most engaging sections of the anthology featured personal reflections,
testimonials, and narratives from students and educators who had been involved
in the project.

This section provided a human-centered perspective, highlighting:
- Student experiences in applying newly developed learning methodologies.
- Educators’ reflections on how the projectinfluenced their teaching approaches.

These firsthand accounts captured the transformative nature of the project,
making the anthology an authentic and relatable resource for future educators
and learners.

The development of the anthology was a collaborative effort thatinvolved multiple
stages, from content collection to publication. The following steps outline how
the anthology came to life:

- A call for contributions was issued to all project participants, inviting them to
submit reports, essays, reflections, and creative works.

- Guidelines were provided to all partners to ensure consistency in format and
thematic alignment with the project’s goals.

- Submissions were received from a diverse range of contributors, including
students, faculty members, and external stakeholders.

- A dedicated editorial team from UoC was formed to review and curate the
submissions.

- Each piece underwent multiple rounds of revision, ensuring clarity, coherence,
and alignment with the anthology’s vision.

17



- A professional design team from CSI partner worked on the layout and visual
aesthetics of the anthology, making it engaging and reader-friendly.

- Special attention was given to typography, images, and multimedia integration,
ensuring a dynamic reading experience.

- The anthology was prepared for both print and digital publication, making it
widely accessible.

- The final version of the anthology was published and distributed to partner
universities, libraries, and online platforms.

- A digital edition was made available, ensuring open access for students,
educators, and researchers worldwide.

- Severallaunch events and discussions were organized to promote the anthology
and encourage further engagement with its content.

Below, we present sample courses that were implemented at the five partner
universities involved in the project. We provide the course design, evidence-
based evaluations of these courses, as well as indicative student work
(where available). We hope that reviewing these examples will offer
inspiration and practical ideas for educators in higher education institutions
who wish to empower their students against mis-/disinformation, regardless
of the subject they teach.
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The University of Crete (UoC) is a prominent institution of higher education and
research located on the largest Greek island, Crete. Established in 1973, UoC has
rapidly grown into one of the most respected universities in Greece and the
broader European academic landscape. With campuses in Heraklion and
Rethymnon, the university is strategically positioned at the crossroads of Europe,
Africa, and the Middle East, fostering a unique blend of cultural and academic
exchanges.

UoC comprises five schools and sixteen departments, spanning disciplines from
the humanities and social sciences to natural sciences, medicine, and education.
This multidisciplinary structure enables a comprehensive academic experience,
nurturing intellectual curiosity and critical thinking among its students. The
university’s commitment to academic excellence is reflected in its consistent
ranking among the top universities in Greece and its inclusion in several
international rankings, such as the Times Higher Education and QS World
University Rankings.

One of the University of Crete’s defining features is its strong emphasis on
research. The institution has established numerous research centers and
institutes that focus on cutting-edge fields, including molecular biology,
materials science, environmental studies, and cultural heritage. Notably, the
Foundation for Research and Technology — Hellas (FORTH), one of Greece’s most
prestigious research centers, maintains a close partnership with UoC. This
collaboration provides students and faculty with access to state-of-the-art
facilities and resources, fostering groundbreaking research and innovation.

The university is also deeply engaged in European and international academic
networks. Through participation in programs such as Erasmus+, Horizon Europe,
and various bilateral agreements, UoC promotes mobility, intercultural dialogue,
and collaborative research. These initiatives enable students and faculty to
engage with peers worldwide, broadening their academic and cultural horizons.
Moreover, UoC is dedicated to addressing contemporary global challenges. Its
academic programs increasingly integrate sustainability, digital transformation,
and social responsibility into the curriculum. The university supports initiatives
aimed at environmental protection, socialinclusion, and the promotion of human
rights, aligning with the United Nations Sustainable Development Goals (SDGs).
The student life at UoC is vibrant and diverse, enriched by numerous student
organizations, cultural events, and extracurricular activities. The university’s
idyllic location provides an inspiring backdrop for academic pursuits, while the
island’s rich history, stunning landscapes, and warm Mediterranean climate
create a unique environment for personal and intellectual growth.

In conclusion, the UoC stands as a beacon of academic excellence and
innovation in the Mediterranean region. Its commitmentto research, international
collaboration, and societal impact makes it an ideal partner for European
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educational projects and a nurturing environment for the next generation of
scholars and professionals.

Type: Long course

Author/ designer: Panagiota Samioti

School/ Department: Writing Centre, School of Philosophy
Audience: School of Philosophy Students

Duration: Six 3-hour meetings (Total:18 hours)

Objectives- expected outcomes
At the end of the intervention, students:
- Became aware of what disinformation is and its characteristics (Topic 3 of
the curriculum)
- Knew the characteristics of fake news (Topic 4)
- ldentify deceptive content and persuasive techniques used in fake news
(topic 2)
- Determined the overall reliability of information sources (Topic 4)
- Checked the use and decide on the usefulness of Al while achieving all the
previous aims

Educational materials

Texts from social media, online news, scientific journals on the topic of chocolate
and weight loss (Texts are shared on Truly Media platform,
https://app.truly.media/). For example, a hoax scientific article was provided to
students for validation: (https://drive.google.com/file/d/1sGWY0j30cS5-
w9qGTZ0khf2¢-iule6k_/view?usp=drive_Llink).

Teaching methods

e Lecture

e Discussion and experiential learning regarding fake news in both science
and social media and students’ critical thinking through the appropriate
questions

e Inquiry and collaborative learning (e.g., asking students to find the
disinformation

e mechanismsintexts in groups)

e Project-based learning, inviting students to create a list of actions that
citizens can take to combat disinformation

e Critical collective reflection on students’ learning

Course breakdown
The course had 3 parts:
® The 1% part consisted of 1 session (see below), during which students
investigated terms and terminology used to refer to disinformation. They
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collaboratively read and discussed how the relevant terminology is
presented in scientific and EU texts along with ChatGPT’s answers.
O 1 session: Terminology and Terms

Aim/Output: Clarify terms relevantto disinformation and fake news
Materials: Scientific and EU texts discussing the relevant
terminology along with the ChatGPT (e.g.,
https://www.disinfo.eu/publications/disinformation-glossary-150-
terms-to-understand-the-information-disorder/)

In the 2™ part, which consisted of 3 sessions (see below), the students
investigated the criteria that are used to identify fake news and applied
them in ChatGPT. They studied the characteristics of fake news through
hands-on activities with real fake news. Students made their own inquiries
to find fake news in the social media they use and discovered suspicious
content justifying why they believed it was suspicious. Also, they identified
fake news and validated texts (i.e., News and Scientific articles, Social
Media Posts with topics relevant to chocolate and health) using Al
platforms (Truly Media) and tools (ChatGPT).

O 2" session: Fake news identification (stage 1)

Aim/Output: Criteria to identify fake news and application in ChatGPT

Materials: News and Scientific articles, Social Media Posts

O 3"session: Fake news identification (stage 2)

Aim/Output: LANGUAGE CRITERIA LIST
(https://docs.google.com/document/d/1U5LQ6gjglhAP_kCGzvp598nf
BXNmr_8Swy8-Ez9sS94/edit?tab=t.0)

Materials: News and Scientific articles, Social Media Posts

O 4t™session: Criteria application on texts with the use of Al
Aim/Output: Validation of texts
Materials: Use of Al to analyze and validate texts

In the 3" part, which consisted of 2 sessions (see below), students were
invited - in groups of three - to create a list of actions for citizens to resist
disinformation. They were asked to use project-based learning for this
purpose. Finally, the students were invited to participate in a collective
reflection on their full experience. The educator fed their reflection with the
appropriate questions. Discussions on the impact of fake news in our daily
lives followed.

O 5™ session: How do fake news affect general public?

Aim/Qutput: List of consequences

Materials: Scientific and EU texts discussing the relevant topic

O 6™ session: Measures to combat fake news from a citizen’s

perspective
Aim/Output: List of actions that a citizen should take
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(Students’ discussion took into account all the previous sessions’
outcomes)

Selected activities

Activity 1

Description

The following activity is an online group discussion and forum participation task
aimed at helping students understand and reflect on key terminology related to
disinformation. It is part of a higher education lesson on how to combat
disinformation and encourages collaborative learning and critical thinking.

Estimated time for completing the activity: 30 minutes.

Materials
Sessa, Maria Giovanna. “Disinformation Glossary: 150+ Terms to Understand the
Information Disorder.” EU DisinfoLab, March 30, 2023.

https://www.disinfo.eu/publications/disinformation-glossary-150-terms-to-
understand-the-information-disorder

Activity Breakdown
1. Group Discussion (15 minutes)
o Students discuss within their groups and select 1-2 key terms
related to disinformation that they believe are essential for:

A student
A scientist
An active citizen

o They must support their choices with arguments and examples.

2. Forum Participation (15 minutes)
o After completing their discussion, each group posts their key
takeaways in an online forum.
o One group member is responsible for taking notes and submitting
the response, ensuring they include their group number.

3. Interacting with Other Groups
o If another group has chosen the same term, students can reply to
their post.
o They can either agree or disagree, and they are encouraged to
provide additional arguments or examples to support their
viewpoint.

Learning Objectives
e Enhance awareness of key disinformation-related terminology.
e Develop argumentation skills by defending their choices with logical
reasoning.
e Encourage online engagementin a structured discussion.
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Foster collaboration and critical thinking in evaluating different
perspectives on disinformation.

Suggestions for Adaptation and Use

1. More Interactive Approach: Live Debate Format

Instead of a forum discussion, turn this into a live debate where groups
present their chosen terms and defend them in front of the class.

Other groups <can challenge their choices by presenting
counterarguments.

The instructor can act as a moderator, ensuring fair discussion and
summarizing key points.

2. Gamification: Term Ranking Activity

Each group rates the importance of different terms on a scale (e.g., 1 to
10).

After discussion, all groups vote on the most critical term for combating
disinformation.

The winning term is further analyzed through real-world examples or case
studies.

3. Real-World Application: News Analysis Activity

Groups analyze real news articles or social media posts that involve
misinformation or disinformation.

They identify and connect the misinformation to one of the terms from their
discussion.

The final post should include a real-world example to support their choice.

4. Role-Playing Exercise

Assign each group a specific role (e.g., journalist, scientist, policymaker,
social media user).

They must argue from that perspective why a particular term is the most
important.

This helps students understand the impact of misinformation on different
fields.

5. Individual Reflection After Group Work

After the forum discussion, each student writes a short reflection (e.g., 200
words) on:

o Whatthey learned from the discussion.

o Whether their perspective changed.

o How they can apply this knowledge in real life.
This reinforces critical thinking and personal engagement.
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Activity 2

Description

Students engaged in a creative synthesis exercise where they applied their
knowledge of media literacy, disinformation, and source evaluation to design
informative posters or infographics with the aim to inform higher education
students or citizens on how to combat disinformation in social media or in
evaluating sources. This activity encouraged critical thinking, collaboration, and
creativity, helping them consolidate their learning in a practical and visually
engaging way.

Results of the Activity
This activity helped students:
e Synthesize complex information in a creative format.
e Develop media literacy by critically evaluating online content.
e Enhance communication skills through visual storytelling.
e Apply course concepts in a real-world context.

Students' artifacts

Artifacts Overview

Module 6
Creative process of synthesizing
acquired knowledge
o:‘ E:Imz?:,:’t::“::‘::i? ANTIMETQNIZE THN NAPANAHPO®OPHIH AEIOAO FHZH

)5, 4 Kuvnyrjote tnv aArBela
QE°)  eomAneopépnons MNpootatedote v ENAZ OAHTOZ FTA EEYMINH ANATNQIH! NMHran
kowortntal AzionEzTIA I

wepla
Emyeipnpatoroyiag
S - -
/ - :

1. First Poster (Left - Yellow/Orange Theme)
o Focused on navigating misinformation online and recognizing
deceptive content (e.g., fake news, clickbait).
o Usedicons, text, and images toillustrate key strategies for avoiding
misinformation.
2. Second Poster (Blue Theme)
o Emphasized truth-seeking and community protection from
misinformation.
o Included numbered steps and a notebook and globe icon,
indicating critical thinking and global awareness.
3. Third Poster (Purple Theme)
o Provided a guide for identifying misinformation.
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o Covered source credibility, persuasion techniques, and
argumentative evaluation.

o Used structured sections with illustrations of people engaging with
information.

4. Fourth Poster (Right - Minimalist Design, Circular Elements)

o Discussed source evaluation criteria (e.g., credibility, accuracy,
objectivity).

o Featured a clean, infographic-style layout, making it easy to digest
key principles.

Evaluation — Students’ answers

Students found the course engaging, insightful, and effective in enhancing their
critical thinking and media literacy skills. They particularly appreciated the
interactive discussions, real-world examples, and structured learning approach.
Many students mentioned that the course improved their ability to identify
misinformation and understand media influence. The knowledgeable instructor
and well-designed assignments also contributed to a positive learning
experience.
Here are some indicative comments made by the students:
e "The course gave me a new perspective on critical thinking and media
literacy."
e "l really enjoyed the interactive discussions; they helped me understand
the topic better."
e '"The real-world examples used in the lessons made everything more
relatable and easy to grasp."
e "| now feel more confident in identifying misinformation and fake news
online."
e '"The assignments were engaging and challenged me to think deeper about
the subject matter."
e "This course has made me more aware of how media influences our
opinions and decisions."
e '"| appreciated the structured approach; each lesson built on the previous
one, making learning smooth."

Evaluation — Reflections from educator’s journal entries

The teacher's reflectionsindicate that the course was highly effective in equipping
students with critical thinking skills and practical strategies to combat
disinformation. Students progressed from acquiring foundational digital literacy
skills to confidently evaluating online information and recognizing credible
sources. The teacher acknowledged the impact of interactive activities, hands-on
exercises, and peer collaboration in fostering engagement and deep learning. The
course successfully empowered students to navigate digital spaces more
critically, and the teacher intends to refine the structure further by extending its
duration and incorporating more experiential learning opportunities.

Here are some indicative comments:
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e "Students gained foundational knowledge regarding digital skills and their
application in combating disinformation."

e "Students demonstrated confidence in their ability to navigate digital
spaces more effectively."

e "The collaborative nature of the course activities facilitated peer learning
and discussion."

e "Students demonstrated the ability to recognize and evaluate
disinformation."

e "The course has sharpened their general critical thinking abilities."

e "Students have developed concrete strategies for evaluating the validity
and reliability of sources."

e "Students' growth underscores the importance of providing hands-on
experiences."

e "Providing practical tools to navigate the complexities of the digital
landscape effectively."

PRACTICUM COURSE
How can we teach young children to combat disinformation?
Identity of the course

Author/ designer: Eleni Katsarou

School/ Department: Department of Primary Education

Audience: Primary Education Department Students studying to become Future
Teachers

Duration: Spring Semester of the academic year 2023-24

Course description/Lesson Plan

Objectives
At the end of the intervention, the students will

- Be aware of what disinformation is (topic 3)

- Know the characteristics of fake news (topic 4)

- Have practiced teaching the phenomenon through a teaching scenario of
their own

Educational materials

MRNA vaccines and how can a scientific research be distorted:
https://www.ellinikahoaxes.gr/2023/12/27/exetasi-ischyrismon-gia-anichnefsi-
emvoliou-kata-tis-covid-se-kardies-anthropon-pou-pethanan/

Addiction to screens and addiction to heroin:
https://www.ellinikahoaxes.gr/2018/01/11/digital-heroin/

Teaching methods
-Lecture (about the characteristics of fake news),
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- Discussion on specific indicative fake news (during the lecture) and students’
critical thinking through the appropriate questions,

-Inquiry and collaborative learning (asking students to find the disinformation
mechanisms in texts in groups/ working in groups of 3),

-Project-based teaching (inviting students to create a scenario for teaching fake
news in their practicum through a project),

- Critical collective reflection on their teaching

Indicative teaching activities

The course had 3 parts.

In the 1° part, the educator informed students about fake news, and invite them
to study their characteristics through hands-on activities with real fake news.
Discussions on the impact of fake news in our daily lives followed. Students made
their own inquiries to find fake news in the social media they use and discover
suspicious content justifying why they believe it is suspicious. Finally, they
highlighted in the class the language fake news use and their discourse.

In the 2" part, the students (future teachers) were invited -in groups of three- to
create ateaching scenario for empowering young pupils in elementary schools to
resist disinformation. They were asked to use project-based learning for this
purpose. Once the scenarios are created, they got feedback from the educator.
After they are improved and finalized, they were implemented in the classes.
During implementation, observation took place.

In the 3" part, the students were invited to participate in a collective reflection on
their full experience. The educator fed their reflection with the appropriate
questions.

Students’ Assessment: a) test with news and the students were invited to
identify suspicious content, b) evaluation of their teaching scenario, c) evaluation
of the scenario’s implementation and students’ reflection on it.

Evaluation of the scenario: Research tools used and data collected

Students’ questionnaire, teacher’s journal, internal observation, students’ scores
in the assessment.

Selected activities

Activity 1:

Discussion on the causes, consequences, and ways to address disinformation.
Creation of comics and posters in groups focused on different aspects of

disinformation.

® Linkto Curriculum:
o Topic 3a and 3b: Understanding causes and methods of disinformation.
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o Topic 3c: Critical evaluation through creating and discussing comics and
posters.

Success: Using inductive reasoning and group activities, the students engaged in
critical thinking and applied their understanding in creative outputs, reflecting the
curriculum's emphasis on analysis and evaluation.

Activity 2:
Creation of activity books with tasks that involved distinguishing between true and
false news and providing advice to avoid misinformation.

® Linkto Curriculum:
o Topic 4a and 4b: Assessingvalidity of information and discussing criteria
for evaluating sources.
o Topic 4c: Evaluating overall reliability of information through activities.

Success: Activities like assessing texts for truthfulness and discussing criteria for
validity directly correspond to curriculum objectives, demonstrating a practical
application of evaluating information reliability.

Activity 3:

Creation of comics, posters, and songs about disinformation. Students also
developed criteria for recognizing fake news and created their own fake news
stories.

® Linkto Curriculum:
oTopic 3a, 3b, and 3c: Emphasized through creating and discussing
various media forms that illustrate disinformation characteristics and
methods.
o Topic 4a and 4b: Discussing and applying criteria forinformation validity.

Success: Engaging students in creative projects and discussions about the
criteria for recognizing disinformation aligns with curriculum goals, fostering
critical evaluation skills.

Activity 4:
Creation of a website (realorfakenews.com) with posters and videos analyzing
true and false news, explaining the reasoning behind their evaluations.
® Linkto Curriculum:
o Topic 4a and 4c: Focused on assessing the validity and reliability of
news sources.
e Topic 3a and 3c: Continuous critical evaluation of information.

Success: The development of a website and creation of multimedia content
highlight the students' ability to critically assess and communicate information
validity, showcasing a comprehensive application of the curriculum.

Students' artifacts
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Here you can watch the video with the students’ artifacts.

Evaluation — Reflections from educator’s journal entries

During the practicum course at the University of Crete in the spring semester of
2023-24, | worked with 21 students over 35 hours. The focus was on empowering
them to address disinformation in educational contexts. | was surprised to
discover that many of the students had limited knowledge about disinformation
and often confused it with fraud, highlighting a broader gap in media literacy.
However, they made impressive progress: not only did they deepen their
understanding of the issue, but they also successfully desighed and implemented
interactive teaching interventions aimed at young pupils aged 7-12. This was
particularly challenging, given the complexity of the topic and the age group, yet
they managed to create their own educational materials due to the lack of existing
resources. | believe the course was highly effective—not because of the
theoretical input alone, but because the students were actively engaged in
producing their own content and teaching strategies. As a teacher, | realized that
both university students and young children can grasp complex concepts when
supported by appropriate methodology and resources. In the future, | intend to
enhance the course by incorporating more practical exercises that help students
apply criteria for identifying fake news. While | currently see no need for changes
to the curriculum’s objectives or tools, | recognize the importance of expanding
students’ opportunities to practice critical evaluation skills in real-world
contexts.

Vrije Universiteit Brussel (VUB), located in the heart of Brussels, Belgium, is a
dynamic, research-intensive university known for its commitment to freedom of
inquiry, critical thinking, and social engagement. Established in 1970 as an
independent continuation of the Free University of Brussels, VUB upholds the
values of free research and academic freedom, which are deeply embedded in its
institutional culture.

VUB offers a broad spectrum of undergraduate, graduate, and doctoral programs
across various fields, including engineering, social sciences, law, arts,
humanities, and health sciences. Its multilingual approach and international
outlook attract a diverse student body, creating a vibrant academic community
with students from over 150 countries.

Research at VUB is both fundamental and applied, addressing complex global
challenges and contributing to societal well-being. The university hosts numerous
interdisciplinary research centers and participates in major European and
international research projects. Areas of excellence include artificialintelligence,
life sciences, environmental sustainability, robotics, and social innovation. VUB
is an active participant in Horizon Europe, Erasmus+, and other collaborative
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frameworks, fostering partnerships with academic institutions, industry leaders,
and policymakers worldwide.

VUB’s strategic location in Brussels, the de facto capital of the European Union,
offers unparalleled access to European institutions, think tanks, and international
organizations. This proximity enables the university to play a significant role in
policy development and advocacy, particularly in areas related to science
diplomacy, human rights, and sustainability.

The university is deeply committed to social responsibility and civic engagement.
It promotes inclusivity, diversity, and community involvement through various
initiatives, including outreach programs, public lectures, and cultural events.
VUB’s Green Team and sustainability agenda reflect its dedication to
environmental stewardship, aiming to create a sustainable campus and foster
awareness about ecological issues.

Student life at VUB is lively and inclusive, with a range of student organizations,
cultural festivals, and sporting events that enrich the university experience. The
cosmopolitan atmosphere of Brussels, combined with VUB’s supportive
environment, provides students with exceptional opportunities for personal and
professional growth.

In conclusion, Vrije Universiteit Brussel is a forward-thinking institution that
seamlessly blends academic excellence with social impact. Its emphasis on
freedom, diversity, and innovation makes it a valuable partner in European
educational projects and a nurturing ground for future leaders and
changemakers.

Lesson Type: Long course

Author/ designer: Nadia Tjahja
Semester: Fall 2024 (August-December)
Lesson duration: 21x1.5h lessons

Description

This course examined the complexities of information in the digital age, focusing
on how misinformation and disinformation shaped public understanding.
Students developed skills in critical analysis, source verification, and ethical
information use. The course combined theoretical insights with practical
applications to help students navigate today’s media landscape.
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Learning Objectives
By the end of the course, students had:

e Understood the role of information literacy in society.
Identified and analyzed misinformation and disinformation strategies.
Evaluated sources using critical thinking and fact-checking methods.
Applied ethical principles to information use and dissemination.
Developed effective communication strategies to counter disinformation.

Course Format
e Lectures & Discussions
e Workshops & Practical Exercises

Course Breakdown
Week 1: Introduction to Information Literacy
e Introduced key concepts and terminology. (You can view the presentation

here)
e Explored the history and impact of information manipulation.
Week 2: Identifying Misinformation & Disinformation
e Examinedtechniques used to spread false information.
e Analyzed case studies on viral misinformation.
Week 3: Fact-Checking & Source Evaluation
e Applied tools and methods for verifying sources.
e Discussed media biases and their effects.
Week 4: Algorithms & Information Consumption
e Investigated how social media platforms shaped information flows.
e Explored the role of Al in misinformation.
Week 5: Ethical Considerations in Information Use
e Debated digital ethics and responsibilities.
e Reviewed legal frameworks and policy responses.
Week 6: Countering Disinformation
e Developed strategies for debunking false claims.
e Evaluated the role of journalism and education.
Week 7-8: Final Projects & Presentations
e Conducted student-led research and analysis.
e Presented findings and engaged in peer discussions.

Readings & Resources
Newsletters

< Misinformation Review: https://misinforeview.hks.harvard.edu/
< EU Disinfo Lab: https://www.disinfo.eu/outreach/our-newsletter/

<+ EDMO: https://ec.europa.eu/newsroom/edmo/user-
subscriptions/2487/create

< EUvsDisinfo: https://euvsdisinfo.eu/
< Snopes: https://www.snopes.com/join/
« Conversations with data: https://datajournalism.com/read/newsletters
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Think tanks

< European Parliamentary Research Service (EPRS):
https://epthinktank.eu/tag/disinformation/

< Chatham House: https://www.chathamhouse.org/topics/disinformation

<& NATO Strategic Communications Centre of Excellence:
https://stratcomcoe.org/publications?tid[]=30

Discipline-relevant journals
+ Journal of Media Literacy: https://ic4ml.org/journal-of-media-literacy/
«» Media, Culture & Society: https://journals.sagepub.com/home/mcsa

2

< Mass Communication and Society:
https://www.tandfonline.com/journals/hmcs20

< New Media & Society: https://journals.sagepub.com/home/nms
«» Social Media + Society: https://journals.sagepub.com/home/sms

< International Journal of Intelligence and Counterintelligence:
https://www.tandfonline.com/journals/ujic20

Games on disinformation
< Bad News: https://www.getbadnews.com/books/english/

« Libertas Veritas: A game of misinformation and propaganda:
https://apps.deakin.edu.au/library/dlm/twine/MisinformationGame.html

+«» Troll Factory: https://trollfactory.yle.fi/
+» Fakey: https://fakey.osome.iu.edu/

Suggestions for Adaptation and Use

To enhance the course, the theoretical foundations could be deepened by
incorporating historical and geopolitical case studies, along with philosophical
discussions on truth and media ethics. Practical engagement could be
strengthened through real-time fact-checking exercises, collaborations with
journalistic organizations, and simulations of disinformation spread. Critical
digital literacy should be expanded by integrating Al-generated misinformation
detection, algorithmic bias exploration, and insights from cognitive science on
misinformation psychology. Lastly, interdisciplinary connections could be
broadened by incorporating perspectives from political science, law, sociology,
and computer science, as well as offering specialized modules on topics like
health misinformation and election interference.

Selected activities
Activity 1: Decision making diary assighment
e Activity: Over 3 months, students kept a decision-making diary in which

they reflected on the information they received and how this impacted
their decision making. Prompts were given where students focused on
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particular points related to the course, such as reflecting on whether they
would think about and how they think about sharing information that was
sent to them, and if they did not forward that information, what variables
made them decide not to do so.

e Success: Students became more conscious of the different information
flows in their lives and how that impacts their decision making. They
reflected on how critical they are on the information they received, and
from who they received it and whether they fact check and source verify,
orwhethertheyrelied on experience. They expressed thatthey are far more
conscious about the information flows in their lives and how that
information and sources shape the decision they take.

Note: The implementation of this approach at the university of Vrije in Brussel has
been considered successful according to the educator’s reflections, who have
provided valuable insights into the process. However, it is important to note that
data from students or their assignments are available, due to privacy concerns
and voluntary participation. In the CMM234 course, students declined data
storage; in the CMM251 course, they opted out entirely.

Activity 2: Trust me
e Activity: In this lecture, students watched the documentary “Trust Me”
and had a discussion based on the guiding questions.
e Success: Students reflected on the different forms of disinformation and
how they are spread and what impact that has on society

Activity 3: The fake news spectrum: the 7+2 types of mis- and disinformation
e Activity: In this lecture, students looked at a variety of different types of
mis- and disinformation by walking through differentreal life examples and
identifying the different components to recognise them.
e Success: Students were able to recall the different mis- and
disinformation types

Activity 4: Disinformation, democratic processes and citizenship

e Activity: In this lecture, students hear from a campaign manager who
presents a bottom-up reflection on EU legislation on disinformation and
sharing the concerns about its implementation in the field. Students also
had a short introduction to heuristics.

e Success: Students understood the complexity that practitioners face
when having to interpret and implement regulations. They also understood
how audiences might be deceived by disinformation.

Activity 5: Persuasive techniques: an overview of rhetorical analysis
e Activity: Using the SPACE MCAT framework, students walk through an
example on how to analyse a video and then do an individual exercise to
analyse a video which is discussed in class. Students then discussed how
to have meaningful discussions when you do or don’t have the background
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https://www.trustmedocumentary.com/
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of the story, and how to have meaningful conversations when you
experience information in real life which conflict with your taught
knowledge

Success: Students understood the different components and were able to
identify the SPACE MCAT components but did not thoroughly analyse or
identify questionable information that was collected

Activity 6: Validity and reliability of information and sources

Activity: Using the SPACE MCAT framework, students analysed two
opinion articles on the same topic by two prominent journalists and were
required to identify misleading information. Students then discussed how
to have meaningful conversations when you are confronted by the same
issue that are approached from different framings and understanding.
Success: Students were able to identify the SPACE MCAT components
and when gently guided towards deeper analysis on the validity and
reliability of the two pieces, were able to identify the misleading
information.

Activity 7: How do social media platforms allow users to consume content?

In this lecture, students explore platforms with the aim to understand how
recommender systems (or algorithmic recommendations) work and
impact the information we receive. Students learn how platforms aim to
engage users to interact with platforms. Finally students explore platforms
to learn about algorithmic user control and how their behaviour impacts
the information they receive, and how to adjust settings accordingly.
Success: Students became more aware of their social media use and how
they receive information.

Activity 8: Memes and misinformation

Activity: In this lecture, students learned about meme persuasion (visual
rhetorics), what makes a meme attractive for engagement and raising
awareness about amplification. Students also looked at countering
misinformation with memes and creating their own.

Success: Students view memes very differently now. Previously seen as
entertainment, they realise now the impact it has on information sharing
and creating or confirming a social identity.
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The Medical University of Gdansk (MUG) is Poland’s leading medical university
and a prominent center for medical education, research, and clinical practice.
Located in the historic port city of Gdansk on the Baltic coast, MUG combines a
rich academic tradition with modern infrastructure and innovative research.

MUG offers a comprehensive range of programs in medicine, dentistry,
pharmacy, and health sciences, with courses available in both Polish and English.
Its International Medical Program attracts students from over 50 countries,
making MUG a truly global educational institution.

Research at MUG is integral to its mission, with a strong focus on translational
and clinical research that directly benefits patient care. The university excels in
fields such as oncology, cardiology, immunology, and molecular medicine. Its
partnerships with leading research institutions, hospitals, and pharmaceutical
companies facilitate cutting-edge research and innovation.

MUG is home to state-of-the-art facilities, including the Invasive Medicine Centre
and the Non-Invasive Medicine Centre, which provide world-class environments
for research and clinical training. The university’s emphasis on simulation-based
education ensures that students gain hands-on experience in a safe and
controlled setting.

Internationalization is a key priority for MUG. The university actively participates
in Erasmus+, Horizon Europe, and numerous bilateral agreements, fostering
academic mobility and collaborative research. MUG’s involvement in
international consortia and networks enhances its global reputation and provides
students with invaluable cross-cultural experiences.

Beyond academics, MUG is deeply committed to public health and community
engagement. The university organizes health promotion campaigns, public
lectures, and free medical consultations, contributing to the well-being of the
local community.

Student life at MUG is dynamic and supportive, with a range of extracurricular
activities, student organizations, and cultural events. Gdansk’s coastal location,
rich history, and vibrant cultural scene provide an inspiring backdrop for
academic and personal development.

In conclusion, the Medical University of Gdansk stands at the forefront of medical
education and research in Poland. Its commitment to excellence, innovation, and
international collaboration makes it an invaluable partner in European
educational initiatives and a leading institution for training the healthcare
professionals of tomorrow.
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Educator: Przemystaw Waszak MD PhD
Lesson type: Seminars

Students number: 21

Semester: Spring 2024 (March 2024)
Lesson duration: 3 meetings, per 4 hours
Curriculum topics covered: 1,2,3,4,5,6,9,10

Lesson 1: Introduction to Fake News
e Curriculum Topics Covered: Topic 1 - Differentiation among facts,
opinions, and statements.
e Activities:
e Define fake news and conspiracy theories.
e Discussexamplessuchas"Blue Whale Challenge" and "Pizzagate."
e Analyze statements to distinguish between fact and opinion.

Lesson 2: Psychological and Social Drivers
e Curriculum Topics Covered: Topic 2 - Deceptive content / Persuasive
techniques;

e Activities:

e Explore cognitive errors, social needs, and psychological traits
behind belief in conspiracies.

e Case studies on mental health and disinformation.
e Group analysis of how persuasion techniques manipulate beliefs.

Lesson 3: Tools for Identifying Fake News
e Curriculum Topics Covered: Topic 4 - Validity and reliability of
information/sources; TOPIC 5: Identify/Appreciate scientific research
features
e Activities:
e Learn criteria for assessing information reliability using tools
e Apply DISCERN and Bradford Hill criteria to evaluate medical
misinformation.
e Hands-on session using Google Lens or Hoaxy for fact-checking.

Lesson 4: Impact of Disinformation on Medicine
e Curriculum Topics Covered: Topic 3 - Definitions and methods of
disinformation; TOPIC 6: Educational / Fact checking tools or platforms
e Activities:
e Case studies: Vaccination myths, health risks of 5G, and diet-
related conspiracies.
e Lecture: The role of media and social platforms in spreading
misinformation.
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https://drive.google.com/file/d/19M0JC48uToV5lzzy9vmaI7-Q2z_EwhtL/view?usp=sharing
https://drive.google.com/file/d/1iIaYsdN3VenajUIBPJaPEwsovigVjDfp/view?usp=sharing
https://drive.google.com/file/d/1s0xfz8cwzGldqwaKO9jClasfPt7gZ9Ur/view?usp=sharing
https://drive.google.com/file/d/1kjDwU32ffLVIRbrVNiHKKu87ssSXWCOM/view?usp=sharing

e Workshop: Developing strategies to combat fake news in medical
practice.

Lesson 5: Communication and Empathy
e Curriculum Topics Covered: Topic 10 - Media, societies, and individuals’
responsibilities. TOPIC 9: Motivations and reasons for spreading
disinformation
e Activities:
e Role-play empathetic communication with patients influenced by
conspiracy theories.
e Discuss societal and professional responsibilities in combating
misinformation.

Students' artifacts

The final task for students involved critically analyzing the provided information.
Students were instructed to evaluate the reliability of the article referenced in the
task using the tools and methods discussed during the course (e.g., PubMed,
UpToDate, Perplexity, etc.).
They were required to:

1. Assess the credibility of the source and the content.

2. Briefly justify their reasoning and approach.

The full text of the article to be analyzed was provided via the following link:
Medonet article: "Czy korzystanie z komoérki moze doprowadzi¢ do rozwoju
raka?". (translated: "Can the use of cell phones lead to cancer?")

This exercise aimed to reinforce their ability to verify the reliability of medical
information and critically assess claims using evidence-based resources.

Evaluation - Students’ answers

e "Getting to know so many strange fake news stories."

e '"Topics related to Al, as it is a very broad topic and | think it should be
analyzed more deeply."

e "l will pay more attention to the sources from which the information
originates."

e "|will be more cautious when reading information on the internet."

e "|willmore often refer directly to scientific sources, as | now see how many
myths are commonly believed to be true."

e _lwillbe more understanding of people who believe in things different from
what | do."

e "|willtry to convince people not to perpetuate obvious fake news."

e "l learned not to draw hasty conclusions from everything | hear or read
online."

e "| realized the importance of thinking critically not only about others but
also about myself."
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https://drive.google.com/file/d/1r0-C4ZyEgSXBUB2kRMUGoMqw5SvDF-06/view?usp=sharing
https://drive.google.com/file/d/1A40Nr6JrPS49E9fPXcH7S8E7AQstHpcQ/view?usp=sharing
https://www.medonet.pl/zdrowie,czy-korzystanie-z-komorki-moze-doprowadzic-do-rozwoju-raka-,artykul,1723209.html
https://www.medonet.pl/zdrowie,czy-korzystanie-z-komorki-moze-doprowadzic-do-rozwoju-raka-,artykul,1723209.html

e "l learned to look at posts and articles with greater skepticism about their
reliability."

e "Topics | hadn’t heard about before, like the Blue Whale, were eye-
opening."

e '"|learned to use the Perplexity program, and the case of the consul made
a strong impression on me."

e "There are many different and not always obvious factors that influence
what people believe."

Evaluation - Reflections from educator’s journal entries

In teachers’ opinion the courses have effectively introduced students to the
fundamentals of disinformation, including how to recognize propaganda, use Al
for fact-checking, and identify reliable sources in medical science. As of March
12th, the students had already learned "basic concepts of disinformation, how to
recognize propaganda language, how to use Al for fact-checking, and what are
reliable sources of scientific information in medicine."

By March 18th, the topic expanded to include the "psychological and social
causes and consequences of disinformation." The course has proven effective,
with students reinforcing their fact-checking skills and gaining valuable tools to
combat disinformation.

As an instructor, the teacher learned that "it’s not easy to throw out a ridiculous
fake statement and do real-time fact-checking" because it often requires more
time than expected. Moreover, students responded positively to examples from
outside of medicine, which was initially a concern. However, the teacher noted
that students found it more challenging to engage with evidence-based medicine
(EBM) and source analysis.

Going forward, the teacher plans to involve students more in group work and
stimulate discussions, recognizing the value of these activities in enhancing
learning. The teacher also identified the need to "add more medical context—
what to do in the clinic with a patient who believes in fake news and conspiracy
theories" as an area for improvement.

The course could benefit from additional structuring, particularly in providing a
"more structured method for debunking fake news." Furthermore, more practical,
group-based tasks, such as "group debunking of fake news," would enhance the
learning experience. Lastly, the teacher observed that while there is limited time
to teach about the hierarchy of evidence in medicine, practical tips are highly
valued by students. The course has successfully engaged students, particularly
those in dietetics, who found it relatable due to the prevalence of disinformation
in their field.
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Medical University of Gdansk

Instructor: Przemystaw Waszak MD PhD

Lesson type: Seminars

Number of students: 16 (2nd and 3rd year, English language studies)
Semester: Spring 2024 (April)

Lesson duration: 3 meetings, 4 hours each

Curriculum topics covered: 1, 2, 3,4, 5, 6,9, 10

Lesson 1: Introduction to Fake News

e Define fake news and conspiracy theories.

o Discuss examples such as '‘Blue Whale Challenge' and 'Pizzagate’.
e Analyze statements to distinguish between fact and opinion.

Lesson 2: Psychological and Social Drivers

e Explore cognitive errors, social needs, and psychological traits behind belief
in conspiracies.

e (Case studies on mental health and disinformation.

e Group analysis of how persuasion techniques manipulate beliefs.

Lesson 3: Tools for Identifying Fake News

e Learn criteria for assessing information reliability using tools.

e Apply DISCERN and Bradford Hill criteria to evaluate medical misinformation.
e Hands-on session using Google Lens or Hoaxy for fact-checking.

Lesson 4: Impact of Disinformation on Medicine

e Case studies: Vaccination myths, health risks of 5G, and diet-related
conspiracies.

e |ecture: The role of media and social platforms in spreading misinformation.

e Workshop: Developing strategies to combat fake news in medical practice.

Lesson 5: Communication and Empathy

e Role-play empathetic communication with patients influenced by conspiracy
theories.

e Discuss societal and professional responsibilities in combating
misinformation.
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https://drive.google.com/file/d/19M0JC48uToV5lzzy9vmaI7-Q2z_EwhtL/view?usp=sharing
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https://drive.google.com/file/d/1r0-C4ZyEgSXBUB2kRMUGoMqw5SvDF-06/view?usp=sharing
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Students' artifacts

. Do vaccinations cause autism?

. Does 5G cause brain tumors?

. Does drinking wine prolong life?

. Does social media cause depression?
. Is marijuana safer than alcohol?

. etc.

Figure 1Questions posed in the classroom

Evaluation - Students’ answers

e learning the source of fake news and misconception and how to deal with
patients believing them

e To get out of the course more capable to distinguish fake from real
information on the internet.

e Yes,itisgoodto be reminded thatwe as citizens must participate in taking
the responsibility for information we really on and share further.

e Working with real fake/real news and analyzing them. It was like a practical
class.

e | will be more critical toward the author and be more aware that mistakes
happen more often than we might think.

e Thatthe course was not only slides but a mix of videos, discussion, cases
and interactions with other students. It was great to not lose focus during
those 3h.

e Maybe when it comes to case studies it would be better to divide students
into smaller groups, because then it is easier to open and talk.

Evaluation - Reflections from educator’s journal entries

A few students found activities involving the analysis of research studies less
engaging, suggesting a need for more interactive approaches. Others
recommended smaller group sizes during case study discussions to encourage
broader participation. Despite these minor critiques, the course was highly
effective in achieving its objectives, equipping students with the tools and
knowledge to critically assess misinformation while preparing them to
communicate responsibly and empathetically in their future medical careers.

Medical University of Gdansk
Instructor: Przemystaw Waszak MD PhD
Lesson type: Seminars

Number of students: 22

Semester: Spring 2024 (March)

Lesson duration: 1 meeting, 4 hours each
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Curriculum topics covered: 1, 2, 3, 6,
Course Description / Lesson Plan

Lesson 1: Introduction to Fake News
e Curriculum Topics Covered: Topic 1 - Differentiation among facts,
opinions, and statements.
e Activities:
o Define fake news and conspiracy theories.
o Discussexamplessuchas"Blue Whale Challenge" and "Pizzagate."
o Analyze statements to distinguish between fact and opinion.

Lesson 2: Psychological and Social Drivers
e Curriculum Topics Covered: Topic 2 - Deceptive content / Persuasive
techniques;

e Activities:

o Explore cognitive errors, social needs, and psychological traits
behind belief in conspiracies.

o Case studies on mental health and disinformation.
o Group analysis of how persuasion techniques manipulate beliefs.

Lesson 3: Impact of Disinformation on Medicine
e Curriculum Topics Covered: Topic 3 - Definitions and methods of
disinformation; TOPIC 6: Educational / Fact checking tools or platforms
e Activities:
o Case studies: Vaccination myths, health risks of 5G, and diet-
related conspiracies.
o Lecture: The role of media and social platforms in spreading
misinformation.
o Workshop: Developing strategies to combat fake news in medical
practice.

Selected Activity

The final task for students involved critically analyzing the provided information.
Students were instructed to evaluate the reliability of the article referenced in the
task using the tools and methods discussed during the course (e.g., PubMed,
UpToDate, Perplexity, etc.).

They were required to:
1. Assess the credibility of the source and the content.
2. Briefly justify their reasoning and approach.

The full text of the article to be analyzed was provided via the following link:
Medonet article: "Czy korzystanie z komoérki moze doprowadzi¢ do rozwoju
raka?". (translated: "Can the use of cell phones lead to cancer?")
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This exercise aimed to reinforce their ability to verify the reliability of medical
information and critically assess claims using evidence-based resources.

Selected Students’ artifacts

Assignment Task

Refer to the following information. Try to determine its reliability using the tools
we discussed in the course (e.g. pubmed, up-to-date, perplexity, etc.) Briefly
justify your thinking.

Full text of the article;
https://www.medonet.pl/zdrowie,czy-korzystanie-z-komorki-moze-doprowadzic-do-
rozwoju-raka-,artykul,1723209.html

Story: Can cell phone use lead to cancer?

Examples of answers

e The article is from 8 years ago, it was published on Onet.pl, where more
reliable studies are published on portals/journals such as pubmed. In
addition, due to the widespread use of cell phones, it is difficult to have a
“pure” control group, which was also highlighted in the article, and
therefore the results are not authoritative. Therefore, in my opinion, the
article is not entirely reliable and requires its own reflection and critical
approach to the topic.

e The information contained in the article is an example of fake news. The
title of the article is intended to evoke strong emotions in the viewer and
compel him to click on the website link due to fear for his health and life.
The first sentences, which are written in bold, are meant to confirm the
article's title. However, after reading deeper into the article, we learn an
important piece of information

o The research was conducted on animals, so there is no
confirmation of a link between cancer incidence and phone use in
humans (as the title of the article would suggest) On the pages
helping to determine the reliability of the article in question, there
is also no clear answer about the effect of phone use on the
incidence of brain cancer.

e The creator of the thesis is given by name and her place of work is given.

o ldid not notice a link to this particular study, but the journal where
the publication was published was given and the study was briefly
described. A large number of studies were analyzed

o The process of how such an effect can occur was explained

o The phone was not considered an “absolute evil,” but it was
recognized that it should be used judiciously

o Itwas pointed out that not all studies came to the same conclusion

e Pubmed:

e Cellular Telephone Use and the Risk of Brain Tumors: Update of the UK
Million Women Study
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Conclusion: Our findings support the accumulating evidence that cellular
telephone use under usual conditions does not increase brain tumor
incidence.

At first glance, the information seems “reliable” insofar as it has an author
and refers to an expert opinion (Professor Bortkiewicz). The text also
includes data from the institute: National Cancer Center Cancer Registry
o However, one quickly notices a lot of suspicious content in the
article; the title talks about the first such work, while in the body of
the article we see that a “team” of unnamed researchers
conducted a study analyzing “22 other studies.”
o Inaddition, the entire article is significantly emotionally charged.
o There are also a lot of simplifications like “head cancer.” Rather,
more precise names do not appear.
o The paper has no bibliography or reliable footnotes

Research on this topic is still ongoing and the results are inconclusive. It is
impossible to make such a conclusion with certainty.

o Fromthe headline alone itis impossible to determine the reliability
of the study, and at the very beginning the results are given. Itis not
known what the sample of the study was (hnumber of patients) and
whether the age variable taken for the study. For ayoung person, 10
years of phone use may have different effects than for a person over
60. The article, in the headline itself, uses the words “unequivocally
proves” and “extremely dangerous”, which are only intended to
make the reader more excited. In addition, they impose their
opinion on the reader that the study is reliable. At the same time,
the article does not say what conclusions can be drawn from this
study, other than to literally stop using the phone if we want to be
healthy.

Evaluation - Students’ answers

“The most useful part for me was learning where to find good materials and
scientific sources, which will be useful in my future work."

"The most useful topics were about disinformation and how other people
can deceive us, as well as how to prevent it."

“I think everything blended together and there was no element that was
definitely unhelpful.”

“l will be skeptical of everything | read, even from people with
qualifications.”

“l will look at health advice from my grandmother in a different way.”
“What surprised me the most is how much misinformation there is around
me, a lot of articles contain false information.”

“That even people with higher education are sowing misinformation.”
“The fact that practical knowledge was presented and | can use it in further
education.”
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e “The course was open to various discussions, | really liked the fact that
everyone was able to have their say on a given topic.”

e “More examples from the branches of medicine in which the topic of
disinformation or fake news occurred.”

Evaluation - Reflections from educator’s journal entries

The "Short Course on Disinformation" for first-year dietetics students at the
Medical University of Gdansk effectively addressed key topics such as identifying
misinformation, understanding psychological and social drivers behind
disinformation, and its impact on medicine. The course successfully enhanced
students' critical thinking, skepticism toward unreliable information, and their
ability to apply evidence-based verification methods.

Quantitative evaluation highlighted students' high satisfaction with active and
inquiry-based learning methods, and they rated their overall experience
positively. Qualitative feedback emphasized the value of practical knowledge and
its relevance to future professional contexts, along with appreciation for the
engaging atmosphere and discussion-driven approach. While some students
identified statistical content as less engaging, most expressed a desire for more
examples and interactive elements.

The final assessment task revealed strengths in source analysis and content
critique but also exposed gaps in using verification tools and providing detailed
evidence. Students showed increased awareness of sensationalism and the
ambiguity in unverified medical claims, demonstrating the course's impact on
fostering critical engagement with information. Overall, the course achieved its
primary goals, with minor areas identified for improvement, such as expanding
interactive activities and refining strategies to deepen critical evaluation skills.
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The University of Tartu, located in the heart of Estonia, is a historic and globally
recognized research university that plays a pivotal role in the academic and
cultural life of the Baltic region. Founded in 1632 by King Gustavus Adolphus of
Sweden, it is the oldest and most prestigious university in Estonia, with a legacy
that spans nearly four centuries.

As a comprehensive university, the University of Tartu offers a wide range of
programs across disciplines, including arts and humanities, social sciences,
natural sciences, medicine, law, and technology. The university is especially
renowned for its contributions to research and innovation, consistently ranking
among the top universities in emerging Europe and Central Asia. Its commitment
to academic rigor and interdisciplinary collaboration has made it a hub for
knowledge creation and dissemination.

Research at the University of Tartu is both diverse and impactful. The institution
excels in fields such as genetic and molecular biology, neuroscience, computer
science, and digital society studies. The university is home to several research
centers and laboratories that drive advancements in cutting-edge technologies
and solutions for societal challenges. For instance, the Estonian Genome Center
at the University of Tartu is internationally acclaimed for its pioneering work in
biobank research and personalized medicine.

Internationalization is at the core of the University of Tartu’s mission. The
university maintains partnerships with over 800 universities worldwide and
actively participates in programs like Erasmus+, Horizon Europe, and other
mobility and research frameworks. These collaborations enable a dynamic
exchange of ideas, fostering innovation and cultural understanding among
students and faculty alike.

The university is also a catalyst for societal development and digital
transformation in Estonia. It plays a central role in Estonia’s digital governance
model, contributing research and expertise that have shaped the country’s e-
residency program, digital ID system, and cyber defense initiatives. This
alignment with national priorities underscores the university’s relevance and
impact beyond academia.

Campus life at the University of Tartu is rich with opportunities for engagement
and personal growth. Students benefit from a supportive academic environment,
modern facilities, and a range of extracurricular activities, from cultural clubs to
sports teams. The city of Tartu itself, known as the "City of Good Thoughts," offers
a charming and intellectually stimulating setting with its vibrant cultural scene,
historic architecture, and youthful energy. In essence, the University of Tartu
embodies the spirit of curiosity, resilience, and forward-thinking that defines
Estonia. Its dedication to research excellence, global collaboration, and societal
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advancement positions it as a vital contributor to international academic and
innovation ecosystems.

Educator: Daniel Tamm, Anastasya Astapova, Andreas Ventsel, Mari-liis
Madisson

Lesson Type: Hybrid training (online and face-to-face)
Participants: Approx. 7 per session
Duration: 5 modules, spread across several sessions. The following sample
course covers 1 week (20 academic hours).
Timeframe: March 2023 - October 2024

Curriculum Topics Covered: Topics 1-10 (covering theory, psychology, fact-
checking, influence activities, communication, etc.)

Course description/Lesson Plan

Module 1: Theoretical Foundations
e Topics Covered: Definitions of  disinformation, propaganda,
misinformation, fake news.
e Activities:
o Lectures onterminology and real-world examples.
o Analysis of contemporary disinformation cases.
o Introduction to types of influence activities and actors.

Module 2: Motivation and Psychological Aspects
e Topics Covered: Psychological, emotional, and societal triggers behind
belief in disinformation.
e Activities:
o Case study discussions on belief formation and manipulation.
o Group exercises on emotional appeal and cognitive biases.

Module 3: Media Landscape & Tools
e Topics Covered: Source credibility, media literacy, Al in fact-checking.
e Activities:
o Introduction to Al tools like GPT, Perplexity, and fact-checking
databases.
o Exercises on verifying news and identifying false narratives.

Module 4: Practical Simulation & Case Work
e Topics Covered: Real-life fake news analysis, actor identification,
information ecosystems.
e Activities:
o Hands-on simulation involving disinformation scenarios.
o Strategy-building workshops on countering influence activities.
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Module 5: Ethics, Communication, and Responsibility
e Topics Covered: Empathy in communication, ethical dilemmas,
professional duties.
e Activities:
o Role-play exercises in communicating with misinformation-
affected individuals.
o Group reflections on responsibilities of professionals and media.

Activities

Participants were required to:

e Analyze real or simulated disinformation campaigns.
Identify involved actors, motivations, and techniques.
Use Al tools for fact-checking.
Reflect on ethical implications of combating disinformation.
Some of the tasks involved:

e Designinginfographics.

e Drafting response strategies.

e Presenting findings in group discussions.

Evaluation - Students’ answers
Participants reported the following outcomes:

e “Knowledge on basic mechanisms of affection communication,
understanding of the key principles of strategic communication,
knowledge on the meaning-making based on conspiracy narratives and a
basic understanding how social media affordances are used in
information warfare”.

e One thing that impressed me was the interconnectedness of the topic of
disinformation with other subjects and the potential it offers for research
by other disciplines”.

e “| already lecture primary school teachers and NGOs how to counter
disinformation. | will approach it with more focus to audiences' needs”.

Evaluation - Reflections from educator’s journal entries
Facilitators observed:
e Participants showed a clear increase in critical thinking and skepticism.
e Learners were particularly engaged during interactive activities and
simulations.
e Some participants struggled initially with Al-based fact-checking but
improved with practice.
e The most successful modules were those involving group work and real-
life scenarios.
e Thereis a need to expand the training to include more medical and social
care contexts.
e Future improvements include:
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o Morerole-play on patient/professional communication.
o Structured debunking templates.
o Additional time dedicated to source analysis and digital literacy.

Educator: Andreas Ventsel

Lesson Type: Short

Participants: 24

Duration: 5 modules, spread across several sessions. The following sample
course covers 1 teaching day (9 academic hours)

Timeframe: March 2023 - October 2024

Curriculum Topics Covered: 1,2,3,7

Course description/Lesson Plan
Session | — Lecture topic. affective storytelling, emotions, history, semiotics
aspects of disinfo

Activity: Introduction to key concepts such as strategic communication,
disinformation, the semiotic approach, counter-strategies, affective storytelling,
etc.

Link to Curriculum:

e Topics 1-3, 7: The session involved revisiting and defining disinformation
and related concepts such as strategic communication, the semiotic
approach, counter-strategies, and affective storytelling.

e Topics 1-3, 7: Students learned to distinguish between strategic
communication and propaganda, explored the semiotic aspects of
disinformation, and understood affective meaning-making.

e Success: The structured approach of defining key terms, presenting real-
world examples, and engaging students in identifying characteristics of
strategic communication, the semiotic approach, counter-strategies, and
affective storytelling clearly aligned with the curriculum.

Session |l —Seminar

Activity: Students were assigned three seminar texts on strategic/political
communication and affective storytelling, which were provided along with
preparatory questions before the seminar. The goal of the seminar was to
consolidate the knowledge gained from the lecture and contextualize it using
personal examples. At the end of the seminar, students watched and analyzed a
propaganda video using the knowledge acquired.

Link to Curriculum:
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e Topics 1-3, 7: The seminar reinforced the concepts of disinformation and
related topics such as strategic communication, the semiotic approach,
counter-strategies, and affective storytelling.

e Topics 1-3, 7: Students deepened their understanding by distinguishing
between strategic communication and propaganda, exploring the
semiotic aspects of disinformation, and analyzing affective meaning-
making.

e Success: The knowledge gained from the lecture was effectively
reinforced through discussion of the seminar texts. This was evident in the
analysis of the disinformation video, where students successfully
identified aspects of affective meaning-making.

Session |l - Group Work: Affective meaning-making and History Narrative

Activity: In groups of four, students developed an effective campaign designed to
influence the target audience's perceptions and decision-making processes in
favor of the strategic actor they represented. After the preparation period, each
group presented their work and engaged in discussions with the other groups.

Link to Curriculum:

e Topics 1-3,7: The group workinvolved recalling and applying key concepts
related to disinformation, including strategic communication, the
semiotic approach, counter-strategies, and affective storytelling.

e Topics 1-3, 7: Students learned how to create their own strategic
messages and integrate affective meaning-making into their campaigns.

e Success: The knowledge gained from the lectures and seminars was
successfully applied during the group work and subsequent discussions.
We based our approach on the pedagogical assumption that if students
are able to create their own information influence messages, they will later
be more successful in recognizing similar influence strategies in other
information environments.

Session IV - Group Work: Affective meaning-making and History Narrative
(session Ill continued)

Activity: In groups of four, students developed an effective campaign designed to
influence the target audience's perceptions and decision-making processes in
favor of the strategic actor they represented. After the preparation period, each
group presented their work and engaged in discussions with the other groups.

Link to Curriculum: Topics 1-3, 7: The group work involved recalling and applying
key concepts related to disinformation, including strategic communication, the
semiotic approach, counter-strategies, and affective storytelling.
e Topics 1-3, 7: Students learned how to create their own strategic
messages and integrate affective meaning-making into their campaigns.
e Success: The knowledge gained from the lectures and seminars was
successfully applied during the group work and subsequent discussions
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We based our approach on the pedagogical assumption that if students
are able to create their own information influence messages, they will later
be more successful in recognizing similar influence strategies in other
information environments.

Activities

Participants were required to:

Analyze real or simulated disinformation campaigns.
Identify involved actors, motivations, and techniques.

Use Al tools for fact-checking.

Reflect on ethical implications of combating disinformation.

Some of the tasks involved:

Designing infographics.
Drafting response strategies.
Presenting findings in group discussions.

Evaluation - Students’ answers

Participants reported the following outcomes:

"I acquired knowledge on information operation in the context of the
Ukrainian war."

"I learned about the semiotic approach to strategic and political
communication."

"l improved my theoretical and methodological knowledge."

"I wanted to learn more about Russia's war in Ukraine, memory politics,
how visual culture is used in politics, the state of Soviet heritage, etc."

"I wanted to learn more about Russia's war in Ukraine, memory politics,
how visual culture is used in politics, the state of Soviet heritage, etc."

"l learned about ways to study strategic and political communication."

"I learned important aspects of strategic communication and biopolitics
for the development of my thesis."

"The knowledge | acquired from the course helped me to develop as a
citizen. | learned new approaches to the analysis of communication
strategies in politics and gained a deeper understanding of the ways of
delivering information in a state's system."

"The course introduced its subject through several socially relevant case
studies. This practical approach helped me to develop my understanding
of the usefulness of semiotics in life beyond academia, but also left space
for personal and private contemplation on society, the different
communities that co-exist in Estonia and Europe in general, and my own
role as a citizen."
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Evaluation - Reflections from educator’s journal entries

“l believe the course was very successful, as many participants encountered
emotion-based meaning-making mechanisms as new knowledge, and how it
intersects with the affordances of social media, as well as how it alighs with the
concepts of click-economy and attention-economy. They also learned how such
a media ecology environment can be strategically manipulated.”
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Educators: Andreas Ventsel, Mari-Liis Madisson

University: University of Tartu

Lesson Type: Part of the course: Semiootiline ldahenemine vaarinfole ja
infomadjutustegevusele/ Semiotic approach to misinformation and information
influence activities

Participants: 12

Duration: 32 academic hours
Timeframe: 01.09.2024-31.01.2025

The course comprised 8 thematic blocks:
1. Key concepts and central research problems:
e Epistemology, media literacy, knowledge production,
misinformation, communication theory
2. Critical examination of disinformation:
e Propaganda, fake news, cognitive warfare, fact-checking, agenda-
setting
3. Affective meaning-making, common cognitive biases, and their
exploitation in information influence activities:
e Psychological manipulation, emotional contagion, confirmation
bias, framing effect, availability heuristic
4. Strategic narratives, the use of history narratives, and conspiracy
narratives in information influence activities:
e Mythmaking, national identity, historical revisionism, grand
narratives, scapegoating
5. Information influence activities and humor:
e Satire, parody, memetic warfare, irony, ridicule
6. Information influence activities and Al (guest lecturer Auli Viidalep):
e Deepfake technology, machine learning, algorithmic bias,
synthetic media, automated misinformation
7. Ethical aspects of digital communication:
e Moral responsibility, digital ethics, transparency, accountability,
consent
8. Summary

1st block

Lecture topic: Epistemology, media literacy, knowledge production,
misinformation,

communication theory

Activity: The session introduced fundamental concepts related to psychological
defense, desinformation, and media literacy, emphasizing their role in strategic
communication, the semiotic approach, and counter-strategies against des- and
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misinformation.

Link to Curriculum:

e Topics 1, 2, 3, 7: The session involved revisiting and defining disinformation
and related concepts such as strategic communication, the semiotic
approach, counter-strategies, and psychological defense.

e Topics 1-3, 7: Students learned to distinguish between strategic
ommunication and propaganda, explored the semiotic aspects of
disinformation etc.

* Success: The structured approach of defining key terms, presenting real-
world examples, and engaging students in identifying characteristics of
strategic communication, the semiotic approach, counter-strategies, and
disinformation clearly aligned with the curriculum.

2nd block

Lecture topic: Critical examination of disinformation — Propaganda, fake

news, cognitive warfare, fact-checking, agenda-setting

Activity: The session introduced fundamental concepts related to propaganda,
fake news, and cognitive warfare, emphasizing their role in strategic
communication, the semiotic approach, and counter-strategies against
misinformation. Additionally, the importance of fact-checking and agenda-
setting in shaping public perception and media narratives was explored.

Link to Curriculum

e Topics 1-3, 7: The session involved revisiting and defining disinformation
and related concepts such as strategic communication, the semiotic
approach, counter-strategies, and propaganda.

e Topics 1-3, 7: Students learned to distinguish between strategic
communication and propaganda, examined the semiotic dimensions of
fake news, and explored how cognitive warfare exploits affective meaning-
making in disinformation campaigns.

e Success. The structured approach of defining key terms, presenting real-
world examples, and engaging students in identifying characteristics of
strategic communication, the semiotic approach, counter-strategies, and
disinformation effectively aligned with the curriculum. The session also
enhanced students’ awareness of fact-checking methods and the role of
agenda-setting in influencing public discourse.

Seminar

Activity: Students were assigned three seminar texts on propaganda, fake news,
and cognitive warfare, which were provided along with preparatory questions
before the seminar. The goal of the seminar was to consolidate the knowledge
gained from the lecture and contextualize it using personal examples. At the end
of the seminar, students watched and analyzed a fake news video using the
knowledge acquired, focusing on fact-checking and agenda-setting strategies.
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Link to Curriculum

e Topics 1-3, 7: The seminar reinforced the concepts of disinformation and
related topics such counter-strategies, and propaganda.

e Topics 1-3, 7: Students deepened their understanding by distinguishing
between strategic communication and propaganda, exploring the
semiotic aspects of fake news, and analyzing affective meaning-makingin
cognitive warfare.

e Success. The knowledge gained from the lecture was effectively
reinforced through discussion of the seminar texts. Additionally, the
seminar enhanced students’ ability to critically assess fake news,
recoghize propaganda techniques, and apply fact- checking methods
while understanding the role of agenda-setting in shaping public
discourse.

3rd block

Lecture topic: Affective meaning-making, common cognitive biases, and their
exploitation in information influence activities — Psychological manipulation,
emotional contagion, confirmation bias, framing effect, availability heuristic

Activity: The session introduced fundamental concepts such as strategic
communication, the semiotic approach, counter-strategies, and affective
storytelling. Particular emphasis was placed on the role of emotions in shaping
disinformation narratives and theirimpact on public perception.

Link to Curriculum:

e Topics 1-3, 7: The session provided a comprehensive overview of
disinformation and its related concepts, including strategic
communication, affective storytelling, and the role of emotion in digital
communication

e Topics 1-3, 7: Students developed the ability to critically examined the
semiotic dimensions of disinformation, and explored the role of emotions
in affective meaning-making.

e Success: The structured approach of defining key concepts, incorporating
real-world examples, and engaging students in practical analysis of
strategic communication, semiotics, counter-strategies, and affective
storytelling effectively reinforced their understanding. The discussion on
historical narratives and emotional appeals in disinformation campaigns
deepened their analytical perspective and aligned with the curriculum.

b. Cognitive Bias Mapping
Activity: Students analyzed a cognitive bias assighed by the instructor by

mapping its key characteristics, exploring its role in information influence
activities, and providing their own examples of its application. This exercise aimed
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to deepen their understanding of how cognitive biases are exploited in
disinformation campaigns and strategic communication.
Link to Curriculum

¢ Topics 1-3, 7: The group activity reinforced key concepts related cognitive
biases by applying them to real-world examples.

¢ Topics 1-3, 7: Students gained hands-on experience in crafting strategic
messages and understanding how cognitive biases influence public
perception and information warfare.

e Success. The knowledge acquired from lectures and seminars was
effectively applied during group work and discussions. This was
particularly evident in the analysis of a disinformation video, where
students successfully identified affective meaning-making techniques
and the strategic use of cognitive biases in manipulatingaudiences.

4th block

Lecture Topic: Strategic narratives, the use of history narratives, and conspiracy
narratives in information influence activities — Introducing the concepts as
Mythmaking, national identity, historical revisionism, grand narratives,
scapegoating. Additionally, the session explored the use of historical narratives
in disinformation campaigns and how social media affordances amplify these
messages.

Link to Curriculum:

e Topics 1-3, 7: The session provided a comprehensive overview of
disinformation and its related concepts, including the semiotic approach
of strategic narrative, and the manipulation of historical narratives.

e Topics 1-3, 7: Students developed the ability critically examined the
semiotic dimensions of strategic narrative, and explored the role of
emotions and historical references in affective meaning-making.

e Success: The structured approach of defining key concepts, incorporating
real-world examples, and engaging students in practical analysis of
strategic communication, semiotics, counter-strategies, and affective
storytelling effectively reinforced their understanding. The discussion on
historical narratives and emotional appeals in disinformation campaigns
deepened their analytical perspective and aligned with the curriculum.

Seminar

Activity: Students were assigned 2 seminar texts on strategic and political
communication, and the use of history in propaganda, accompanied by
preparatory questions. The seminar aimed to deepen students' understanding of
the lecture content by encouraging personal reflection and contextualization. At
the conclusion of the seminar, students watched and analyzed a propaganda
video, applying the concepts learned to critically assess its use of emotional
triggers and historical references.
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Link to Curriculum:

Topics 1-3, 7: The seminar expanded upon the lecture content by
reinforcing core themes such as disinformation, strategic communication,
the semiotic approach, counter-strategies, affective storytelling, and the
manipulation of historical narratives.

Topics 1-3, 7: Students gained a deeper understanding of propaganda,
learned to distinguish it from strategic communication, and explored the
semiotic aspects of disinformation, particularly in relation to emotions
and historical framing.

Success: The seminar effectively reinforced the knowledge gained during
the lecture by facilitating discussions around strategic and political
communication, semiotics, history, and emotions in disinformation.
inclusion of real-world examples, particularly the propaganda video
analysis, helped students recognize how emotional appeal and historical
narratives are strategically used in manipulative communication.

Introduction of an Effective Disinformation Campaign

Activity: Students develop an introduction for a highly effective disinformation
campaign designed to shape the target audience’s situational perception and
influence their decision-making in favor of a strategic actor. The introduction
must clearly define and justify key elements, including:

The strategic actor and narrative the campaign aligns with.

The campaign’s objectives and their significance for the actor.

The target audience’s characteristics and the strategies to capture their
attention and build trust.

The selection of media and platforms, including primary and supporting
channels.

Methods for fostering audience engagement.

Link to Curriculum:

Topics 1-3, 7: The seminar expanded on lecture material by exploring
disinformation tactics, strategic messaging, audience targeting, and
media influence.

Topics 1-3, 7: Students critically examined the mechanisms behind
perception management, analyzing how strategic narratives are crafted to
shape opinions and drive decision-making.

Success: The seminar provided students with a hands-on approach to
understanding the construction of disinformation campaignhs. Through
strategic planning and discussion, students gained insights into narrative
manipulation, audience psychology, and engagement techniques. By
examining real-world case studies, they developed a nuanced
understanding of how media and messaging influence public perception.

56



5th block

a. Lecture topic: Information influence activities and humor — Satire, parody,
memetic warfare, irony, ridicule

Activity: Introduction to key concepts such as humor, political humor, humor in
its polarizing function, and humor in its critical function.

Link to Curriculum:

e Topics 1-3, 7: The session involved revisiting and defining humor as a tool
in political and social discourse, its use in polarizing or unifying audiences,
and its role in criticism.

e Topics 1-3, 7: Students learned to distinguish between different functions
of humor, explored how political humor operates in various media, and
understood the impact of humor in both polarizing and critiquing political
or socialissues.

e Success: The structured approach to defining key concepts, providing
real-world examples, and engaging students in recognizing the functions
of humor, particularly in political and social criticism, successfully alighed
with the curriculum.

b. Homework. Creating a Strategic Meme

Activity: Students design a meme along with a justification of its strategic
purpose, target audience, and potential risks associated with its strategic use

Link to Curriculum:

e Topics 2-3, 7: The creating the meme reinforced the understanding of
humor, particularly its use in political contexts, and explored its polarizing
and critical roles.

e Topics 2-3, 7: In discussion students deepened their understanding by
analyzing how humor can serve both as a tool for political polarization and
as a means of critiquing power structures.

e Success: The knowledge gained from the lecture was effectively
reinforced during the homework discussions.

6th block
Lecture: Information influence activities and Al (guest lecturer Auli
Viidalep) - Deepfake technology, machine learning, algorithmic bias, synthetic

media, automated misinformation

Activity: Introduction to key concepts such as Deepfake technology, machine
learning, algorithmic bias, synthetic media, automated misinformation

57



Link to Curriculum:

e Topics 2-3, 7-8: The session explored how advanced digital technologies
influence online content, examining their role in shaping perceptions,
spreading misinformation, and affecting public opinion.

e Topics 2-3, 7-8: Students analyzed different applications of these
technologies, distinguishing between their neutral use and their potential
to manipulate narratives. They also discussed how digital tools contribute
to shaping online interactions and influence broader social discussions.

e Success: The structured approach to examining emerging technologies,
along with real-world examples and discussions, successfully alighed with
the curriculum objectives.

7th block

Lecture topic: Ethical aspects of digital communication - Moral
responsibility, digital ethics, transparency, accountability, consent

Activity: Introduction to key concepts such as moral responsibility, digital ethics,
transparency, accountability, and consent in the context of digital technology.

Link to Curriculum:

e Topics 2-3,7-8: The session explored how ethical considerations in digital
environments impact online content, focusing on their role in ensuring
responsible digital practices, preventing manipulation, and fostering trust.

* Topics 2-3, 7-8: Students examined the implications of digital ethics in
various contexts, distinguishing between ethical and unethical
applications. They also discussed how principles of transparency,
accountability, and consent shape online interactions and broader
societal conversations.

e Success: The structured approach to analyzing digital responsibility,
supported by real-world examples and discussions, successfully alighed
with the curriculum objectives.

8th block
a. Topic of lecture. Summary

Activity: Repeating key concepts covered in the course, including the semiotic
aspects of misinformation.

Link to Curriculum:
e Topics 2-3,7-8: The session explored how these concepts influence digital
content, examining their role in shaping meaning, spreading
misinformation, and affecting public perception.
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e Topics 2-3, 7-8: Students analyzed various applications of these
concepts, distinguishing between neutral uses and manipulative
strategies. They also discussed how digital tools contribute to shaping
online interactions and influence broader social discourse.

e Success: The structured approach to examining these emerging issues,
along with real-world examples and discussions, successfully aligned with
the curriculum objectives.

b - Preparing for homework

Activity: Introduction to the homework assignment criteria and guidelines. The
session provided examples of how to approach the assignment and best
practices for structuring the content. The homework was based on key topics
covered throughout the course.

Link to Curriculum:

e Topics 1-3, 7: The session involved reviewing and applying key concepts
from the course, helping students understand how these topics should be
incorporated into their homework.

e Topics 1-3, 7: Students were introduced to practical methods for
organizing their homework around the four course topics and learned how
to integrate theoretical insights into their assignments.

e Success: The structured presentation of assignment criteria, alongside
clear examples, provided students with a solid foundation for completing
their homework. The alighment between the examples provided and the
course topics ensured that the assignment expectations were clearly
understood.

Evaluation - Students’ Answers

e “The knowledge acquired from the course helped me to develop as a
citizen. | learned new approaches to the analysis of communication
strategies in politics and got a deeper understanding of the ways of
delivering information in a state's system”.

e “The course introduced its subject through several socially relevant case
studies. This practical approach helped me to develop my understanding
of the usefulness of semiotics in life beyond academia, but also left space
for personal and private contemplations on the society, the different
communities that co-habit Estonia and Europe in general, and my own role
as a citizen.”
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Evaluation - Reflections from educator’s journal entries

e “We participated in all the lectures but divided the responsibility for
specific topics among ourselves. My lecture covered the key concepts and
central research problems, including the role of affect in information
warfare, strategic narratives, the use of historical narratives, and
conspiracy narratives in information influence activities.”

e “The meetings | organized covered the key concepts and central research
problems, critical examination of disinformation, strategic conspiracy
narratives, common cognitive biases and their exploitation in information
influence activities, and the ethical aspects of countering information
influence activities. At the beginning of each topic, we introduced the
central concepts (e.g., psychological defense, (digital) media literacy,
affect, strategic communication, information warfare, social media
affordances, etc.). This was followed by discussions on seminar readings,
homework, and individual assignments, where we explored specific
examples and examined discursive tools for analyzing and recognizing
manipulative techniques in the digital sphere.”
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Cergy Paris Université (CYU), located in the Paris metropolitan area, is a modern
and ambitious institution that embodies the dynamism and diversity of
contemporary French higher education. Formed in 2020 from the merger of
several higher education institutions, including the University of Cergy-Pontoise,
CYU is part of France’s strategic initiative to create world-class universities
capable of addressing 21st-century challenges.

CYU offers a wide range of programs across disciplines such as humanities,
social sciences, law, economics, business, science, technology, and
engineering. Its educational approach emphasizes interdisciplinary learning,
innovation, and internationalization, preparing students to thrive in a rapidly
changing global landscape.

Research at CYU is characterized by its interdisciplinarity and real-world
relevance. The university hosts several research centers that tackle pressing
societal issues, from digital transformation and cybersecurity to environmental
sustainability and public policy. CYU’s partnership with prominent research
organizations like CNRS (French National Centre for Scientific Research)
amplifies its research capacity and impact.

International collaboration is a cornerstone of CYU’s strategy. The university
participates in numerous European initiatives, including Erasmus+, Horizon
Europe, and international research networks. These partnerships facilitate
student and faculty mobility, joint research projects, and cross-cultural
exchanges, enhancing the university’s global footprint.

CYU also prioritizes entrepreneurship and innovation. The university’s dedicated
innovation ecosystem, including incubators and partnerships with local
industries, supports start-ups and fosters a culture of creativity and enterprise
among students and researchers. Initiatives like CY Transfer and CY Start-Up Lab
exemplify CYU’s commitment to bridging academia and industry.

The university’s location in the Greater Paris region offers students access to a
wealth of cultural, professional, and recreational opportunities. Cergy’s proximity
to Paris enables engagement with global businesses, cultural institutions, and
international events, enriching the academic experience.

Student life at CYU is vibrant and diverse, with numerous student associations,
cultural festivals, and community initiatives. The university’s multicultural
environment and supportive services create an inclusive and engaging
atmosphere for both domestic and international students.

Insummary, Cergy Paris Université represents a bold vision for the future of higher
education in France. Its commitment to academic excellence, research
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innovation, and societal impact makes it a key player in European academic
networks and an ideal partner for collaborative projects.

Course Name: Data Protection and other Digital Tools

Institution: CY Cergy Paris Université

Type: Full semester academic course (Type 1 — aimed at future professionals
needing critical digital literacy skills)

This course focuses on developing students’ ability to detect and counter
disinformation through digital tools, with an emphasis on fact-checking
techniques. The sessions cover:
e Session1:
o Key definitions: disinformation, misinformation, malinformation,
fake news, propaganda, humour and satire.
o Overview of the fact-checking landscape.
e Session2:
o Criteria for selecting claims worth fact-checking.
o Methods for fact-checking text-based claims.
o Reuse of pre-verified facts.
o Techniques tailored to input types (Wikipedia, tables, Knowledge
Graphs).
o Tools: LLMs, web sources, social media for fact-checking.
e Session 3:
o Specialized fact-checking: images, social media rumours, multi-
source claims.
Datasets for fact-checking, stance detection, rumour verification.
Political bias and automated source reliability detection.
Deepfakes and user responsibility.
Case study: COVID-19.

o O O O

Selected activity
Class Project

Task Description: You are asked to create a fake news story in a way that makes
the classification of a story as fake or true a difficult task for any online fake
news/claim detection tool. You are not required to pass your story through the
online detection tools but you can do so if you like.

You can pick any type of story, at any level of detail and with any subject at your
discretion. It is advised that you do not choose a subject very generic because this
makes its evaluation either too difficult or too easy and so useless. But again, this
is your responsibility.
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The work needs to be organized as follows:

Collect a set of resources and organize them in the Platform Truly Media
(details will be given in class).

Use these resources to create your fake story, adding true and false details
as you see fit. Whatever details you use, they should be part (and
foundable) in the collection of resources that you will have added in the
platform.

Relate your work to the class: you need to keep in mind the relevant parts
that we discussed in class and take into account the characteristics of
fake news stories that we already discussed. You can refer to the material
online or to the papers referred to in this material.

References: you can include the references you read and use them in the
text, provide the references in the requested format and cite them
correctly wherever needed. But having references is not a requirement for
the text but they should be included in the collection of resources on Truly
Media.

Your story should be between 1 - 2 pages following exactly the instructions
given in the template (see the other link in the site).

Your story should be coherent and not a collection of unrelated facts (if it
is it will be rejected from the beginning).

Other important points:

The projectis individual work; | reserve the right to ask/send you questions
after | read your report or ask questions orally.

Evaluation - Students’ Answers

Students demonstrated:

A solid understanding of disinformation-related terminology.

Ability to apply various fact-checking methods, including digital tools and
LLMs.

Awareness of biases, source reliability, and challenges in handling
complex cases like deepfakes or multi-source rumours.

Engagement in reflective discussions on real-world examples (e.g.,
COVID-19 misinformation).

Evaluation - Reflections from educator’s journal entries

The course successfully encouraged critical engagement and digital tool
usage for fact-checking.

Students showed growing confidence in navigating different fact-checking
resources and methodologies.
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Challenges noted included the need for more practice with complex tools
(e.g., stance detection) and deeper exploration of political bias and
deepfake detection.

Overall, the educator observed high motivation and active participation,
especially during applied case studies.

The publication of the anthology had a far-reaching impact, reinforcing the
project’s educational and collaborative goals. Some key outcomes include:

1. A Lasting Educational Resource

The anthology aims to become a reference tool for educators and
researchers, providing insights into innovative teaching and learning
practices.

It serves as a model for future interdisciplinary projects, demonstrating
best practices in collaboration and knowledge-sharing.

2. Enhanced Visibility and Engagement

The anthology helps increasing the visibility of the S.HI.E.L.D. vs DISNFO
project, attracting attention from academic institutions and industry
partners.

It sparkes discussions on modern education issues, influencing at the
same time curriculum development and policy-making.

3. Inspiration for Future Projects

The success of the anthology inspired new research initiatives and
collaborations, ensuring that the project’s legacy continues to evolve.

It encourages educators and students to engage in reflective and creative
writing, fostering a culture of documentation and storytelling in academia.

The anthology created as part of the S.HI.E.L.D. vs DISINFO project stands as a
symbol of collaboration, innovation, and the power of collective knowledge. It not
only documentes the achievements of the project but also provides a platform for
meaningful discourse, creative expression, and academic exploration.

By bringing together diverse perspectives and ideas, the anthology ensures that
the project's impact would extend far beyond its official timeline, inspiring future
generations of educators, students, and researchers.

Through this publication, we did not just record the past—we lay the foundation
for the future of higher education.
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