A Quality Assurance Matrix for Educational Design to Combat Disinformation in Higher
Education

1. Introduction

Disinformation, driven by technological advancements and social media, has evolved into a context-
dependent act involving the de-contextualization, manipulation, or fabrication of information
(Hameleers, 2023). It is a dynamic, multifaceted phenomenon shaped by its environment, reflecting its
increasing complexity and adaptability in the digital age.

Current efforts to counter disinformation tend to overemphasize individual responsibility—focusing on
fact-checking, source evaluation, and media literacy (Boyd, 2018; Mozdeika, 2024)—while often
adopting a techno-deterministic lens, focusing on strategic disinformation from far-right actors or
hostile states and portraying platforms like YouTube as “great radicalizers” (Tufekci, 2018; Mahl et al.,
2023; Grusauskaite et al., 2023; Marwick, Lewis, 2017; Sutton, Douglas, 2022). Studies of echo
chambers, filter bubbles (Sasahara et al., 2021; Vosoughi et al., 2018), and algorithms (Tufekci, 2018)
also tend to overlook the broader disinformation ecosystem (Phillips, Milner, 2021). Such approaches
risk oversimplifying the issue by neglecting the emotional, psychological, and socio-cultural factors
that shape how people engage with disinformation. Meanwhile, recent research emphasizes that
conspiracy theories serve various functions—such as identity construction, entertainment, and calls to
action—providing immersive experiences rather than accurate information (De Wildt, Aupers, 2024;
Haiven, 2024; Mabhl et al., 2023).

Therefore, addressing the complexity of disinformation requires a broader vision of critical media
literacy—one that moves beyond treating it as an isolated issue and instead considers its economic,
ideological, and cultural dimensions (Buckingham, 2019). Building resilience, therefore, demands not
only individual responsibility but also collective, context-specific strategies grounded in the lived
experiences of interpretive communities (Haider, Sundin, 2022) and driven by co-creative problem-
solving approaches (Fabbro, Gabbi, 2024; Haiven et al., 2022). Although disinformation has been
examined within specific domains such as the military (Ventsel et al., 2023), journalism (Olechowska,
2022), and education (Buckingham, 2003, 2019), these studies often remain fragmented and
disconnected. Consequently, despite growing awareness of the issue, Higher Education Institutions
(HEIs) continue to lack integrated, interdisciplinary frameworks that effectively link disinformation
education to both academic goals and the evolving demands of professional sectors.

This article introduces the Quality Assurance Matrix for educational interventions against
disinformation in Higher Education (HE), especially in undergraduate studies, developed through the
Erasmus+ Project SHIELD vs Disinfo (“Students of Higher Education Critical Digital Literacy
Development against Disinformation”). Bringing together multidisciplinary experts, the project aims to
enhance students' digital literacy, critical thinking, and resilience through practical tools and
frameworks, aiming to equip educators and institutions with strategies to address disinformation
challenges in academia. A key phase involved mapping the educational and social landscape to inform
action research—through literature reviews and focus groups—which highlighted the need for an
integrated, cross-sectoral approach to disinformation. The findings from this mapping exercise
underscore the need for effective frameworks that address the specific domains in which disinformation
circulates, along with the increasingly sophisticated manipulative techniques and the cultural, linguistic,
and age-related factors influencing how disinformation is countered through education. These



challenges have been documented in European Commission reports (2021; 2022) and academic
literature (SoBdorf et al., 2024; Buckingham, 2019), reinforcing the urgency of developing integrated
and context-sensitive solutions.

The resulting Quality Assurance Matrix offers a hybrid, multimodal tool that integrates educational and
political dimensions. It supports educators, policymakers, HE faculty and undergraduate students, and
other stakeholders (UNESCO, 2013), combining critical literacy with quantitative competency
evaluation (Pereira, Moura, 2022). Therefore, it promotes strategic decision-making, interdisciplinary
collaboration, and long-term improvements in digital literacy. Furthermore, it provides essential quality
assurance criteria to enhance educational practices and materials while supporting strategic decision-
making, policy implementation, and professional development. By fostering interdisciplinary
collaboration, it promotes a unified approach to tackling disinformation. Beyond HEISs, its flexible
application influences a diverse range of educational and societal stakeholders, contributing to global
efforts in digital literacy and critical thinking. Finally the Matrix provides criteria for evaluating
educational initiatives. Participants, acting as action researchers and based on the Matrix’ results,
collaboratively designed and implemented a curriculum within participating HE institutions. This
curriculum aims to support innovative interventions aligned with the project’s goals, reflecting
foundational efforts to build a robust, collaborative framework for addressing disinformation in HE.

This paper is structured as follows: Section 1 outlines the theoretical framework; Section 2 details the
methodology; Section 3 presents the Quality Assurance Matrix; and Section 4 explores its implications
and future directions.

2. Theoretical framework
2.1 Educational frameworks to combat disinformation

Despite the growing concern about disinformation, there is limited empirical evidence on educational
strategies to empower students, adults, or professionals in combating it. Research demonstrating the
positive impact of new media literacy in helping adolescents recognize fake news remains scarce (Luo
et al., 2022). Moreover, few studies have established frameworks that ensure the quality of educational
processes aimed at countering disinformation. Buckingham has developed a foundational framework
for media literacy education, widely recognized and utilized in the field. His model centers on four key
concepts: Production, Language, Representation, and Audience. These elements serve as analytical
tools to help learners critically engage with media texts by examining how media messages are created,
the languages and codes they use, the ways they represent reality, and how audiences interpret them
(Buckingham, 2003). While Buckingham's framework provides essential tools for analyzing media, it
does not specifically address disinformation. However, his emphasis on critical engagement with media
content lays a strong foundation for developing educational strategies to counter disinformation.
Additionally, a particularly notable contribution in this regard is the work of Jacques et al (2013), who
proposed a twelve-cell matrix by combining four types of media tasks—reading, writing, navigating,
and organising—with three dimensions of media objects—informational, technical, and social. While
innovative and widely cited, this matrix is primarily aimed at the general public and does not explicitly
cater to specific professions or academic disciplines. Also, various European projects have established
interesting relevant frameworks. For example, the De Facto project (https:/defacto.space/results-

documents-and-tools/) has developed a comprehensive framework for educational and training contexts
that helps educators identify, understand, and address disinformation. It includes upgraded models for
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categorizing disinformation types, channels of dissemination, and sources of intent, along with
education-specific assessments of harm potential.

In terms of educational frameworks targeting disinformation, UNESCO (2013) introduced a valuable
approach, and more recently, the European Commission published Guidelines for teachers and
educators on tackling disinformation in 2022 and also developed the "New Toolkit for Teachers: Help
Your Students Counter Disinformation" hosted on the European School Education Platform (2024).
This toolkit provides teachers with resources, including short videos, tips, and guides to develop
educational practices against disinformation.

A significant gap remains in comprehensive guidelines for integrating critical digital literacy (CDL)
into HEIs to combat disinformation. Interdisciplinary approaches that align academic learning with
labour market needs and include robust quality assurance are lacking. A dedicated quality assurance
matrix is essential to systematically evaluate and refine curricula that build CDL and address
disinformation across diverse fields of study. Despite its importance—especially highlighted during the
Covid period (Tejedor et al., 2020)—CDL is still often viewed narrowly as a set of technical skills.

2.2. Critical Digital Literacy and Media and Information Literacy: Terminology Issues

Considering the aforementioned gap in both research and practice, Project SHIELD vs Disinfo aims to
foster HE students' CDL as a means to resist and combat disinformation. However, before detailing
how CDL is operationalized within the context of this specific project, it is essential to clarify the
broader conceptualization of the term.

The concept of Critical Digital Literacy (CDL) refers to literacy practices that (1) produce digital texts
interrogating power, representation, and agency, and (2) critically examine digital media and
technologies. CDL models address teachers’ practical concerns while revealing digital technology’s
ideological dimensions. Recent research focuses on how educators and students engage with digitally
literate practices in their contexts (Bacalja et al., 2021). Hence, CDL emphasizes skills in: (a) decoding,
(b) meaning-making, (c) analysing, (d) exploring identity and belonging, and (e) using digital tools
effectively, both individually and within communities (Hinrichsen, Coombs, 2014).

In the above context of CDL, media literacy is essential for all citizens, enhancing critical thinking and
enabling navigation of the digital media landscape to identify disinformation. It involves critically
accessing, understanding, and evaluating media messages, as well as making independent judgments
about content (Buckingham, 2015; Leaning, 2017). Key skills include accessing, analyzing, evaluating,
and creating media messages across contexts (Buckingham, 2005). Hobbs (2010) expanded this
framework to include "reflect" (applying ethical and social responsibility) and "act" (collaborating to
share knowledge and solve problems) (Jacques et al., 2013). Developing media literacy in teachers and
students is vital to addressing contemporary crises, preserving democracy, and fostering social justice.
This development not only mitigates current threats but also prevents future challenges to societal
stability.

News literacy is a part of media literacy and includes having the critical thinking skills for evaluating
(or judging/analysing) the reliability and credibility of news sources and new forms of information (that
are often mistaken for journalism). Also, it can help us recognize the difference between fact and
rumour, news and advertising, news and opinion, and bias and fairness. Especially nowadays, news
literacy needs to be combined with data literacy, which concerns the ability to understand how data and
numbers are represented as well as the capacity for data-driven autonomy as it concerns the spreading
of disinformation (SoBdorf et al,. 2024).



Information literacy, linked to computer/digital and media literacy, includes technical skills and
interpreting diverse formats (Unesco, 2023). It enables effective navigation of digital information,
helping users question biases and resist overwhelming disinformation (Brisola et al., 2019: 284).
Information literacy supports informed decision-making across personal, social, and professional
domains. It involves reflective discovery, understanding information’s value, and ethical use to create
new knowledge (ACRL, 2016), empowering individuals to critically and responsibly engage in today’s
complex, information-rich world.

Finally, information literacy competency standards for HE defined by Association of College &
Research Libraries (ACRL) in 2000 include:

- The information literate student determines the nature and the extent of the
information needed.

- The information literate student assesses needed information effectively and
efficiently.

- The information literate student evaluates information and it sources critically and
incorporates selected information into his or her knowledge base and value system.

- The information literate student, individually or as a member of a group, uses
information effectively to accomplish a specific purpose.

- The information literate student understands many of the economic, legal and social
issues surrounding the use of information and accesses and uses information ethically
and legally.

2.3 CDL in HE within the S.HL.E.L.D. vs DISINFORMATION Project

Among all the interrelated terms presented in the previous section, we choose for the purposes of the
research presented here the term critical digital literacy (CDL) as it stands for an integration that can
ensure HE students (present citizens and future professionals) are equipped to navigate the complexities
of the modern digital landscape, making informed decisions and engaging responsibly with digital
content. As a convergence of both digital and critical literacies, CDL examines how the operation of
power within digital contexts shapes knowledge, identities, social relations, and formations in ways that
privilege some and marginalise others. It equips learners with the tools to examine the linguistic and
nonlinguistic features of digital media, to identify their embedded biases and assumptions, in order to
access the truth (Darwin, 2017). CDL here is understood as essential in protecting people of all ages
from dis/misinformation, as well as in fostering social inclusion and the civic and political
empowerment that comes from engaging reflexively with digital media.

We consider CDL an umbrella multi-dimensional term that encompasses elements from media literacy,
news literacy, and information literacy, all adapted to the digital age, but not adequate each of them to
cover the complex competences needed. CDL in this research expresses all the connections among all
the aforementioned terms, such as:

e  Critical evaluation and other complex skills: All these literacies involve the critical
evaluation of sources and content, whether news articles, information databases, media
messages, or digital content.Besides, skills such as critical thinking, analytical abilities,
and effective communication are foundational to all these literacies.

° Understanding bias and credibility: Each literacy emphasises the importance of
recognizing bias, assessing credibility, and identifying misinformation.



e [FEthical concerns: Ethical considerations in using and sharing information are common
across all literacies, promoting responsible behaviour in various contexts.

e  Navigation in digital contexts: While critical digital literacy specifically focuses on
digital environments, all literacies increasingly incorporate digital aspects due to the
pervasive nature of digital media and information in contemporary society.

2.4. CDL Pedagogical Principles

The aforementioned conceptualization of CDL gives rise to specific pedagogical principles. Firstly,
CDL in HE should not be taught in isolation (i.e., be decontextualized), as is often the case in many
academic courses today. Instead, it must be situated within the broader context of contemporary
disinformation phenomena. That is, there should be a direct connection to students’ social and
professional challenges of real everyday life, their communication, information, citizenship, the
protection of democracy and, also, their future professional life. Considering that the goal of HE is to
prepare professionals capable of tackling disinformation and acting against it, digital literacy practices
have to be enriched with activities that develop the critical vision and adopt innovative teaching
strategies that create cracks in the traditional culture of academic lecturing, like inquiry-based learning
through the use of digital resources, and, also, participatory and collaborative which activate students.
Finally, reflecting on EDMO's standards for effective media literacy (EDMO, 2024), this study’s
framework aims to elevate educational quality in HE Institutions by providing quality criteria that
educators can use to combat disinformation and foster critical digital literacy. By incorporating
standards recommended by EDMO, such as rigour and adaptability in teaching practices, the matrix can
serve as a cornerstone for institutions striving to meet European benchmarks in media literacy.

3. Research Methodology
3.1. Aim of the Research

As already presented in the Introduction, this qualitative research aims to propose a Matrix of Quality
Assurance Criteria for educational interventions against disinformation in HE, to collect all the
necessary skills and competences for professionals in areas directly affected by the phenomenon of
disinformation (such as health, education, media, and computer scientists) and the education systems in
the majority of European countries do not develop.

This matrix is one of the outcomes of the Erasmus+ Project SHIELD vs Disinfo. The research presented
in this article represents the mapping of the educational and social landscape that is a necessary phase
before any action research is launched. After the matrix was constructed all participants (action
researchers) designed together a curriculum where they based the educational initiatives they planned
and implemented in practice, in the HE classes of the participating institutions.

3.2. Data Collection Method
The data collection for this research involved three primary methods:

1. Literature Review of EU Political Texts: This review derived from various EU official
documents and reports which focus on combating disinformation via the enhancement of CDL.



2. Literature Review of Research Conducted in the Five Participating Countries: This review

analysed national-level reports and articles from Poland, Estonia, Greece, Belgium, and France
to understand the measures and recommendations for combating disinformation in these
regions.

Focus Group Interviews: These interviews involved participants from various professional
sectors (i.e., educators, government officials, military personnel, medical professionals,
journalists, and citizens) in the five participating countries, providing practical insights and
identifying local needs and challenges related to CDL and disinformation. More specifically,
our methodology included four primary stages: research design, data collection, analysis, and
results reporting (Morgan et al., 1998, as cited in Nyumba et al., 2017). During the research
design phase, we identified the study's core aim and defined specific research objectives,
created a script of guiding questions, obtained ethics clearance (Research Ethics Committee of
the University of Crete, no 12/21-02-2024), and carefully recruited participants to maintain
professional homogeneity and facilitate group dynamics. We aimed for 4-6 participants per
session, over-recruiting by 10-25% to counteract possible no-shows, and ensured accessible
face-to-face venues for all sessions. Online sessions were also possible using the Zoom
platform. A total of 51 individuals participated in the study, contributing to a comprehensive,
multi-perspective analysis of the disinformation phenomenon occurring in the participating
countries. In the data collection stage, an experienced facilitator, alongside an assistant,
conducted the focus groups, which were audio-recorded and limited to an hour to prevent
fatigue.

3.3. Data Analysis

The data analysis followed a structured three-step process:

1.

Comprehensive Literature Review: This initial phase aimed to provide an overview of main
reports, official documents, and reports relevant to disinformation and the ways it can be
combated at both local and international levels. The criteria for selecting texts included
relevance to education, with a focus on CDL, European context, interdisciplinarity, and
significance regarding various aspects of disinformation. At the EU level, 35 papers were
reviewed, focusing on disinformation countermeasures. Nationally, 48 papers were analysed,
covering the status and recommendations in the partner countries. Deductive text analysis
followed, with the following predetermined organisational categories: Defining the Problem,
Countermeasures Against Disinformation, Problems with Existing Solutions, Disinformation
Countermeasures in the Educational Systems, Suggestions for Improving (Digital) Media
Literacy. This phase identified ongoing efforts, challenges, and the need for improved media
literacy in educational systems.

More specifically, the reviewed documents at the EU level suggested several e-tools and digital
resources with the aim to promote critical thinking along with digital literacy skills. Also, the
research found that combating disinformation in HE requires integrating CDL into formal
education. Key challenges identified include the need for improved digital infrastructure,
enhanced teacher digital literacy, and targeted initiatives for disadvantaged groups. Effective
strategies involve using interactive teaching methods, fostering multi perspective analysis, and
understanding social media's role in spreading disinformation. Additionally, the research
highlights the importance of ethical considerations in disinformation education and the need for



effective feedback along with robust criteria to assess digital media literacy outcomes, ensuring
practical, real-life examples are used to enhance learning.

The national-level analysis of digital media literacy (DML) across France, Belgium, Greece,
Estonia, and Poland reveals similar trends, with disinformation integrated into school curricula
to varying extents. In Belgium and France, government initiatives support media literacy,
though with differing regulation levels. Estonia and Greece face challenges with sporadic and
voluntary integration of DML in schools, leading to inconsistencies. HE efforts are also
fragmented. The reports underscore the need for competent teacher training and holistic
approaches to disinformation, emphasising the development of practical skills, ethical
awareness, and safe internet practices to foster a well-informed digital community.

2. Focus Group Interviews: After the interviews were conducted, a rich raw material was
collected. Then thematic analysis was applied to understand specific patterns, themes, and
insights within the narratives shared by the participants, beginning with initial coding to
categorise responses (Xu, Zammit, 2020). Then focused coding was employed to refine the
themes. Finally, in the reporting phase, we synthesised the findings into a structured report,
including participant demographics and illustrative quotes. To enhance accuracy, we shared the
results with participants for feedback (member checking), thus validating our findings before
finalisation.

The discussions highlighted specific areas of concern, practical implementation challenges, and
identified blind spots and needs in existing disinformation countermeasures. More specifically,
the focus group interviews revealed that disinformation is a complex issue driven by economic,
political, and social factors, exacerbated by social media. A consensus emerged on the need for
standardised terminology and better media literacy education. Current educational efforts often
overlook emotional and psychological factors affecting information processing. The interviews
highlighted a lack of expertise and systematic integration of media literacy in education, with
critical thinking and source analysis needing broader incorporation. Tailoring content to
students' interests and promoting civic activism were recommended. Finally, the interviews’
data underscore the necessity for practical, relevant, and interactive media literacy education to
combat disinformation effectively.

3. Development of the Quality Assurance Criteria Matrix: Building on the knowledge from
the previous phases, the final step was to develop an integrated pedagogic approach aimed at
enhancing CDL education with a focus on how to combat disinformation in HE. This resulted
in the creation of a Quality Assurance Criteria Matrix, guided by: a) UNESCO’s Global
Standards for Media and Information Literacy Curricula Development Guidelines (2022) and
b) the European Digital Media Observatory's (EDMO) guidelines (EDMO, 2024), which
emphasise standardised, high-quality media literacy practices. The matrix includes specific
recommendations for developing educational material and toolkits for achieving specific
learning outcomes and competencies in HE.

The research methodology used overall emphasises a bottom-up approach involving the active
collaboration of the research group with the practitioners and reflection, linking theory to practice. The
action research paradigm engaged all participating institutions in addressing the real-world issue of
disinformation, aiming to facilitate positive change through practical solutions and the development of
effective teaching methods and curriculum for undergraduate students.



3.4. Limitation of the study

Despite its contributions, this study has several limitations that warrant acknowledgment. At this stage,
the validation of the proposed matrix remains limited, as it is primarily based on theoretical frameworks,
literature analysis, and focus group interviews, with minimal empirical testing or application in
authentic educational settings. The next phase of this project will focus on designing and implementing
a pedagogical process grounded in the matrix and testing it in concrete teaching and learning contexts.
While the matrix has been developed specifically for HE and informed by regulatory frameworks from
the participating countries, its practical application must take into account the diversity of institutional
cultures and educational environments—including linguistic and contextual variations—that may
significantly influence pedagogical implementation. This issue was underscored both in the literature
reviewed and in the focus group interviews. Greater contextualization will be essential to enhance the
matrix’s broader relevance and applicability. Finally, although the matrix addresses cognitive
dimensions of misinformation, it currently offers limited consideration of the emotional, social, and
psychological factors that play a critical role in shaping individuals' engagement with and vulnerability
to disinformation. However, the development of educational materials based on the matrix does include
efforts to illuminate key cognitive mechanisms underlying susceptibility to misinformation—such as
confirmation bias, the conjunction fallacy, the mere exposure effect, and the bandwagon effect—which
are integrated into both the learning content and instructional activities.

4. Results
4.1. The Matrix

The Quality Assurance Matrix developed in this study is composed of three interconnected components,
henceforth referred to as Sub-Matrix 1, Sub-Matrix 2, and Sub-Matrix 3. Each sub-matrix addresses a
distinct dimension of disinformation education in different undergraduate studies. Sub-Matrix 1 focuses
on the socio-political, ethical, and technological contexts in which disinformation circulates. Sub-
Matrix 2 emphasizes the identification and evaluation of disinformation, addressing analytical and
digital skills required for its detection. Sub-Matrix 3 concerns the pedagogical implementation,
proposing teaching strategies that embed disinformation literacy into collaborative, reflective, and
context-aware educational practices. This structure reflects a deliberate pedagogical progression: from
understanding the context (Sub-Matrix 1), to developing the necessary skills (Sub-Matrix 2), and finally
to enacting those skills through targeted pedagogy (Sub-Matrix 3). Together, these sub-matrices form
a comprehensive framework—here referred to as “The Matrix”—that integrates contextual
understanding, critical evaluation, and applied pedagogy. The Matrix thereby offers both a conceptual
foundation and a practical tool for enhancing critical digital literacy in higher education.

Each sub-matrix is designed to evaluate the importance of specific skills across various sectors,
including educators, journalists, medical professionals, ICT experts, and citizens. The assessment scale
ranges from 0 to 3 "+", indicating the importance of each skill in the respective sectors. The ratings in
the sub-matrices were determined based on the evaluations provided by the participating HE institutions
in the present Erasmus+ project, where students from the corresponding fields—such as future
journalists, teachers, doctors, ICT experts, and citizens—study. These institutions assessed the
importance of each criterion for their respective disciplines, resulting in a comprehensive rating system



that reflects the perceived relevance and effectiveness of each criterion in enhancing the identification
and understanding of disinformation within their specific fields

4.2. The context of disinformation

The first sub-Matrix (Table 1) includes encouraging group research on the motives behind
disinformation (QA1), discussing media responsibilities and societal efforts to curtail disinformation
(QA2), and exploring the relation between media freedom, democracy, and disinformation prevalence
(QA3). It also covers ethical issues associated with disinformation, such as human rights and bias in
data (QA4), understanding the scientific process in related disciplines (QAS5), and discussing the
diffusion of disinformation online and associated behaviours (QA6).

According to the data, identifying the context and motives behind disinformation through
collaborative research (QA1) is crucial but challenging. Thus, encouraging group research on
the motives behind disinformation (QA1) is highly recommended for educators, journalists,
medical professionals, ICT experts, and citizens alike.

Discussions around media responsibilities and efforts to curtail disinformation (QA2) are
necessary, given the media’s deep connection with social and cultural contexts. Thus, QA2 is
strongly recommended across most groups, with the exception of medical professionals who
receive a slightly lower emphasis.

The relationship between media freedom, democracy, and disinformation (QA3) highlights the
influence of political contexts on disinformation production. Thus, QA3 is highly
recommended for educators and journalists, with moderate recommendations for medical
professionals and strong recommendations for ICT experts and citizens.

QA4 explores additional factors shaping disinformation, including ethical issues, human rights,
economic considerations, data transparency, and automated decision-making. While QA3 and
QA4 share overlaps, distinguishing them helps clarify specific aspects influencing
disinformation. Discussing ethical issues, QA4 is rated very high for educators, journalists, and
ICT experts, while medical professionals and citizens are given slightly less emphasis.

The production of scientific knowledge (QAS) is another critical factor tied to how
disinformation is generated and spread. Understanding the scientific process in the related
disciplines and the treatment of scientific evidence (QAS5) is exceptionally recommended for
educators, journalists, and medical professionals, with ICT experts and citizens receiving strong
but slightly lower recommendations.

QAG6 in sub-Matrix 1 focuses on disinformation via internet communication and emerging fake
news forms driven by Al technologies, such as bots and shadow users. Understanding these
interconnected factors is essential to addressing the complex social, political, and technological
dynamics of disinformation production and dissemination effectively. Thus, QA6 is highly
recommended for journalists, ICT experts, and citizens, while educators and medical
professionals have varied emphasis.

Table 1: Sub-Matrix I - Understanding the context of disinformation

Quality Assurance | Educators | Journalists | Medical ICT Citizens

Criteria professionals | experts




QA1l.Encourage group | ++ ++ ++ ++ ++
research on the motives

behind disinformation

QAZ2.Discuss media | ++ ++ + ++ ++
responsibilities and

societal efforts to curtail

disinformation

QA3.Discuss the relation | +++ +++ + ++ ++
between media freedom,

democracy and

disinformation

prevalence

QAA4.Discuss ethical | +++ +++ + +++ ++
issues associated with

disinformation,

including human rights

and economic aspects

and bias and

transparency in data and

automated decision

making.

QAS5.Understand the | +++ +++ +++ ++ ++

scientific process in the
related discipline(s) and
the treatment of scientific

evidence.

10



QAG6.Discuss the | ++ +++ + +++ +++
diffusion of
disinformation  online
(social media, web, etc.)
and show techniques and
behaviours (bots, shadow

users, etc.)

For journalists and educators, this sub-Matrix suggests that both groups bear significant responsibility
in combating disinformation. Journalists are consistently assigned high recommendations, indicating
their crucial role in understanding and addressing disinformation. This includes their duty to explore
the motives behind disinformation, uphold media responsibilities, and discuss the intersection of media
freedom, democracy, and disinformation prevalence. They must also delve into ethical issues such as
human rights, economic impacts, and biases in data and automated decision-making, while maintaining
a high level of scientific literacy to ensure accurate reporting. Similarly, educators are tasked with
fostering an environment of critical thinking and scientific understanding. They are highly
recommended to encourage group research on disinformation, discuss the ethical and societal
implications of disinformation, and ensure that students grasp the scientific processes relevant to their
disciplines. Both groups must be proficient in digital literacy, understanding the mechanisms of online
disinformation, and imparting this knowledge to their audiences. Thus, the sub-Matrix underscores the
pivotal roles of journalists and educators in promoting an informed and discerning society capable of
resisting disinformation.

4.3. The identification of disinformation

In the second sub-Matrix (Table 2), there are criteria relevant to how disinformation is identified. More
specifically, it focuses on helping students differentiate between facts and opinions (QB1), educating
them about various types of deceptive content (QB2), and making them aware of the characteristics of
disinformation (QB3). It also involves allowing students to judge the validity of information (QB4),
encouraging the use of digital tools (QB5), exploring the technological aspects of disinformation
creation and distribution (QB6), understanding the scientific process (QB7), and identifying
disinformation sources and spreading agents (QBS).

e The data showed that the differentiation between facts and opinions (QB1) is an important QB
criterion for developing educational practices that aim at tackling disinformation. Thus, for
QBI1, educators, journalists, and medical professionals receive the highest ratings (+++), while
ICT experts and citizens are given a slightly lower rating (++).

e In the same aspect, it is also valuable for the students to identify the various types of deceptive
concepts (QB2) such as like-farming fake news or click baits. Thus, QB2 also sees high ratings
for educators and journalists (+++), with medical professionals, ICT experts, and citizens rated
slightly lower (++).

o As it concerns the educational content to tackle disinformation, the students are needed to be
aware of the characteristics of disinformation (QB3).

11



Additionally, the students also need to judge the validity of information (QB4). The digital tools
and the technological aspects of disinformation are important factors since the spreading of
disinformation is strongly connected.

Thus, both QB3 and QB4 receive uniformly high ratings (+++) across all groups, emphasising their
critical importance.

QB5, which is associated with the digital tools that produce and disseminate disinformation and
the correspondent educational tools that enhance in the identification of the ways the fake news
is being produced, has lower ratings across the board.

QB6 refers to the technological aspects that are being intervened with the ways disinformation
is spread with the ratings revealing differences across the groups. Thus, exploring the
technological aspects of disinformation creation and distribution (QB6) is rated as highly
recommended (++) for both educators and journalists, indicating their need to understand and
teach these technological mechanisms, while medical professionals, ICT experts and citizens
have a minimal recommendation (+).

The scientific process (QB7) as well as the disinformation sources (QBS8) and the spreading
agents, such as bots, are also added in the sub-Matrix 2, since they are associated with the
identification of disinformation. It is crucial for the students to acknowledge how scientific
knowledge is being circulated and it is also important to understand the importance of scientific
evidence. Accordingly, in the Al era, the sources and the spreading agents (such as bots) that
disseminate disinformation are part of the educational content that will help the students and
future participants identify fake news.

Understanding the scientific process in related disciplines and the treatment of scientific evidence (QB7)
is rated exceptionally high (+++) for journalists, medical professionals, and ICT experts, emphasising

the importance of scientific literacy and evidence-based evaluation in their roles while educators and

citizens have a minimal recommendation (+). These ratings highlight the tailored focus on technological

proficiency for educators and journalists, and scientific rigour for journalists, medical professionals,
and ICT experts.

Lastly, QB8, which focuses on identifying disinformation sources, sees high importance for journalists

and ICT experts (+++), with varying importance for other groups. In summary, the sub-Matrix

demonstrates a varied emphasis on different aspects of disinformation identification, with the highest
ratings given to understanding disinformation characteristics and evaluating information validity.

Table 2: Sub-Matrix 2 - Developing the skills to tackle disinformation

Quality  Assurance | Educators | Journalists | Medical ICT Citizens
Criteria professionals experts
QBI1.Help  students | +++ -+ +++ ++ ++

differentiate between

facts and opinions.

12



QB2.Educate students
about various types of

deceptive content.

++

++

++

++

++

QB3.Make  students
aware of the
characteristics of

disinformation.

++

++

++

++

++

QB4.Allow students to
judge the validity of

information

++

++

++

++

++

QB5.Encourage

students to use digital
tools and especially
recognized educational

tools

++

QB6.Explore the

technological aspects

of disinformation
creation and
distribution.

++

++
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QB7.Understand  the
scientific process in the
related  discipline(s)
and the treatment of

scientific evidence

++

++

++

QBS8.Help students
identify disinformation
sources and spreading

agents (e.g., bots, etc.).

++

++

++

++

4.4. The pedagogical methodology

The last sub-Matrix (Table 3) presents Quality Assurance Criteria regarding the pedagogical

methodology that is appropriate to be followed. According to this sub-Matrix, the pedagogical
methodology that aims to tackle disinformation needs to adopt educational practices that incorporate

the use of information sources and social media.

This is because disinformation is closely linked to information sources, and social media, in
particular, are widely used as primary information channels by many users (QC1). Thus,
Understanding students' information sources and social media usage (QC1) is crucial for all
receiving the highest rating (+++).

As it was also mentioned in sub-Matrix 1, collaboration is important to understand the context
in which disinformation is being spread. For this reason, it is also important for the students to
be trained in collaborative approaches and in learning communities to be actually prepared for
the identification of fake news (QC2). Thus, the use of collaborative approaches and interactive
methods to foster community learning (QC2) is particularly stressed for educators (+++), with
moderate emphasis for the rest (++).

Fake news is being spread in various sources through the social media that dominate everyday
life. For this reason, personal lived experiences are highly recommended to be used in classes
as a valuable source of knowledge (QC3). Thus, using personal experiences of disinformation
as learning materials (QC3) and teaching multiperspectivity through multiple sources and
conflicting narratives (QC4) are highly recommended across all groups (+++).

The data has shown that the terms disinformation, misinformation, fake news, and urban myths
are being confused (QCS5). Therefore, the educational methodology needs to adopt practices
that successfully clarify these terms. Thus, clarifying terms (QC5) is critical for educators and
journalists (+++), but moderately important for the rest of the groups (+).

Finally, the last quality assurance criterion (QC6) shows the need to promote educational
methodologies based on activism, intermediate response to misleading contents and generally
the activation of the students. The data that were concentrated showed very clear that the role
of the (future) professionals is crucial to tackle disinformation. Thus, advocating for civic
activism and encouraging immediate responses to misleading content on social platforms

14



(QC6) is moderately recommended for educators (++), with lower emphasis for the rest of the
groups (+).

Table 3: Sub-Matrix 3 - The pedagogical methodology to fight disinformation

15



Quality Assurance Criteria

Educators

Journalists

Medical

professionals

ICT

experts

Citizens

QC1.Understand students'
information sources and social

media usage.

+++

+++

+++

+++

+++

QC2.To use collaborative
approaching in combating
disinformation and  utilise
interactive methods to foster

community learning

+++

++

++

++

++

QC3.Use personal experiences
of disinformation as learning

materials.

+++

+++

+++

+++

+++

QC4.Teach multiperspectivity
through multiple sources and

conflicting narratives.

+++

+++

+++

+++

+++

QC5.To clarify the terms
disinformation/misinformation,

fake news, urban myths

+++

+++

16




QC6.Advocate for civic | ++ + + + +
activism, encouraging
immediate response to
misleading content encountered

on social platforms

5. Conclusions and discussion

This study explored the evolving nature of disinformation and the urgent need to redefine it within
today’s information landscape, especially for HE. The SHIELD vs Disinfo Project, through
collaborative action research, developed a comprehensive quality assurance matrix. This matrix serves
as a multimodal tool for educators and policymakers, offering a structured approach to literacy
education against disinformation. Due to the current lack of quality assurance criteria for HE
educational practices, this matrix represents a significant contribution. It provides clear guidelines to
foster skills needed to navigate digital information and counter misinformation, supporting both the
development and evaluation of educational materials. Composed of quality assurance criteria, the
matrix can evaluate and develop new educational practices, helping future practitioners improve their
daily work (Rubin et al., 2021). Its foundation on quality assurance criteria offers qualitative and
quantitative measures to assess and enhance literacy competencies. Thus, it is a valuable resource not
only for educators but also for policymakers and stakeholders designing effective interventions.
Ultimately, this study offers a practical framework for embedding disinformation literacy into HE,
addressing academic and labor market needs.

On the other hand, the matrix materialised and offered a concrete example of the interconnection of
relevant concepts involved in CDL education as perceived in this research (section 2.3.). It supports the
development of complex skills essential to all literacies, such as critical thinking, analytical abilities,
questioning and challenging established conditions, and effective communication. These skills are
crucial for navigating the contemporary information landscape. Educators are encouraged to foster these
competencies in students, helping them to analyse, interpret, and effectively communicate their
findings. The matrix also highlights the importance of collaborative learning, where participants engage
in networked educational approaches to reveal and counter disinformation.

Moreover, the specific matrix arose from the research that showed that educators need to connect
teaching against misinformation within a specific context (e.g. the health concerns), thus teaching
literacy against misinformation has to be contextualised. That’s important because in detecting the
distribution of fake news there is a need to link the actors, the motives, and the methods behind deceptive
information since these connections are missing on purpose (Hamerlees, 2023). By fostering an
understanding of how misinformation is constructed, the matrix equips students and educators with the
tools to critically assess the credibility of information and recognize hidden biases in various sources.

Moreover, ethical considerations are woven throughout the matrix, advocating for responsible use and
sharing of information in educational settings. The matrix encourages educators and students to reflect
on the ethical dimensions of information sharing, especially in an era where digital platforms and social
media can easily amplify misinformation. The responsible use of information, including understanding
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the consequences of sharing false or misleading content, is a key takeaway for all participants. By
promoting these ethical standards, the matrix ensures that users not only engage critically with
information but also act with integrity when disseminating any news.

The matrix (mainly as a developmental process) highlighted the importance of collaboration in
combating disinformation, as participatory learning networks are essential to uncover fake news
(Hameleers, 2023). Research shows that fake news, especially in politics, is often spread through
coordinated campaigns (Vargas, 2020; Sipitanos, 2023). Engaging educators and students in such
networks deepens their understanding of how disinformation is created and spread, aligning with studies
emphasizing collaborative analysis in countering politically driven disinformation campaigns.

The matrix emphasizes the need to address social media challenges in educational practices tackling
disinformation, especially on critical topics like health. As literature shows, 75% of U.S. adults use
social media, and 70% seek health information online (Starvaggi et al., 2024). Also, fake news now
includes fake images, deepfakes, and multimodal content. Through this matrix, participants are
encouraged to reflect on social media’s role and link it to their disciplinary knowledge—empowering
future professionals to connect their expertise to combating disinformation effectively.

Besides its educational value, the matrix also contributes to the relevant theory as it bridges critical
media literacy studies with the practical needs of measuring and developing relevant literacy
competencies. Thus, the matrix combines critical and quantitative approaches, usually isolated,
reconciling the gap between literacy studies, which traditionally are based on a critical framework with
the quantitative demands of measuring literacy competencies (Erlod, et al. 2024). It attempts to narrow
this gap by using the qualitative assurance criteria, which can be transformed also into quantitative data.

Furthermore, we consider very important the processes through which the matrix was produced. A
bottom-up approach was utilised to promote all the different professional domains and include not only
the official texts nor the literature but also the voices of the professionals who are facing the
misinformation phenomenon in their everyday lives and lack the skills to tackle it (Burchell, 2000;
Saban, 2021). In the matrix, the literature review, as well as practitioners’ experiences and needs, were
integrated. This inclusive methodological choice is reflected in the matrix as a final product and its
quality.

As the next stage of the Erasmus+ Project SHIELD vs Disinfo, an Anthology and E-Toolkit will be
developed to operationalize the Quality Assurance Matrix. The Anthology will compile educational
materials and partner reflections on their implementation in real HE classes. The E-Toolkit will offer
adaptable, step-by-step strategies for educators at all levels, supporting the design and evaluation of
context-specific interventions. Together, these educational materials will transform the matrix into a
practical, pedagogical resource. However, no educational material or curriculum, no matter how good
it is, is ever sufficient to change teaching. It remains to be seen how the matrix will be utilised in
teaching practice and how much it will enrich it. But, of course, this is a matter for another study that
should follow what we have presented in this article, in order to evaluate the matrix during its
implementation.
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